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ABSTRACT 
The rapid increase in computer, mobile applications and wireless networks has globally changed 
the features of network security. A series of Internet attack and fraudulent acts on companies and 
individual network have shown us that open computer networks have no immunity from intrusions. The traditional way of 
protecting computer networks, such as firewalls and software 
encryption are insufficient and ineffective. The wireless ad-hoc network is susceptible to physical attack or harm due to its 
feature of open medium dynamic changing topology, monitoring and management point not being centralized, clear line not well 
defended and cooperative algorithms. Since the techniques developed on fixed wired networks to detect intruders have been 
rendered inapplicable in this new environment, the need for ways and methods to develop new architecture and mechanisms to 
protect mobile computing applications and wireless networks is important. The implementation of dos attack will be done. 
Software is used and systems are included. 
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INTRODUCTION 
 
Computer and network security help to keep data and 
equipment functioning and provide access only to legitimate 
users. Everyone in an organization should give high priority to 
security because everyone can be affected by a lapse in 
security. Theft, loss, network intrusion, and physical damage 
are some of the ways a network or computer can be harmed. 
Damage or loss of equipment can mean a loss of productivity. 
Repairing and replacing equipment can cost the company time 
and money. Unauthorized use of a network can expose 
confidential information and reduce network resources. An 
attack that intentionally degrades the performance of a 
computer or network can also harm the production of an 
organization. Poorly implemented security measures to 
wireless network devices demonstrate that physical 
connectivity is not necessary for unauthorized access by 
intruders. 
 
To successfully protect computers and the network, a 
technician must understand both types of 
threats to computer security: 
 
Physical – Events or attacks that steal, damage, or destroy 
equipment, such as servers, 
switches and wiring. 
 
Data – Events or attacks that remove, corrupt, deny access, 
allow access, or steal 
Information. 
 
Internal – Employees have access to data, equipment, and the 
network 
o Malicious threats are when an employee intends to cause 
damage. 
 

 
o Accidental threats are when the user damages data or 
equipment unintentionally. 
 
External – Users outside of an organization that do not have 
authorized access to the 
network or resources 
o Unstructured – Attackers use available resources, such as 
passwords or scripts, to 
gain access and run programs designed to vandalize. 
o Structured – Attackers use code to access operating systems 
and software. 
Physical loss or damage to equipment can be expensive, and 
data loss can be detrimental to your 
business and reputation. Threats against data are constantly 
changing as attackers find new ways 
to gain entry and commit their crimes. 

 

WEB SECURITY 
Web security is important because so many people visit the 
World Wide Web every day. 
Some of the features that make the web useful and 
entertaining can also make it harmful to a computer. Tools that 
are used to make web pages more powerful and versatile, it 
can also make 
computers more vulnerable to attacks. These are some 
examples of web tools: 
 
ActiveX – Technology created by Microsoft to control 
interactivity on web pages. If 
ActiveX is on a page, an applet or small program has to be 
downloaded to gain 
access to the full functionality. 
 

Java – Programming language that allows applets to run 
within a web browser. 
Examples of applets include a calculator or a counter. 
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JavaScript – Programming language developed to interact 
with HTML source code to allow interactive websites. 
Examples include a rotating banner or a popup window. 
 
Attackers might use any of these tools to install a program on 
a computer. To prevent against these attacks, most browsers 
have settings that force the computer user to authorize the 
downloading or use of ActiveX, Java, or JavaScript. 
 

EXPLANATION ON COMPUTER NETWORK 

THREATS 

 
ADWARE is a software program that displays advertising on 
your computer. Adware is usually distributed with 
downloaded software. Most often, adware is displayed in a 
popup window. Adware popup windows are sometimes 
difficult to control and will open new windows faster than 
users can close them. 
 
GRAYWARE or malware is a file or program other than a 
virus that is potentially harmful. Many grayware attacks are 
phishing attacks that try to persuade the reader to unknowingly 
provide attackers with access to personal information. As you 
fill out an online form, the data is sent to the attacker. 
Grayware can be removed using spyware and adware removal 
tools. 
 
SPYWARE, a type of grayware, is similar to adware. It is 
distributed without any user intervention or knowledge. Once 
installed, the spyware monitors activity on the computer. The 
spyware then sends this information to the organization 
responsible for launching the spyware. 
 
PHISHING is a form of social engineering where the attacker 
pretends to represent a legitimate outside organization, such as 
a bank. A potential victim is contacted via e-mail. The attacker 
might ask for verification of information, such as a password 
or username, to supposedly prevent some terrible consequence 
from occurring. DoS is a form of attack that prevents users 
from accessing normal services, such as e-mail and a web 
server, because the system is busy responding to abnormally 
large amounts of requests. DoS works by sending enough 
requests for a system resource that the requested service is 
overloaded and ceases to operate. 
 
Common DoS attacks include the following: 
 
Ping of death – A series of repeated, larger than normal pings 
that crash the receiving computer 
 
E-mail bomb – A large quantity of bulk e-mail that 
overwhelms the e-mail server preventing users from accessing 
it 
 
Distributed DoS (DDoS) is another form of attack that uses 
many infected computers, called zombies, to launch an attack. 
With DDoS, the intent is to obstruct or overwhelm access to 
the targeted server. Zombie computers located at different 
geographical locations make it difficult to trace the origin of 
the attack. 

 

 

TCP/IP ATTACK  
TCP/IP is the protocol suite that is used to control all of the 
communications on the Internet. 
Unfortunately, TCP/IP can also make a network vulnerable to 
attackers. 
Some of the most common attacks: 
 
��SYN flood – Randomly opens TCP ports, tying up the 
network equipment or computer with a large amount of false 
requests, causing sessions to be denied to others. 
 
��DoS – Sends abnormally large amounts of requests to a 
system preventing access to the services 
 
��DDoS – Uses "zombies" to make tracing the origin of the 
DoS attack difficult to locate. 
 
��Spoofing – Gains access to resources on devices by 
pretending to be a trusted computer. 
 
��Man-in-the-middle – Intercepts or inserts false 
information in traffic between two hosts. 
 
��Replay – Uses network sniffers to extract usernames and 
passwords to be used at a later date to gain access 
 
��DNS poisoning – Changes the DNS records on a system 
to point to false servers where the data is recorded. 
 

HARDWARE DESTRUCTION 
Hardware destruction is the process of removing sensitive data 
from hardware and software before  recycling or discarding. 
Hard drives should be fully erased to prevent the possibility of 
recovery using specialized software. Three methods are 
commonly used to either destroy or recycle data and hard 
drives: 
Data wiping 
Hard drive destruction 
Hard drive recycling 
 

DataWiping 
Data wiping, also known as secure erase, is a procedure 
performed to permanently delete data from a hard drive. Data 
wiping is often performed on hard drives containing sensitive 
data such as financial information. It is not enough to delete 
files or even format the drive. Use a third-party tool to 
overwrite data multiple times, rendering the data unusable. It 
is important to remember that data wiping is irreversible, and 
the data can never be recovered. 
 

HardDriveDestruction 
Companies with sensitive data should always establish clear 
policies for hard drive disposal. It is important to be aware that 
formatting and reinstalling an operating system on a computer 
does not ensure that information cannot be recovered. 
Destroying the hard drive is the best option for companies 
with sensitive data. To fully ensure that data cannot be 
recovered from a hard drive, you should carefully shatter  the 
platters with a hammer and safely dispose of the pieces. Other 
storage media, such as CDs and floppy disks, must also be 
destroyed. Use a shredding machine that is designed to destroy 
this type of media.  
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HardDriveRecycling 
Hard drives that do not contain sensitive data should be reused 
in other computers. The drive can be reformatted, and a new 
operating system can be installed. If the drive is not needed, it 
can be sold or donated. 
 
STATEMENT OF THE PROBLEM. 

Below are some of the problems that propel the analysis on 
network security threats: 
 
Low level of awareness about the network threats and 
preventions 
 
Data theft and manipulation 
 
Loss of Productivity during the attacks 
Data Loss 
 
Unauthorized Access 

 

RESEARCH AIM AND OBJECTIVES 
 
The aim of this research work is to give a very wide analysis 
on Computer Network Security Threats and Preventions 
basically on Denial of Service (DoS). 
 

OBJECTIVES 

 
The main focus of this work is to come up with a better 
understanding of network security applications and standards.  
 
To increase the knowledge of all and sundry with regards to 
how their computer system and network can be secured.  
To give broad explanation and let all network users know the 
preventive measures on how to secure their computer systems. 
 
Focus on applications and standards that are widely used and 
have been widely deployed. 
 
To be able to demonstrate how to do basic hacking and how to 
prevent system from 
such attacks. 
 

LITERATURE REVIEW 

Over past years Denial of service attack has made huge 
amount of damage, Many of the have been victim of this 
attack . Its Real, On February 6th, 2000, yahoo portal was shut 
down for 3 hours. Then retailer Buy.com Inc. (BUYX) was hit 
the next day, hours after going public. By that evening, eBay 
(EBAY), Amazon.com (AMZN), and CNN (TWX) had gone 
dark. And in the morning, the mayhem continued with online 
broker E*TRADE (EGRP) and others having traffic to their 
sites virtually choked off. This attack also recently hit twitter 
on 6th August 2009,lot of people had trouble on logging on 
twitter, It was brought down by denial of service attack, They 
tired up there server so no one can get on log on it. Websites 
like Facebook, eBay etc. have also been victim of this 
attack.(www.powermore.com) 
 
 
 
 

Early security problems: moth and Cap’n Crunch 
One of the first recorded computer security threats actually 
didn’t come from a human. In 1945, Rear Admiral Grace 
Murray Hopper found a moth among the relays of a Navy 
computer and called it a “bug.” From this, the term 
“debugging” was born. It wasn’t until the 1960s that humans 
started exploiting networks. From 1964 to 1970, AT&T 
caught hundreds of people obtaining free phone calls through 
the use of tone-producing “blue boxes.” Later in the 1970s, 
John Draper found another way to make free phone calls by 
using a blue box and plastic toy whistle that came in Cap’n 
Crunch cereal boxes. The two items combined to replicate a 
tone unlocking AT&T’s phone network. 
 
The rise of worms and viruses 

By 1979, computer threats took on another form. In that year, 
the researchers created the first computer worm. Originally 
intended to help computers, the bug was modified by hackers 
so it would destroy and alter data. Just a few years later, 
computer viruses were created. By 1988, damage became 
widespread as a worm disabled around 6,000 computers 
connected to the Advanced Research Projects Agency 
Network. And by 1990, the first self modifying viruses were 
created. (Https:\\www.brainwave.com/tech 

docs/security.html) 
 
Going global: worldwide attacks 

When the mid-1990s hit, viruses went international as the first 
Microsoft Word-based virus using macro commands spread all 
over the world. In 1998, hackers took control of more than 500 
government, military, and private computer systems with the 
“Solar Sunrise” attacks. Two years later, other hackers were 
able to crash Amazon, Yahoo and eBay’s websites. In 2001, 
the Code Red worm ended up causing $2 billion in damage by 
infecting Microsoft Windows NT and Windows 2000 server 
software. The large-scale attacks continued into 2006, when 
anywhere from 469,000 to one million computers were 
infected with the Nyxem virus. 
 
Explosive connection, rapid infection 

In the mid-2000s, as people connected to the Internet like 
never before, widespread infection rates exploded as well. The 
Storm Worm virus in 2007 and the Koobface virus in 2008 
used emails and social media to spread rapidly, infecting 
millions of computers. Hackers also stole data with the 
Conficker worm in 2009. In 2012, the Heart bleed bug was 
discovered, which took advantage of a flaw in the OpenSSL 
security software library to access sensitive data like 
passwords. And in 2013 one of the most infamous attacks 
occurred, when hackers gained access to retail giant Target’s 
servers, leading to the theft of 70 million customer records. 
As you can see, computer security threats are nothing new. 
But as they get bigger and bolder, companies have to protect 
their data in new ways. Clearly, the “patch and pray” approach 
can’t keep the bad guys at bay any more. But what can? The 
race is on for bigger, better connected and more proactive 
solutions that stay one step ahead. A few years from now, it 
sure would be great to read a History of Computer Threats 
article calling this Russian data heist the last big caper of its 
kind. Meanwhile, change your passwords! (Williams 

Stallings 2003, Networking security essentials application 

and standards) 
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 DATE TIMELINE OF COMPUTER SECURITY 

THREATS 
In 1945, Rear admiral Grace Murray Hoper finds a moth 
among the relays of a navy computer and called it a bug. In 
1979, the first computer worm is created at Xerox’s Palo Alto 
research center. In 1983, Fred Cohen, a university of southern 
California doctoral student comes up with the term “computer 
virus” In 1986, the personal computer virus, the Brain was 
created. In 1987, The Alameda, Cascade, and Miami virus are 
created. In 1990, the first self-modifying viruses were created 
In 1995, the first Microsoft word based virus spreads 
worldwide using macro commands. In 1998, solar sunrise 
occurs when hackers take control of over 500 government 
systems. In 2000, hackers use computer at the University of 
California to crash Amazon, Yahoo by flooding their sites 
with traffic. In 2001, the code red worm causes $2 billion in 
damage by infecting Microsoft Windows NT software. In 
2005, users of computer infected with poison ivy find their 
computer remotely controlled via the virus. In 2007, the storm 
worm actually a Trojan is sent to unsuspecting individuals via 
emails with headlines. In 2008, koobface virus spreads 
through email and social networking sites like Facebook. In 
2011, the Ram nit virus is used to steal over 45,000 passwords 

and accounts on Facebook. In 2013, between Nov 27- Dec 15, 
the personal data of 70 million customers is stolen when 
hackers gain access to target services. 
In 2014, Russian hackers steal more than 1.2 billion matching 
passwords and usernames. 

 

RESEARCH METHODOLOGY  

This research employs survey method to identify network 
security issues and experiment method for construction of 
framework. This research study is related to Network Security 
Management - A study with special reference to IT industrial 
units. In this study primary and secondary data is collected to 
find out importance of network security. Primary data is 
collected through survey method whereas secondary data is 
collected through published and unpublished material. 
Research methodology used in this research explains process 
of obtaining sample and size of sample. This research was 
carried out by collecting data through oral review and the 
questionnaires with a view of analyzing and interpreting the 
information in relation to settings of an IT group. Due to this 
case, the analysis will be represented using bar-chart and table 
as well be interpreted in simplest form. 
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RESEARCH QUESTION ANALYSIS 

CHART 

SA-STRONGLY AGREE    SD-STRONGLY DISAGREE          A-AGREE 

 
 
 

Response 
 

Frequency Percent Valid Percent 
 

Cumulative 
Percent 
 

Valid SA 11  44.0  
 

55.0 
 

55.0 
 

SD  8  32.0  40.0  95.0 

D  
 

 1  
 

4.0  
 

5.0 100.0 
 

Total  

 

20 80.0 100.0  

Missing System 5 20.0   

Total 25 100.0   

 
From the chart and the table above, the response shows that strongly agree was picked than others. According to the analysis 
55.0% choose SA, 40.0% choose SD, 5.0% choose D. 
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CHART 2 

 

 

 
 

 

Response 
 

Frequency Percent Valid Percent 
 

Cumulative 
Percent 
 

Valid SA 3 12.0  
 

15.0 
 

15.0 
 

A 16  64.0  80.0  95.0 

SD  
 

 1  
 

4.0  
 

5.0 100.0 
 

Total  
 

20 80.0 100.0  

Missing System 5 20.0   

Total 25 100.0   

 
From the chart and table above, the response shows that people who choose A attends to the questionnaire. According to the 
analysis 12.0% were SA, 64.0% were A, 4.0% were SD. 
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Response 
 

Frequency Percent Valid Percent 
 

Cumulative 
Percent 

 

Valid SA 7 28.0  
 

35.0 
 

35.0 
 

A 12  48.0  60.0  95.0 

D  
 

 1  
 

4.0  
 

5.0 100.0 
 

Total  
 

20 80.0 100.0  

Missing System 5 20.0   

Total 25 100.0   

 
From the chart and the table above, the response shows that people that choose A attends to the questionnaire. According to the 
analysis, 28.0% were SA, 48.0% were A, 4.0% were D. 
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CHART 3 

 

 
 
Systems left logged in while staffs are away can pave way for an attack on the network 

 

response 
 

Frequency Percent Valid Percent 
 

Cumulative 
Percent 
 

Valid SA 8 32.0  
 

40.0 
 

40.0 
 

A 10  40.0  50.0  90.0 

SD  
 

 1  
 

4.0  
 

5.0 95.0 
 

D 1 4.0 5.0 100.0 

Total  
 

20 80.0 100.0  

Missing System 5 20.0   

Total 25 100.0   

 

 
From the chart and table above, the response shows that people who choose A attends to the 
questionnaire. According to the analysis 32.0% were SA, 40.0% were A, 4.0% were SD and D and 20.0% were missing data. 
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CHART 4: 

 

 
 
Virus being present on the network can affect the local servers and Network. 

 

 

response 
 

Frequency Percent Valid Percent 
 

Cumulative 
Percent 
 

 SA 13 52.0  
 

65.0 
 

65.0 
 

A  7  28.0  35.0  100.0 

Total  
 

20 80.0 100.0  

Missing System 5 20.0   

Total 25 100.0   

 

 
From the chart and the table above, the response shows that people who choose SA attend to 
the questionnaire. According to the analysis, 52.0% were SA, 28.0% were A and missing system were 20.0% 
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CHART 5: 

 

 
 
Encryption of backup data storage devices can reduce an attack 

 

response 
 

Frequency Percent Valid Percent 
 

Cumulative 
Percent 
 

SA 17 68.0  
 

85.0 
 

85.0 
 

A  3  12.0  15.0  100.0 

Total  
 

20 80.0 100.0  

Missing System 5 20.0   

Total 25 100.0   

 
From the chart and the table above, the response shows that people who choose SA attend to the questionnaire. According to the 
analysis, 68.0% were SA, 12.0% were A and 20.0% were missing system. 
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CHART 6: 

 
 

 
 

response 

 

Frequency Percent Valid Percent 

 

Cumulative 
Percent 
 

Valid SA 9 36.0  

 

45.0 

 

45.0 

 

SD  11  44.0  55.0  100.0 

Total  

 

20 80.0 100.0  

Missing System 5 20.0   

Total 25 100.0   

From the chart and table above, the response shows that people who choose A attend to the 
questionnaire most. According to the analysis, 36.0% were SA, 44.0% where A and 20.0% were missing system. 
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RESEARCH IMPLEMENTATION 

STAGES INVOLVED IN DOS ATTACK 

 

Find a Service to Target 
The first step in mounting a DoS is to find a service that one can target. This would be something with open ports, something 
with vulnerabilities, and certainly something that will accept incoming connections. Some of these services include: 
 
Web servers 
 
DNS servers 
 
Email servers 
 
FTP servers 
 
Telnet servers 
 
These services always accept incoming connections and unauthenticated connections. Once a service to attack has been found, 
the next step would be to overwhelm that service. 
 
Overwhelming the Service 
This is a service that doesn’t have a maximum limit to the number of connections. The best way to find out whether a service 
doesn’t have an upper boundary on number of connections is to send it a few hundred thousand connections and then observe 
what happens. But to achieve optimal effect, you have to send specific queries and information. For example, if you’re targeting a 
Web server with a search engine, don’t just request a web page or slap F5 a bunch of times. Instead, request a complex search 
query or something that’s going to consume a significant amount of horsepower to resolve. If doing that just once already has a 
noticeable impact on the backend, then doing that a hundred times a second would probably bring that server down. You can do 
the same thing against a DNS server. You can force it to resolve complex DNS queries that aren’t cached. 
 
For an email service, you can send lots of large email attachments if you can get a legitimate account on its server. If you can’t, 
it’s pretty easy to spoof that kind of attack. Those are some simple service-based Denial-of-Service attacks that you can mount 
almost universally. Again, it’s just a matter of finding the services that will allow you to do this. Now, if you really can’t target 
specific services, you can simply flood a host with traffic. That can still work, except that the attack might not be as elegant and 
would certainly require a bit more traffic. 
 
Mounting a DoS Attack 

Advanced Port Scanner is used here to get a screenshot. In the scanning, a bunch of different ports on the network was found.  
Denial of Service attack could be mount against it if  the system were to shut down the authentication process or Web service. 
The GUI is shown below in Fig I 
 

 
Fig (i) 
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Fig (ii): Screenshot of the port scanning of the website 
The screen shot below was launch to show the favorite tool for attacking systems. It is called the Low Orbit Ion Cannon or LOIC. 
 

 
 

 
 
 
Fig iii above shows the screenshot of LOIC software for attacking systems. First, it specify the IP address of the server to attack, 
Then it will Lock it and choose a port that is open and the one that accepts incoming connections. For example, if  port 80 is 
chosen to mount a Web-based attack. TCP will then be selected  to specify which resources to tie up. Finally, the button will be 
checked  to start mounting the attack. 
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Fig (iv): Screenshot of the LOIC tool flooding the website 

 
Figure iv above shows the screenshot of the LOIC tool flooding the website and data requested will be seen as it is increasing 
rapidly. That means the attack has begun. 
 

 
 

Fig (v): Screenshot of the LOIC tool increasing the requested flooding packet 

 
Fig v above shows the screenshot of LOIC tool as it is increasing according to the requested flooding packet. Depending on the 
situation, one client attacking this way may or may not immediately affect the performance of the server. But a Denial of Service 
attack doesn’t have to stop with just one client. In a typical DoS attack, you would mount this attack against different ports at 
different times and try to footprint whether the actions taken are affecting services, impacting them in a noticeable way, or, better 
yet, able to shut the server down. 
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If not, you could scale this up by running the Low Orbit Ion Cannon on a dozen machines or even a hundred machines at the 
same time. A lot of this can be scripted. It means one can capture the traffic and replay it at the command line on different targets 
or play it as part of a script from different attackers, which could be someone peers or zombies or both. 
This is the easiest tool to understand and It may start to slow down a little bit  because  resources will be consumed by the client 
and also because the server itself would either be running out of resources or starting to defend itself against the attack. In this 
case, port 80 will be changed to port 88 and once the changes has been done the attack button will be click again and the threats 
can be attacked from different port which amounts to a different service, at a slightly different way, and at a different speed. 
Speed is really only important if you’re attacking from one client. If you have a hundred different clients attacking at the same 
time one can slow things down at each individual client and still be able to mount quite an effective attack. 
 
IDLE: It shows the number of threads idle. It should be zero for higher efficiency of the attack. 
Connecting: This shows the number of threads that are trying to connect to the victim server. 
Requesting: This shows the number of threads that are requesting some information from the victim server. 
Downloading: This shows the number of threads that are initiating some download for some information from the server. 
Downloaded: This number shows how many times data downloading has been initiated from victim server on which you are 
attacking. 
Requested: This number shows how many times a data download has been requested from victim server. 
Failed: This number shows how many times the server did not respond to the request. A 
larger number in this field means the server is going down. The success of the attack can be 
measured by the number shown in this field. 
 

 
 

Fig (vi): Screenshot of the website been shut down. 

 
Fig vi screenshot shows how an attack would look like when we performed all the operation mentioned above in DoS. 
 

 

Distributed Denial of Service Attack 
A Distributed Denial of Service (DDoS) attack would be 
practically that same attack carried out by many different 
people at exactly the same time. A ddos attack is only 
complex in terms of scale. The actual attack itself, from the 
perspective of each attacker, is exactly what you just saw. One 
reason why some people use malware to launch these attacks 
is because malware can be timed to launch the attacks at 
exactly the same moment. 
 
 

 
 
DOS ATTACK TOOLS 
The following are some of the tools that can be used to 
perform DoS attacks. 

 
Nemesy– this tool can be used to generate random packets. It 
works on windows. Due to the nature of the program, if you 
have an anti-virus, it will most likely be 
detected as a virus. 
 
Land and LA Tierra– this tool can be used for IP spoofing 
and opening TCP connections 
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Panther- this tool can be used to flood a victim’s network 
with UDP packets. 
 
Botnets– these are multitudes of compromised computers on 
the internet that can be 
used to perform a distributed denial of service attack. 

 
LOIC- this tool can be used to flood a website. Using the tool 
to send unrequested 
packet. 

 

HOW TO AVOID AND PREVENT DOS ATTACKS 
An organization can adopt the following policy to protect 
itself against Denial of Service 
attacks. 
 
Attacks such as SYN flooding take advantage of bugs in the 
operating system. 
Installing security patches can help reduce the chances of 
such attacks. 
 
Intrusion detection systems can also be used to identify and 
even stop illegal activities 
 
Firewalls can be used to stop simple DoS attacks by blocking 
all traffic coming from an attacker by identifying his IP. 

 
Routers can be configured via the Access Control List to limit 
access to the network and drop suspected illegal traffic. 
 

CONCLUSION 

 
DoS attack, is an explicit attempt to make a computer resource 
unavailable by either injecting a computer virus or flooding 
the network with useless traffic. Network security is an 
important field that is increasingly gaining attention as the 
internet expands. The security threats and internet protocol 
were analyzed to determine the necessary security technology. 
The security technology is mostly software based, but many 
common hardware devices are used. The current development 
in network security is not very impressive. Originally it was 
assumed that with the importance of the network security 
field, new approaches to security, both hardware and software, 
would be actively researched. It was a surprise to see most of 
the development taking place in the same technologies being 
currently used. The embedded security of the new internet 
protocol IPv6 may provide many benefits to internet users. 
Although some security issues were observed, the IPv6 
internet protocol seems to evade many of the current popular 
attacks. Combined use of IPv6 and security tools such as 
firewalls, intrusion detection, and authentication mechanisms 
will prove effective in guarding intellectual property for the 
near future. The network security field may have to evolve 
more rapidly to deal with the threats further in the future. 
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