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ABSTRACT

An understanding of the risk nature of the airline industry is important in effectively managing the business. The
purpose of a risk assessment is to make a decision whether the risk of a given situation is within an acceptable
range, and, if not, how we can reduce it to a tolerable level. Security risk in the airline transportation attracts keen
focus because of the expansion of differing cyber-attacks, many being inspired by technology improvement.
Transportation safety, specifically the identification, valuation, and reduction of risks to the massive transportation
system, has expanded greatly, experiencing great change and challenge along the way. This paper examined risk
analysis and management in airline transportation using jumia air travel as a case study. Reccomendations were
made based on our findings.
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INTRODUCTION

There are many interpretations regarding the meaning of risk and how to manage it. The origin of the word risk is
risicare, which is an early ltalian word for dare (Bernstein, 1996). In the seventeenth century the study of risk began
and was in the initial stage linked to trying to apply mathematics to gambling (Frosdick, 1997). These early studies led
to the development of probability theory, which is a key factor in the concept of risk (Bernstein, 1996). Associated with
gambling for many years, during the early nineteenth century, the term risk was adopted by the insurance industry in
England (Moore, 1983).

According to Moore (1983) there are two basic components of risk: (1) risk as a future outcome and (2) the probability
that a particular outcome may occur. Risk has both a positive and negative side to it, both the possibility of loss and
the hope of gain (Moore, 1983). However, previous studies have shown that organisations seem to focus more on the
negative aspects concerning their day-to-day (Hood & Young, 2005; March & Shapira, 1987). Risk management is
considered a general management function that seeks to assess and address risk in the organisation as a whole
(Fone & Young, 2000).

According to Cox and Townsend (1998), the process of risk management begins by evaluating two factors: (1) the
likelihood of specific events occurring and (2) the consequences, if it actually occurs. Smallman (1996) argues that
effective risk management should be based on good common sense, rather than highly formalised and structured
processes. Risk could said to be a function of threats, vulnerabilities, the likelihood of an event, and the potential
impact such an event would have to the business. Security risk analysis is essential to the security of any
organization. Most usinesses face information security and cybersecurity threats and vulnerabilities. Whereas certain
categories of threats and vulnerabilities may be consistent across businesses, some may be specific to your industry,
location, and business.
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You should regularly review what threats and vulnerabilities your business may face and estimate the likelihood that
you will be affected by that threat or vulnerability. This can assist you identify specific strategies to protect against that
threat or vulnerability. Currently, there is lack of cyber security best practices in the Jumia Air Travel. This situation
has made it difficult for the Organisation to effectively analyse and manage its security risks. Thus, with the
evolvement of technology and the increasing dependency on information technology, there was a need for the Jumia
Air Travel to implement security risk measures.

During the study, the following research questions were answered: What would happen if customers’ information was
made public? What would happen if customers’ information was incorrect? What would happen if customers couldn’t
access their information? What strategies can be employed to mitigate risks facing the Jumia Air Travel?

This paper offers a perspective on security risk analysis and management in airline transportation using Jumia Air
Travel as a case study. The result of this paper provides knowledge about the usefulness of security risk analysis and
thus, assists the Jumia Air Travels to be proactive in terms of managing both targeted and pervasive risks. The
study would also encourage Jumia Air Travel management develop appropriate security risk policies, standards,
guidelines and better understand the security risks facing their Organisation.

2. RELATED WORKS

This Section presents the review of related work carried out for the purpose of the study. Security risk models on
situational awareness for security risk management, systematic risk, airline service quality, air transportation security
as well as paradox rule by experts were studied and summarized in terms of gaps that the proposed paper is aiming
to address.

Webb, Ahmad, Maynard and Shanks (2014) developed a Situation Awareness Model for Information Security Risk
Management (ISRM). The model discourses shortfalls in the practice of information security risk assessment that
certainly led to poor decision-making and insufficient or inapt security policies. The three deficiencies are 1)
information security risk: identification is commonly perfunctory, 2) information security risks are commonly estimated
with little reference to the organization’s actual situation and 3) information security risk assessment is commonly
performed on an sporadic, non-historical basis. The deficiencies were not properly addressed. Hence, there is need
to address the deficiencies through an enterprise-wide collection, analysis and reporting of risk related information.
The systematic risk research was based on the CAPM as defined by Lintner (1965) and Sharpe (1963, 1964). The
CAPM suggests that the expected rate of return on a risk asset can be obtained by adding risk-premium to risk-free
rate, and the expected risk premium varies in direct proportion to beta in a competitive market (Chen, 2003; Gencay,
Selcuk, & Whitcher, 2003; Lintner, 1965; Sharpe, 1963, 1964; Sheel, 1995).

Additionally, the study conducted another multiple regression analysis. The analysis was intended to examine what
factors under management control influence total risk. It would allow better understanding of the company specific
variables by comparing their relationships to systematic risk and total risk. This study focused on the relationships
between firm specific variables and systematic risk. Results indicated that debt leverage, profitability, firm size,
growth, and safety were found to be significant predictors of systematic risk in the US airline industry whereas the
rest of variables including liquidity and operating efficiency were not found to be significantly related to the systematic
risk. The findings of this study suggested that the systematic risk was significantly related to some firm-specific
characteristics. To disclose more fine-grained relationship between factors under management’s control and risk,
future research was advised to include more firm-specific variables such as stock turnover ratio and earning dividend
ranking (BenZion & Shalit, 1975). This would help enhance more practical implications and capture various aspects
on the risk-management policy linkage.

Studies that have addressed service quality topics in the airline industry have explored and measured service
attributes, including studies by Robledo (2001), Park et al. (2004, 2006), Chen and Chang (2005), and An and Noh
(2009). Rhoades and Waguespack Jr. (2008) reviewed the conceptual foundations for service quality as it applied to
the airline industry, and used data from the Air Travel Consumer Report to investigate airline quality performance
regarding such key indicators as on-time arrivals, customer complaints, denials of boarding, and occurrences of
mishandled baggage to characterize trends in airline service performance over the last two decades. Saha and
Theingi (2009) indicated that, regarding order of priority, the dimensions of service quality, in descending order, are
flight schedules, flight attendants, tangibles, and ground staff. Curry and Gao (2012) examined relationships among
service quality, service satisfaction, and customer loyalty in a budget airline.
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Although many studies have investigated airline services, few have examined quality risk in relation to airline
services. There is need to address these shortfalls. Canadian Air Transportation Security Authority Act (CATSA) was
created in 2002 by statute. It operates mainly within a regulatory environment defined by Transport Canada, and
reports to Parliament through the Minister of Transport. The Canadian Air Transport Security Authority Act Review
Secretariat (2006) Review has recommended that risk assessments be based on solid data and on the appropriate
level of intelligence. However, the Panel cannot offer suggestions as to what that solid data or intelligence might be.
This dynamic of the unknowability of security, except in its failure, poses two real problems for its security
management system: how to rank its risk exposure and how to evaluate its performance.

Studies in risk perception demonstrated that experts perceive risk less frequently, but perhaps more reliably, than
non-experts (Thomson et al., 2004). However, the process of risk assessment is a bureaucratic one that does not
take place continually and that does not foster innovation, imagination, or dissent. A British study recommended that
risk managers should “report upwards by reducing identified risks to up to six major items reduces overload”
(Crawford and Stein, 2002). Even in the best practices, risk management becomes a competitor for executive
attention, which then requires it to rely on risks, dangers, and threats that are already well known. The International
Air Transport Association (IATA) rightly recommends that risk analysis is an ongoing and never-ending process as
part of security management system (SeMS) standards. But, once within a bureaucracy there is great pressure to rely
on past risk assessments, and risk analysis meetings are held according to a business or budget cycle rather than a
security cycle.

The security environment is constantly changing, but risk assessments that determine security policies and
procedures cannot be continual, since actionable decisions must be made. By the same token, SeMS requires a
continual review of decisions. The implementation of a SeMS process is particularly aimed at this kind of
organizational ossification, and improved communications channels from frontline workers, sector experts,
governmental and international partners will plainly aid this analysis of the threat environment. If the assessments of
threat are uncertain, if the probabilities on which policies, standards, and practices are based are uncertain, it is
incumbent that the SeMS process takes that uncertainty seriously.

3. METHODOLOGY

This Section outlines the methodology used for the study. The population and sample size, design of the research
instruments, procedure and an overview of data analysis were also presented. The Section further highlighted the
ethical consideration adhered to throughout the study. The study was designed to use quantitative and qualitative
research instrument consisting of series of questions for an in-depth analysis of the behaviours of respondents as
regards to risk analysis facing airline online transaction. For primary data, information was collected through the
administration of questionnaires. For secondary data, relevant textbooks, journals and scholarly publications on
airline transportation was used. Similarly, internet websites was intensively used for information search. Qualitative
methods were used to classify features of different risks identified as well as to construct statistical models and
figures to explain findings of the study.

The population of the study comprised of fifty (50) respondents from airline employees, IT users, Systems
Administrators, Programmers and other fields. Data was collected through questionnaires where closed questions
were asked. The questionnaire was divided into two (2) sections namely Sections A and B. Section A is the
demographic data of the respondents used for the study while Section B covered questions that were targeted at a
specific group of airline employees, IT users, Systems Administrators, Programmers and other fields. The
questionnaires were administered to all targeted fifty (50) respondents from the targeted groups. Data was collected,
coded and processed using the Statistical Product and Service Solutions (SPSS). Data cleaning process was further
conducted through random selection of entries and cross checking with questionnaires in order to ensure the integrity
of the data set.

The challenge throughout the data collection and analysis was to make sense of data and derive necessary meaning.
The data from questionnaires was combined for enriching and explaining purposes. The purpose of the study was
explained to the respondents before administering the questionnaires. Respondents were also given the assurance
that the information provided would be treated with confidentiality and anonymity. The data collected was purely for
academic purposes.
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Descriptive statistics (frequencies) was used to analyze the responses in MS Excel. SPSS was used to calculate
frequency counts of the responses. Tables, graphs and charts were further constructed to illustrate the frequencies of
the responses. An Impact/Probability Chart was used to analyze the probability of risk occurrences and their possible
impacts on airline transportation using the Jumia Air Travel as a case.

4. RESULTS

The data was collected from the airline operators and IT specialists using questionnaires. This was, therefore further
grouped, summarized and presented in the form of charts and tables. The questions were designed to look at
security gaps as regards to confidentiality, integrity and availability of online transactions namely; Email Address,
Email Password, Phone Number, Booking Reference Number, Debit/Credit Card Number, Card Expiry Date, Card
PIN, Security Code (CVV) and 3D Secure Password. Five options were provided namely; Very High (5), High (4),
Medium (3), Low (2) and Very Low (1).

Table 1. Dataset Analysis Notes

Output Created 29-Aug-2018 13:35:09
Comments
Input Data C:\Users\gadzama\Desktop\RISK
ANALYSIS\SECURITY ANALYSIS_2.sav
Active Dataset DataSet1
Filter <none>
Weight <none>
Split File <none>
N of Rows in Working Data File 50
Missing Value Handling Definition of Missing User-defined missing values are treated as
missing.
Cases Used Statistics are based on all cases with valid data.
Syntax FREQUENCIES VARIABLES=Q1A Q1B Q1C
Q1IDQ1IEQIF Q1G Q1H Q1l
/BARCHART FREQ
/ORDER=ANALYSIS.
Resources Processor Time 00:00:03.375
Elapsed Time 00:00:03.489

Table 2. Distribution of Questionnaires

Debit/
Booking Credit | Card Security
Email Email Phone | Reference Card Expiry| Card Code | 3D Secure
Address| Password| Number| Number Number| Date Pin (CVV) | Password
N Valid 50 50 50 50 50 50 50 50 50
Missing 0 0 0 0 0 0 0 0 0
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What would happen if customers’ information such as Email Address, Email Password, Phone Number, Booking
Reference Number, Debit/Credit Card Number, Card Expiry Date, Card PIN, Security Code (CVV) and 3D Secure
Password was made public? (Confidentiality)

Table 3. Responses on Email Address Confidentiality

Frequency Percent Valid Percent | Cumulative Percent
Very Low 16 32.0 32.0 32.0
Low 10 20.0 20.0 52.0
Medium 7 14.0 14.0 66.0
High 7 14.0 14.0 80.0
Very High 10 20.0 20.0 100.0
Total 50 100.0 100.0
Table 4. Responses on Email Password Confidentiality
Frequency Percent Valid Percent | Cumulative Percent
Very Low 1 2.0 2.0 2.0
Low 3 6.0 6.0 8.0
Medium 4 8.0 8.0 16.0
High 16 32.0 32.0 48.0
Very High 26 52.0 52.0 100.0
Total 50 100.0 100.0
Table 5. Responses on Phone Number Confidentiality
Frequency Percent Valid Percent Cumulative Percent
Valid Very Low 10 20.0 20.0 20.0
Low 10 20.0 20.0 40.0
Medium 10 20.0 20.0 60.0
High 13 26.0 26.0 86.0
Very High 7 14.0 14.0 100.0
Total 50 100.0 100.0
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Table 6. Responses on Booking Reference Number Confidentiality

Frequency Percent Valid Percent Cumulative Percent
Valid Very Low 5 10.0 10.0 10.0
Low 1 2.0 2.0 12.0
Medium 19 38.0 38.0 50.0
High 15 30.0 30.0 80.0
Very High 10 20.0 20.0 100.0
Total 50 100.0 100.0

Table 7. Responses on Debit/Credit Card Number Confidentiality

Frequency Percent Valid Percent | Cumulative Percent
Very Low 6 12.0 12.0 12.0
Low 3 6.0 6.0 18.0
Medium 7 14.0 14.0 32.0
High 17 34.0 34.0 66.0
Very High 17 34.0 34.0 100.0
Total 50 100.0 100.0

Table 8. Responses on Card Expiry Date Confidentiality

Frequency Percent Valid Percent | Cumulative Percent
Very Low 11 22.0 22.0 22.0
Low 11 22.0 22.0 44.0
Medium 8 16.0 16.0 60.0
High 10 20.0 20.0 80.0
Very High 10 20.0 20.0 100.0
Total 50 100.0 100.0

Table 9. Responses on Card Pin Confidentiality

Frequency Percent Valid Percent | Cumulative Percent
Very Low 1 2.0 2.0 2.0
Low 1 2.0 2.0 4.0
Medium 6 12.0 12.0 16.0
High 3 6.0 6.0 22.0
Very High 39 78.0 78.0 100.0
Total 50 100.0 100.0
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Table 10. Responses on Email Security Code Confidentiality

Frequency Percent Valid Percent | Cumulative Percent
Very Low 2 4.0 4.0 4.0
Low 1 2.0 2.0 6.0
Medium 6 12.0 12.0 18.0
High 7 14.0 14.0 32.0
Very High 34 68.0 68.0 100.0
Total 50 100.0 100.0

Table 11. Responses on 3D Secure Password Confidentiality

T
very low low

T
medium

EmailAddress

T
high

T
wvery high

Figure 1. Responses on Email Address
Confidentiality

Frequency Percent Valid Percent | Cumulative Percent
Low 2 4.0 4.0 4.0
Medium 5 10.0 10.0 14.0
High 13 26.0 26.0 40.0
Very High 30 60.0 60.0 100.0
Total 50 100.0 100.0
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Figure 2. Responses on Email Password
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What would happen if customers’ information such as Email Address, Email Password, Phone Number, Booking
Reference Number, Debit/Credit Card Number, Card Expiry Date, Card PIN, Security Code (CVV) and 3D Secure
Password was incorrect? (Integrity)

Table 12. Responses on Email Address Integrity

Frequency Percent Valid Percent Cumulative Percent
Very Low 14 28.0 28.0 28.0
Low 11 22.0 22.0 50.0
Medium 8 16.0 16.0 66.0
High 8 16.0 16.0 82.0
Very High 9 18.0 18.0 100.0
Total 50 100.0 100.0
Table 13. Responses on Email Password Integrity
Frequency Percent Valid Percent | Cumulative Percent
Very Low 6 12.0 12.0 12.0
Low 3 6.0 6.0 18.0
Medium 9 18.0 18.0 36.0
High 15 30.0 30.0 66.0
Very High 17 34.0 34.0 100.0
Total 50 100.0 100.0
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Table 14. Responses on Phone Number Integrity

Frequency Percent Valid Percent | Cumulative Percent
Very Low 3 6.0 6.0 6.0
Low 12 24.0 24.0 30.0
Medium 16 32.0 32.0 62.0
High 10 20.0 20.0 82.0
Very High 9 18.0 18.0 100.0
Total 50 100.0 100.0

Table 15. Responses on Booking Reference Number Integrity

Frequency Percent Valid Percent | Cumulative Percent
Very Low 5 10.0 10.0 10.0
Low 2 4.0 4.0 14.0
Medium 13 26.0 26.0 40.0
High 20 40.0 40.0 80.0
Very High 10 20.0 20.0 100.0
Total 50 100.0 100.0

Table 16. Responses on Debit/Credit Card Number Integrity

Frequency Percent Valid Percent Cumulative Percent
Very Low 6 12.0 12.0 12.0
Low 1 2.0 2.0 14.0
Medium 9 18.0 18.0 32.0
High 15 30.0 30.0 62.0
Very High 19 38.0 38.0 100.0
Total 50 100.0 100.0
Table 17. Responses on Card Expiry Date Integrity
Frequency Percent Valid Percent Cumulative Percent
Very Low 10 20.0 20.0 20.0
Low 7 14.0 14.0 34.0
Medium 14 28.0 28.0 62.0
High 7 14.0 14.0 76.0
Very High 12 24.0 24.0 100.0
Total 50 100.0 100.0
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Table 18. Responses on Card Pin Integrity

Valid Cumulative
Frequency Percent Percent Percent
Very Low 3 6.0 6.0 6.0
Low 2 4.0 4.0 10.0
Medium 2 4.0 4.0 14.0
High 13 26.0 26.0 40.0
Very High 30 60.0 60.0 100.0
Total 50 100.0 100.0
Table 19. Responses on Security Code Integrity
Frequency Percent Valid Percent Cumulative Percent

Very Low 2 4.0 4.0 4.0

Low 2 4.0 4.0 8.0

Medium 4 8.0 8.0 16.0

High 14 28.0 28.0 44.0

Very High 28 56.0 56.0 100.0

Total 50 100.0 100.0

Table 20. Responses on 3D Secure Password Integrity

Frequency Percent Valid Percent Cumulative Percent
Very Low 1 2.0 2.0 2.0
Low 1 8.0 8.0 10.0
Medium 4 34.0 34.0 44.0
High 17 54.0 54.0 98.0
Very High 27 2.0 2.0 100.0
Total 50 100.0 100.0

37




Proceedings of the iISTEAMS Multidisciplinary Cross-Border Conference
University of Ghana, Legon, Accra, Ghana - October, 2018

EmailAddress Phone Number
20
125
154
100
=
g g
c o
S 75 -
o 10
& 2
I w
w
5.0
i
25
o T T T T T
(1) T T T T T very low lowy medium high very high
very low very low medium high very high

EmailAddress Phone Number

Figure 12. Responses on Phone Number

Figure 10. Responses on Email Address Integrity Integrity

i Booking Refernce Number
EmailPassword

20
20
15
15
Fy
g g
c 3
g g
z 1 I
i
=
.
0 T T T T T
o : . . : : very low low medium high wvery high
VETY low low medium high wvery high Booking Refernce Number
EmailPassword N )
. . Figure 13. Responses on Booking Reference
Figure 11. Responses on Email Password Number Integrity

Integrity

38



Proceedings of the iISTEAMS Multidisciplinary Cross-Border Conference
University of Ghana, Legon, Accra, Ghana - October, 2018

i T T T T
low medium high very high

Card Pin
Debit/Credit Card Number
30
20
15
20
-
> g
c L
g 2
T 10 ]
£ &
101
i
o T T T T T
VEry low low medium high wery high Y ! T 1 T T
i . very low low mecium high very high
Debit/Credit Card Number Card Pin
Figure 14. Responses on Debit/Credit Card . . .
- Figure 16. Responses on Card Pin Integrit
Number Integrity 9 P grity
Security Code
Card Expiry Date
307
1254
10.0M - 20
g ] g
5.0 10
257
T T T T T
’ very low low medium igh very High very low low medium nigh very high
Card Expiry Date Security Code
Figure 15. Responses on Card Expiry Date Figure 17. Responses on Security Code Integrity
Integrity
3D Secure Password
307
204
10
| —  —
B

3D Secure Password

Figure 18. Responses on 3D Secure Password
Integrity

39



Proceedings of the iISTEAMS Multidisciplinary Cross-Border Conference
University of Ghana, Legon, Accra, Ghana - October, 2018

What would happen if customers couldn’t access their
information such as Email Address, Email Password,

Phone Number,

Booking Reference Number,

Debit/Credit Card Number, Card Expiry Date, Card
PIN, Security Code (CVV) and 3D Secure Password?

(Availability)
Table 21. Responses on Email Address
Availability
Valid | Cumulative
Frequency| Percent | Percent | Percent
Very
Low 9 18.0 18.0 18.0
Low 6 12.0 12.0 30.0
Medium 14 28.0 28.0 58.0
High 7 14.0 14.0 72.0
Very 14 | 280 | 280 | 100.0
High
Total 50 100.0 | 100.0

Table 22. Responses on Email Password

Availability
Valid | Cumulative
Frequency| Percent [ Percent | Percent

\L’ery 2 40 | 40 4.0

ow
Low 4 8.0 8.0 12.0
Medium 12 24.0 24.0 36.0
High 14 28.0 28.0 64.0
Very
High 18 36.0 36.0 100.0
Total 50 100.0 | 100.0

Table 23. Responses on Phone Number

Availability
Valid | Cumulative

Frequency| Percent | Percent | Percent
Very
Low 4 8.0 8.0 8.0
Low 7 14.0 14.0 22.0
Medium 17 34.0 34.0 56.0
High 12 24.0 24.0 80.0
Very
High 10 20.0 20.0 100.0
Total 50 100.0 [ 100.0

Table 24. Responses on Booking Reference Number

Availability
Valid | Cumulative

Frequency| Percent | Percent Percent
Very Low 3 6.0 6.0 6.0
Low 5 10.0 10.0 16.0
Medium 17 34.0 34.0 50.0
High 17 34.0 34.0 84.0
Very High 8 16.0 16.0 100.0
Total 50 100.0 | 100.0

Table 25. Responses on Debit/Credit Card Number

Availability
Valid | Cumulative

Frequency| Percent | Percent Percent
Very Low 3 6.0 6.0 6.0
Low 9 18.0 18.0 24.0
Medium 6 12.0 12.0 36.0
High 20 40.0 40.0 76.0
Very High 12 24.0 24.0 100.0
Total 50 100.0 | 100.0

Table 26. Responses on Card Expiry Date Availability

Valid | Cumulative

Frequency| Percent | Percent Percent
Very Low 6 12.0 | 120 12.0
Low 13 26.0 26.0 38.0
Medium 5 10.0 10.0 48.0
High 15 30.0 30.0 78.0
Very High 11 22.0 22.0 100.0
Total 50 100.0 | 100.0

Table 27. Responses on Card Pin Availability

40

Valid | Cumulative

Frequency| Percent | Percent | Percent
Very 4 80 | 80 8.0
Low
Low 4 8.0 8.0 16.0
Medium 11 22.0 22.0 38.0
High 31 62.0 62.0 100.0
Total 50 100.0 | 100.0
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Table 28. Responses on Security Code

Availability )
EmailPassword
Valid | Cumulative o
Frequency| Percent | Percent | Percent
Very
Low 2 4.0 4.0 4.0 157
Low 3 6.0 6.0 10.0 g
Medium 14 28.0 28.0 38.0 & 1]
High 9 18.0 | 18.0 56.0 «
Very
High 22 44.0 44.0 100.0 .
Total 50 100.0 [ 100.0 ’_‘
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Low . . .
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Figure 28. Overall Responses on Confidentiality
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In the study conducted, respondents were asked to express their views on what they think would happen if
customers’ information such as Email Address, Email Password, Phone Number, Booking Reference Number,
Debit/Credit Card Number, Card Expiry Date, Card PIN, Security Code (CVV) and 3D Secure Password was made
public. Five options were provided namely; Very High (5 points), High (4 points), Medium (3 points), Low (2 points)
and Very Low (1 point). Table 30 and Figure 28 establish that the Pin Number has the highest rating of the overall
score for confidentiality with 39.
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Figure 29. Overall Responses on Integrity

Table 30: Overall Responses on Confidentiality

VH H M L VL
Email Address 9 8 8 11 14
Email Password 17 15 9 3 6
Phone Number 9 10 16 12 3
Booking Reference Number 10 20 13 2 5
Debit/Credit Card Number 19 15 9 1 6
Card Expiry Date 12 7 14 7 10
Card PIN 30 13 2 2 3
Security Code (CVV) 28 14 4 2 2
3D Secure Password 27 17 4 1 1
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Table 31. Overall Responses on Integrity

VH H M L VL
Email Address 14 7 14 6 9
Email Password 18 14 12 4 2
Phone Number 10 12 17 7 4
Booking Reference Number 8 17 17 5 3
Debit/Credit Card Number 12 20 6 9 3
Card Expiry Date 11 15 5 13 6
Card PIN 31 11 4 4 0
Security Code (CVV) 22 9 14 3 2
3D Secure Password 25 14 6 4 1

In response to what would happen if customers’ information such as Email Address, Email Password, Phone
Number, Booking Reference Number, Debit/Credit Card Number, Card Expiry Date, Card PIN, Security Code (CVV)
and 3D Secure Password was incorrect, Table 31 and Figure 29 show that Pin Number has the highest rating of the
overall score with 30.
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Figure 30. Overall Responses on Availability

Regarding what would happen if customers couldn't access their information such as Email Address, Email
Password, Phone Number, Booking Reference Number, Debit/Credit Card Number, Card Expiry Date, Card PIN,
Security Code (CVV) and 3D Secure Password, Table 32 and Figure 30 indicate that Pin Number has the highest
rating of the overall score for integrity with 31.

Table 32. Overall Responses on Availability

VH H M L VL
Email Address 14 7 14 6 9
Email Password 18 14 12 4 2
Phone Number 10 12 17 7 4
Booking Reference| 8 17 17 5 3
Number
Debit/Credit Card| 12 20 6 3
Number
Card Expiry Date 11 15 5 13 6
Card PIN 31 11 4 4 o
Security Code (CVYV) 22 9 14 3 2
3D Secure Password 25 14 6 4 1
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5. DISCUSSION

The discussion section examines the results of data collected during the study, in relation to research questions. The
questions posed in the first section of this paper were discussed and answered separately. The fundamental purpose
of the study was to analyse security risk analysis and management of Jumia Air Travel.

With the increasing dependence of people on Internet and ICT, the existing literature has shown that it is
important for organisations to protect their information assets against cyber threats to avoid IT-security
occurrences.

Panda et al. (2006) indicated that all segments of society had become more dependent upon networking and IT, and
this same technology became an increasingly tempting target for malicious activity. Graham et al. (2011) also
observed that every day, new vulnerabilities and malicious code threatened systems on networks. Maskun et al.
(2013) specified three (3) classes of attacks that were possible from Internet, namely service disruption, theft of
assets, as well as capture and control. They advised further that to eliminate or dismiss cyber risks, protection of
cyberspace infrastructure is needed in order to stop hackers from committing crimes.

In agreement with the aforementioned authors, it would be equally important that the Jumia Air Travel implement
cyber security best practices to prevent or reduce cyber risks. Furthermore this implementation of cyber security best
practices would be required to maintain the confidentiality, integrity and availability of information. Barman (2002)
advised that the only way to understand your infrastructure was to perform a full risk analysis on the entire enterprise
and then ensured that information security policies appropriately addressed diverse threats.

What would happen if customers’ data such as Email Address, Email Password, Phone Number, Booking
Reference Number, Debit/Credit Card Number, Card Expiry Date, Card PIN, Security Code (CVV) and 3D
Secure Password was made public, incorrect and inaccessible?

Data was believed to be the main target of attack to information systems. The study considered the protection of data
at rest, in processing as well as data in transit via communication channels. There is need for data to be protected
against unauthorized access and integrity violation. From Tables 30, 31, 32 and Figures 28, 29, 30, it would be
established that the Pin Number has the highest rating of the overall scores.

The implication of the result is that Jumia Air Travel should ensure that the highest-rated information (Pin Number)
needed to be more protected than other information with a low ratings. Also, there is the need to develop and
implement appropriate measures to maintain plans for resilience and to restore any capabilities or services that may
be impaired due to a security risk incident. Other important aspects viewed to be crucial in the management of
security risks include: configuration management and control, business continuity and disaster recovery, incident
response planning, security training, physical / logical security, personnel security, security assessments, access
control mechanisms and encryption technologies.

What strategies can be employed to mitigate risks facing the Jumia Air Travel?

Based on the risks identified, the study encouraged that appropriate security measures should be in place to ensure
that information assets remain secured and that whatever might happen should not lead to a complete disaster that
might halt the Jumia Air Travel operations. To determine the appropriate strategies that needed to be employed by
Jumia Air Travel there was a need to carry out an assessment of risks identified during the study. This was also
supported by Rok and Borka (2008) when they stated that once security risks have been identified, they must be
assessed as to their potential loss and to the probability of occurrence. They defined this assessment as the
determination of potential effect of an individual risk by assessing the likelihood and impact should it occur. Thus, to
successfully address cyber security risks in the Jumia Air Travel, the attention and resources should go to the very
high and high priority areas through adopting various suitable strategies.

The Risk Mitigation Strategy

Mitigation is the choice of reducing the impact of the resulting damage to an acceptable level. The mitigation
strategies are required to minimize the magnitude or impacts of the residual risks. It is important that the Jumia Air
Travel identifies appropriate mitigation strategies for the various risks identified during the study. The Jumia Air Travel
is required to perform a cost-benefit analysis and decide on the best possible strategies based on the risks at hand.
The mitigation strategy options are as explained below.
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Risk Acceptance: is a strategy that is taken when the cost of other management options such as avoidance or
limitation is greater than the cost of the risk itself.

Risk Avoidance: this is the action that avoids any exposure to the risk. Avoidance is the choice to avoid a risk by
removing the source and/or consequences. For instance, deleting some functions in the system or even removing the
whole system. The Jumia Air Travel needed to look at obsolete systems that could no longer be updated, old
operating systems and applications that are no longer supported by their developers and perform security risk
analysis.

Risk Limitation: is the act of trying to minimize the impact of the risk. Limitation is the choice to mitigate the impact of
vulnerability exploitation by implementing proper information security systems or tools such as antivirus or firewall or
implementing proper security policies such as access control or passwords.

Risk Transference: Involves handing over the risk to a third party if it cannot be handled internally. Transference is
the choice to shift risk to other assets, processes or organizations by outsourcing information security services,
buying rethinking how services are offered, revising deployment models or implementing service contract with
providers. Therefore risks that were identified but could not be managed within the public service should be
transferred to trusted service providers.

6. CONCLUSIONS

The aim of the risk assessment process is to evaluate hazards, then remove that hazard or minimize the level of its
risk by adding control measures, as necessary. By this, you have created a safer and healthier workplace. To
understand the risk nature of the airline industry is important in effectively managing the business. The goal of a firm
is to maximize its return for the firm and its investors. The maximum return can be obtained when high-expected
return coheres with low risk. Currently, there is lack of cyber security best practices in the Jumia Air Travel. This
situation has made it difficult for the Organisation to analyse and manage its security risks. The study examined
security risk analysis and management of Jumia Air Travel. It was established that the Pin Number had the highest
rating of the overall score for confidentiality, integrity and availability. Based on the risks identified, the study
encouraged that appropriate security measures should be in place to ensure that information assets remain secured
and that whatever might happen should not lead to a complete disaster that might halt the Jumia Air Travel
operations.

7. RECOMMENDATION

The objective of this study is to minimize the security risks facing online information assets of the Jumia Air Travel
and decide on appropriate strategies to mitigate the resulting dangers. To enable the Jumia Air Travel meet the
desired stage, the following recommendations were made:
1. Development of organizational understanding to manage cybersecurity risk to systems, assets, data,
and capabilities.
2. Development and implementation of appropriate activities to identify the occurrence of a cybersecurity
event.
3. Staff members should be educated on the secure and unsecure online practices.
4. They should be educated on the importance of maintaining foundational security measures.
5. Development of topic specific policies including e-mail policies, password policies, and internet policies
is necessary.
6. Make cyber security training a compulsory requirement for all employees and educate them how
security can benefit their daily works.
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FEDERAL UNIVERSITY OF TECHNOLOGY MINNA
SCHOOL OF INFORMATION AND COMMUNICATION TECHNOLOGY
DEPARTMENT OF CYBER SECURITY SCIENCE
QUESTIONNAIRE ON SECURITY RISK ANALYSIS AND MANAGEMENT IN AIRLINE TRANSPORTATION

USING JUMIA AIR TRAVEL AS A CASE STUDY
Dear Respondent,
This questionnaire is designed to provide information on Security Risk Analysis and Management in Airline
Transportation using Jumia Air Travel as a Case Study. The information gathered would be strictly used for
researched purpose. You are kindly requested to be objective and respond to every item sincerely based on your
personal opinions. Information given will be treated with utmost confidentiality.
Thank you for your anticipated cooperation.

Yours sincerely,

GADZAMA, Emmanuel Hamman
(Researcher)

SECTION A

Demographic Data of Correspondents used for the Study.

Gender: Male [ ] Female[ ]

Organisation:
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SECTION B
Instruction: Kindly tick (v') the appropriate option of the questionnaire to indicate your opinion.

Key: Very High (5); High (4); Medium (3); Low (2); VeryLow (1)

1. What would happen if these data are disclosed to any | 5 4 3 2 1
unauthorized individual? (Confidentiality)

Email Address

Email Password

Phone Number

Booking Reference Number

Debit/Credit Card Number

Card Expiry Date

Card PIN

Security Code (CVV)

3D Secure Password

2. What would happen to if these information are incorrect? | 5 4 3 2 1
(Integrity)

Email Address

Email Password

Phone Number

Booking Reference Number

Debit/Credit Card Number

Card Expiry Date

Card PIN

Security Code (CVV)

3D Secure Password

3. What would happen if one couldn’t access these | 5 4 3 2 1
information? (Availability)

Email Address

Email Password

Phone Number

Booking Reference Number

Debit/Credit Card Number

Card Expiry Date

Card PIN

Security Code (CVV)

3D Secure Password
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