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ABSTRACT

This comparative study focuses on the importance of effective database management in continuous
authorisation systems, which depend on large-scale physiological and behavioural biometric data
such as fingerprints and facial images. A framework was created to compare the PostgreSQL and
MySQL databases, reducing redundant coding through configurable functions and variables. The
approach involved testing select and insert queries under simple and complex conditions, mimicking
real-world use cases. The results show that PostgreSQL outperformed MySQL in select operations. In
primary tests against one million records, PostgreSQL executed in 0.6-0.8 ms against MySQL's 9-
12 ms, roughly thirteen times faster. For select queries with a where clause, PostgreSQL was about
nine times more efficient (0.09-0.13 ms against 0.9-1 ms). Insert operations were comparable. In
complex scenarios with concurrent operations, PostgreSQL maintained stable performance (0.7-0.9
ms for selects during inserts) while MySQL degraded to between 7 ms and 13 ms. These findings
highlight PostgreSQL’s suitability for low-latency, high-concurrency environments such as continuous
authentication systems.

Keywords: Benchmark; PostgreSQL; MySQL; Database Performance; Query Latency; Biometrics;
Continuous Authentication; Relational Database Management System
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1. INTRODUCTION

In the digital world, latency is the new outage. Simply put, latency means delay. In technological
terms, it is the time required to perform any action or operation. For example, when a user searches
on Google, the search engine takes time to display all related results.
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The time difference between entering the query and obtaining the result is called latency. It is
essential to study the latency of a system, as it has a major impact on performance. In the case of
continuous user authentication, reducing latency is critical because users are authenticated on an
ongoing basis, and any latency can create an opportunity for attackers. As a rule of thumb, lower
latency equates to higher speed and performance. It is therefore crucial to identify and reduce
latency. One significant factor causing lag is database performance, also called data latency, which
is the time taken to store and retrieve data from the database. In continuous authentication, users’
raw data are collected and saved in the database, as shown in Figure 1. Here the insert operation is
performed, and later these data are fetched for feature extraction.

o Raw Data

'rqrr Acquisition Batabasa

A

Feature Extraction

Prediction Result

Trained ML Algorithm

Figure 1: Continuous Authentication Architecture

Data latency is key, especially when large amounts of data are added or fetched, as in continuous
user authentication, where around fifty new raw behavioural data records are generated and stored
in a database every second for each user. Considering that there may be a few hundred users, this
would generate millions of records every day, consequently impacting database performance. Hence,
it is essential to select the appropriate database using database benchmarking techniques.
Database benchmarking is a well-defined process of evaluating, measuring and comparing the
performance of different database systems in order to assess multiple aspects of a database,
including its scalability, speed, efficiency and ability to handle transactions or queries under various
conditions. Generally, database operations such as insert, delete, read and update have different
workloads that affect database latency. It is therefore significant to conduct benchmarking before
installing a database system into an application.
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Database benchmarking is a critical tool for ensuring that the chosen database meets expectations
regarding the efficient handling of current and future loads. The benchmarking test provides a basis
for comparing various databases and helps provide insights for database professionals on the
suitability of various database management systems. As data grow, so does the workload handled by
the database system; hence, conducting benchmarking tests initially helps prevent future problems
in long-term capacity planning. Benchmarking provides measurable metrics such as query execution
time and transaction throughput, ensuring that the chosen database meets specific application
needs and handles real-world demands.The relational database management system (RDBMS) is a
broadly accepted system that can create meaningful information by joining tables with SQL
(Structured Query Language), which is the most commercially used means of accessing databases.
The RDBMS platform provides a dependable method of storing and retrieving large amounts of data
and has good performance, scalability and reliability.

It is foundational for applications across industries such as finance, healthcare and manufacturing,
and its longevity has formed a large community that helps improve overall system capability.
PostgreSQL and MySQL are two prominent open-source relational database management systems
known for their performance, robustness and adoption across industries: PostgreSQL for its
advanced features supporting concurrent transactions, and MySQL for its high-speed transactions.
This makes benchmarking comparisons between them meaningful, as both serve diverse application
needs and allow objective performance comparison under real-world workloads. Studying execution
times under varying conditions is crucial because databases directly impact application
performance, and databases must be continuously tailored to users’ authentication needs.

There are many research contributions on database benchmarking; however, research gaps exist
where such work remains generic and is not specifically tailored towards continuous user
authentication scenarios. This study focuses on creating a framework reflecting the real-world
conditions of continuous user authentication before presenting a proposed solution and research
questions, and providing recent literature summaries highlighting the importance of addressing
these gaps:

* Continuous authentication challenges: Continuous authentication systems face unique
challenges such as fast data updates and efficient query processing, which are critical for
minimising latency. These challenges emphasise the need for specialised benchmarking
frameworks that can evaluate database performance under such demanding conditions.

* Importance of database performance: Studies have shown that efficient database
management is crucial in scenarios involving large volumes of data, such as continuous user
authentication. The focus of this proposal on data latency aligns with findings that highlight the
impact of database performance on overall system efficiency.

* Innovative approaches: New developments in continuous authentication technologies, such as
the use of behavioural biometrics and machine learning models, make it even more important
to have strong backend systems that can handle a high volume of incoming data. This further
supports the necessity for a tailored benchmarking approach such as that proposed in this
study.
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In this study, a novel benchmarking approach is proposed, considering the following key research
questions:

* What are the factors contributing to latency in continuous user authentication systems, and
how can they be minimised? This study highlights the importance of understanding latency,
particularly data latency, in systems where continuous user authentication is critical. This
involves identifying specific causes of latency in database operations and exploring methods to
mitigate them.

* Which database engine is most suitable for continuous user authentication applications,
considering the need for low latency? This study proposes developing a universal
benchmarking framework to evaluate databases under practical conditions similar to those
found in continuous user authentication scenarios. This involves comparing PostgreSQL and
MySQL to determine which database engine better handles structured and tabular data
efficiently.

¢ How can a benchmarking framework be designed to evaluate database performance in
production-like scenarios for continuous authentication? This research creates a Python-based
framework that benchmarks databases based on various operations typical of continuous user
authentication environments. The framework aims to identify the best database fit for such
applications and can be adapted to other databases with minimal code changes.

The remaining sections of this paper are arranged as follows. A summary of the PostgreSQL and
MySQL technologies is given in Section 2, and a thorough explanation of the suggested
benchmarking framework and the experimental setup is given in Section 3. The framework
experiments and their findings are covered in detail in Section 4, and concluding thoughts are
provided in Section 5.

2. OVERVIEW OF POSTGRESQL AND MYSQL

PostgreSQL is derived from the POSTGRES package developed at the University of California at
Berkeley. It was led by Professor Michael Stonebraker and sponsored by the Defense Advanced
Research Projects Agency (DARPA). POSTGRES has undergone many releases since 1987. In 1994,
Andrew Yu and Jolly Chen added the SQL language to POSTGRES and released it as an open-source
descendant of the original POSTGRES Berkeley code. By 1996, the name PostgreSQL was chosen to
reflect the relationship between SQL and the original POSTGRES. After around thirty-five years, it has
become one of the most popular database choices for large organisations such as Apple, Reddit and
Instagram. Recent versions of PostgreSQL focus on performance, parallelism and cloud-native
deployment support. It has a wide range of data types, including standard SQL types, arrays, JSON
and JSONB for semi-structured data, and geospatial data through the PostGIS extension.

PostgreSQL excels in its implementation of Multi-Version Concurrency Control (MVCC) and advanced
indexing techniques. MVCC allows concurrent transactions to access the same data without blocking
each other, a feature that is crucial for maintaining high performance in environments with many
simultaneous users. Transaction isolation ensures that transactions do not interfere with each other,
providing consistent and isolated views of the data. PostgreSQL also uses vacuuming to manage the
storage overhead caused by multiple row versions.
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It offers various indexing options to enhance its ability to perform complex queries efficiently,
including B-tree, GiST (Generalised Search Tree), GIN (Generalised Inverted Index) and BRIN, each
optimised for different types of queries. Partial and expression indexes allow the creation of indexes
over a subset of rows based on a specified condition, while concurrent index creation allows read
and write operations to continue during index creation, which is particularly beneficial in high-
concurrency environments.

On the other hand, MySQL has established itself as one of the most popular and widely used
databases in the industry and is known for its speed and reliability. MySQL was developed by
Michael Widenius, David Axmark and Allan Larsson in 1995 at the Swedish company MySQL AB. In
2000, MySQL became open-source and gained popularity. By 2001 it had over two million active
users, and it was later acquired by Oracle Corporation. MySQL is particularly popular for web
applications and is the backbone of many online platforms, including Facebook, Twitter and
YouTube. It supports standard SQL and offers features such as replication, partitioning and full-text
search. MySQL is known for its performance in read-heavy environments and is widely used in LAMP
(Linux, Apache, MySQL, PHP) stacks, making it a common choice for developers and businesses
globally.

2.1. Related Work

In the past, multiple studies have been conducted on database benchmarking. In one such study,
the performance of key-value databases (Redis and Memcached) was compared with that of
relational databases (MySQL and PostgreSQL) using the Yahoo! Cloud Serving Benchmark (YCSB).

That benchmarking focused on running time, throughput and latency under varying workloads (A, C
and F) with different operations and thread counts. Key-value databases such as Redis excelled in
performance, demonstrating lower run times, higher throughput and reduced latency, especially for
workloads requiring high concurrency. Redis consistently outperformed the other databases,
particularly in multi-threaded scenarios, while Memcached faced issues with larger update
operations. In contrast, relational databases generally showed poorer performance compared with
NoSQL alternatives, despite improving with more threads, and MySQL had the weakest results
overall. That study concluded that NoSQL databases are better suited to handling large datasets with
higher efficiency, while relational databases such as MySQL and PostgreSQL still retain their
relevance in structured-data scenarios.

In another study conducted in 2021, the performance of Redis, MongoDB and Cassandra was
compared using the Yahoo! Cloud Serving Benchmark across various workloads, including read,
write, scan and update operations. Redis outperformed the other databases in read-heavy tasks due
to its use of volatile memory, making it the fastest for read operations. MongoDB excelled in write-
heavy and scan-intensive workloads, showing superior efficiency in data loading and short-range
scans. In contrast, Cassandra lagged in both read and write tasks, with the slowest overall
performance. That study highlighted Redis as best suited to read-heavy workloads, while MongoDB is
preferable for write-heavy scenarios, with Cassandra being the least optimised of the three.
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Filip and Cegan conducted a study comparing the performance of MySQL and MongoDB in web
applications. Their study highlights the limitations of traditional SQL databases, which struggle with
scaling, and contrasts this with the flexibility of NoSQL systems such as MongoDB. Their experiments
focus on common database operations (insert, update and delete) in both transactional and non-
transactional modes. MongoDB consistently outperformed MySQL, especially in transactional
queries. MySQL’s indexing improved search performance but significantly slowed data modification
tasks. Their findings suggest that MongoDB’s scalability and performance make it a strong choice for
applications where speed is crucial.

A benchmarking study conducted in 2016 compared the performance of two popular open-source
databases, MySQL and MariaDB, focusing on their efficiency in handling workloads in a virtualised
environment using Xen 4.4. The researchers employed OLTP-Simple and OLTP-Seats, which simulate
real-world online transaction processing workloads such as flight booking systems. They tested the
databases with varying levels of threads and workers to observe resource utilisation in terms of CPU
and memory consumption. Their key findings showed that MySQL outperformed MariaDB in high-
thread environments, particularly with one thousand threads in OLTP-Simple and four workers in
OLTP-Seats. Both databases showed similar CPU and memory usage, but MySQL consistently
demonstrated higher transaction throughput. Future research in that line aims to explore MariaDB’s
performance in cluster environments.

3. MATERIALS AND METHODS
A benchmarking framework was built to simplify the development environment and avoid coding
repetitive functions and libraries. This framework can be used to benchmark different databases

with minimal modification to a few functions and configuration variables. Figure 2 gives a brief
overview of the framework.

Environment

variables
(.env file)
Control Unit Benchmarking Unit
Configuration o . pe=— |
File (JSON) BBy il 1 Database
Analysis Unit
Result Folder analysis.py Analysis Folder

Figure 2: Benchmarking Framework Block Diagram.
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A detailed description of each component is given below.

3.1. Control Unit
This unit holds the configuration, environment and stage files necessary to begin the benchmarking
experiments. Details of each file are described below.

Configuration file: This is a JSON file in which different configuration variables can be set based
on the experiment. It has a total of twenty-three properties, which are of the String, Array and
Boolean types. The file’s details are shown in Figure 3.

The configuration file has more than forty keys, but some important keys are explained below.

runs: This is an array that determines how many times the query should run. For instance, if the
value of runs is an array of the values 10 and 20, then the query would run ten times and then
twenty times.

test_cycles: This key has an integer value that defines how many times the test should be
executed for the runs. For example, if the value of runs is 10 and test_cycles is 5, then there
will be five cycles with ten runs in each cycle.

methods: This key has a nested array of objects that define the name of the method, its suffix
and its prefix. The suffix and prefix can be used to build the query for the method.

queries: This is a nested JSON object that holds the queries used for benchmarking the
database. Here, the method name is used to identify the query.

Environment variables (.env file): This file holds the environment variables required to connect
to the database, such as the database server IP address, port number, username and
password. Each database has an individual environment file to store these data, which is then
used to make the database connection.

Stage file: This is a Python file that fetches all the configuration and environment variables from
the respective files and stores them for use in the next phases. Then, based on the
configuration variables, all the required operations are performed by calling functions from the
benchmarking and analysis units.
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run_postgres_test true
run_redis_test true
create_tables false
vaccume_database false
vaccume_between_cycle false
show_logs true
take_moving_avg true

result_archive_folder

result_archive

analysis_archive_folder

analysis_archive

plots_archive_folder

plots_archive

users_tk

users_10k

name raw_sql

— prefix

"

suffix

E ; } name raw_nosq|

—| prefix

"

suffix

test_cycles 5
runs .—
tables ‘
methods .
template_table_name <TABLE>
template_pattern_name <PATTERN>
Queries ’—
results_folder results
logging_folder logging
analysis_folder analysis
plots_folder plots
db_folder setup_db

compare_folder

compare_db_analysis

[ . } raw_sql SELECT * FROM <TABLE>
raw_nosq keys <PATTERN>

Figure 3. Configuration File Variables.
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3.2. Benchmarking Unit

This unit has a main.py file, which contains all the Python operations required to perform the
benchmarking, including functions to connect to the database and to obtain and save the
benchmarking results. In addition, system information such as RAM, processor, database version
and CPU threads is saved in a JSON file for future analysis. All these functions are used by the
stage.py file for benchmarking.

3.3. Analysis Unit

This unit contains all the components required to perform an analysis of the results. The analysis.py
file fetches all the results in order to perform different statistical and graphical analyses, as well as
to compare the results from both databases.

3.4. Comparative Analysis and Benchmarking Process Flow

The activity diagram defines the dynamic behaviour of the modelled system and assists in
understanding program flow at a high level. Figure 4 shows the behaviour of the database
benchmarking framework.
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Database benchmarking activity flow

v

Set configuration and environment variables

(7

[ Fetch and store variables; create unique test ID

\

Are both PostgreSQL and
MySQL tests required?

1 ves

y ‘—h[ Create and verify database connections }

v

Connection
successful?

l Yes

Build MySQL and PostgreSQL benchmark queries

Terminate test ]

7

Execute queries for 'runs' x 'test_cycles'

7

Measure query time (latency) per run

7

Save results to CSV per naming convention

L e —

- -
[ Statistical analysis: J [ Graphical analysis: J

median, min, max, percentiles - JSON query time vs. runs - PDF

C~ 2

R -
Compare MySQL and PostgreSQL results;
plot moving averages

v

[ Generate comparison PDF report ]

Single-database test
(PostgreSQL or MySQL)?

A

Yes — run single-database branch

Figure 4: Database Benchmarking Activity Diagram
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Initially, configuration variables are set based on the nature of the benchmarking test. Along with the
configuration variables, environment variables are required for the database. Once this information
is provided, it is fetched and stored until the end of the test and used at different stages. Next, a
unique test ID is created to identify the test. Later, the configuration variables are scanned to
determine whether both the PostgreSQL and MySQL tests are required. If they are required, then the
following steps are followed to run the test. First, a database connection is made and verified; failure
to connect to the database terminates the test. If the connections succeed for both databases, the
configuration variables are used to build MySQL and PostgreSQL queries for benchmarking. The
queries are then executed on the respective databases.

The number of times a query is executed depends on the configuration variables runs and
test_cycles. For example, if runs is 100 and test_cycles is 5, then each query is executed one
hundred times across five cycles, a total of five hundred executions. Adding cycles helps determine
performance patterns after executing queries. Simultaneously, query time or latency, that is, the time
between query trigger and completion, is calculated, and the results are saved in CSV files named
according to the experimental file naming conventions explained in Section 3.5.

These results then undergo various analyses. A statistical analysis is conducted to find the median,
minimum, maximum and percentile values, and a graphical analysis is conducted to plot query time
against runs for the complete test and cycles. The analyses are saved in JSON files for statistics and
PDF files for graphs, following the naming conventions. These analyses help identify patterns in the
MySQL and PostgreSQL results, and comparing both reveals overall patterns throughout the tests.
The subsequent steps include creating comparison PDFs showing the MySQL and PostgreSQL query
times and moving averages for smoother patterns before completing the tests. If neither the
combined PostgreSQL nor MySQL tests are required, the framework checks whether a single
PostgreSQL test is needed: a connection is created and tested, failure terminates the test, and
queries are built and executed using the configuration variables, with query times and results saved
in CSV. The results undergo statistical and graphical analyses and are saved as JSON and PDF files,
marking the end of the test. Similarly, MySQL tests are conducted if needed; otherwise the test
terminates.

3.5. Experimental File Naming Conventions

Result file: the query time or latency results are saved in a CSV file with a name determined
according to the experimental file naming conventions, that is, database name, table name, query
type, number of runs and test ID. For example, the name
“postgresql_users_select_r_100_t_1666812060_1.csv” indicates that the PostgreSQL database
was tested on the users table by running a select query one hundred times. The format shown in
Table 1 is used to save the test results.

Table 1; Result format.

Column Date Table Query Execution time (s) Cycle no.
name

Details / Unix time users select * from 0.005880188000446651 | 1
example stamp users;
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Statistical and graphical analysis files: the result data are used to find statistical information such as
the median, maximum and minimum. This information is then saved as a JSON file with a hame such
as “analysis_postgresql_users_select_r_100_t_1666812060_1.json”, which has a similar meaning
to the result file except that it carries the word “analysis” at the beginning to indicate that it is the
analysis file. In the case of graphs, the plots are saved as a PDF file with a name such as
“plots_postgresql_users_select_r_100_t_1666812060_1.pdf".

4. EXPERIMENTS AND RESULTS

In continuous authentication, two important database operations are select and insert queries. The
system needs to insert new records from the user and fetch records from the database for user
authentication. It is therefore important to benchmark these operations under different conditions in
order to identify the database with the lowest latency in a production environment. The data seed
described below is used for the experiments.

4.1. Data Seed for Experiment

For a faultless evaluation of databases in production-like cases, it is crucial to use a dataset similar
to production data for benchmarking. A database table with the columns shown in Table 2 was
created to replicate the production environment.

Table 2: Dataset details.

Field Type
SessionID bigint
timestamp int

type tinyint(1)

X int

y int

Event int

userld varchar(255)

The table has nine columns: seven of the int type or similar, and two of the varchar and DateTime
types. To create data similar to those obtained in production, an SQL procedure was developed to
insert records based on requirements. For example, if the input to the procedure is 1000, it adds
one thousand new records to the table.

4.2. Experimental Setup

To replicate the production scenario, select and insert queries are executed under different
conditions. The experiments are divided into two categories: primary experiments and complex
experiments. In the primary experiments, simple production scenarios are evaluated, whereas in the
complex experiments, more intricate scenarios are assessed.
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4.2.1. Primary Experiments

In production, a query is not executed only once but multiple times. Therefore, in these experiments,
queries are executed multiple times over large datasets to analyse query latency. For the primary
experiments, select and insert queries are assessed individually. Table 3 provides details of the
experimental conditions, the number of queries executed and the total number of records in the
table.

Table 3: Primary Experiment Details

Experimental condition Number of times query Number of records in
executed (runs) table

Select query to fetch all records from table 100 1 million

Select query with condition to fetch records | 100 1 million

for one user only

Insert new records in table 100 1 million

4.2.2. Complex Experiments

In production, databases do not perform only one operation such as select or insert, but handle
multiple operations simultaneously, which can degrade their performance. It is critical to analyse
each database under conditions in which multiple operations are executed simultaneously. For
instance, in continuous authentication, the database must insert new records while responding to
fetch requests. To study the databases under these conditions, the experiments described in Table 4
were performed.

Table 4. Complex experiment details.

Experimental condition Number of times query Number of records in
executed (runs) table
Select query to fetch all records from table, 100 1 million

evaluated while the database performs
insert operations simultaneously

Select query with condition to fetch records 100 1 million
for one user only while the database
performs insert operations in parallel

Insert new records in table while the 100 1 million
database performs select operations
simultaneously

In the complex experiments, select and insert queries are evaluated while the database performs
other operations simultaneously. For example, in the first experiment, the data latency for one
hundred select queries was calculated while the database executed insert operations
simultaneously.
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4.2.3. Hardware and Software Details
Table 5 shows the system configuration on which all experiments were performed.

Table 5: Detailed System Configuration

Parameter Value
Database type MySQL and PostgreSQL
Database kind SQL
Database version (MySQL) 8.0.20
Database version (PostgreSQL) 14.6
Operating system Windows-10-10.0.19041-SPO
System memory (GB) 11.65
CPU type Intel64 Family 6 Model 140 Stepping 1, Genuinelntel
Total cores 8
Total threads per core 1
4.3. Results

A total of six different experiments, described in Table 3 and Table 4, were performed to evaluate the
databases in various production-like scenarios. The results of both the primary and the complex
experiments are discussed below.

4.3.1. Primary Experiment Results

* Select query to fetch all records from the table: a select query was executed one hundred times
to fetch all records from both the PostgreSQL and the MySQL databases. Figure 5 shows that
the execution time in MySQL varies between 9 ms and 12 ms, whereas in PostgreSQL, as
shown in Figure 6, it ranges from 0.6 ms to 0.8 ms, significantly lower than MySQL. Figure 7
compares the execution times for retrieving one million records from PostgreSQL and MySQL,
clearly showing PostgreSQL’s superior performance. Table 6 shows the statistics for the
execution times of both databases, including the median, maximum, minimum and percentile
values. These statistics assist in evaluating database performance. In this experiment,
PostgreSQL outperforms MySQL in all select query statistics by a factor of about thirteen.

* Select query with condition for one user: the second experiment tested a select statement with
a where clause, necessary for fetching data for specific users based on criteria. Using a query
of the form select * from data where uname = ‘clair’, around ten thousand records were
fetched from one million total records. MySQL took between 0.9 ms and 1 ms, as shown in
Figure 8, while PostgreSQL required about 0.09 ms to 0.13 ms, as shown in Figure 9, again
outperforming MySQL. Figure 10 compares the results for select queries with where clauses
between MySQL and PostgreSQL, and PostgreSQL consistently outperforms MySQL. Table 7
shows that PostgreSQL beats MySQL at every stage, with a median execution time of 0.0727
ms against MySQL’s 0.8438 ms.
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Insert new records: for continuous authentication scenarios in which large amounts of data are
generated every second, an experiment was conducted with an insert query executed one
hundred times on both databases. Figure 11 and Figure 12 show similar performance between
MySQL and PostgreSQL, with execution times ranging from 0.0010 ms to 0.0030 ms for MySQL
and from 0.0007 ms to 0.0014 ms for PostgreSQL. Figure 13 illustrates the execution time
graphs for both databases, showing comparable performance with PostgreSQL slightly ahead of
MySQL. The statistics in Table 8 confirm the overlapping performance of MySQL and
PostgreSQL, with only small differences in their statistical values.

MySQL — select query, 1 million records (100 runs)
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Figure 5: Select Query Execution Time of MySQL for Primary Experiment One

PostgreSQL — select query, 1 million records (100 runs)
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Figure 6. Select Query Execution Time of PostgreSQL for Primary Experiment One
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Select query: MySQL vs PostgreSQL (primary experiment one)
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Figure 7. Select Query Comparison of MySQL and PostgreSQL for Primary Experiment One
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Figure 8. Select Operation With Where Condition Query Execution Time of MySQL for Primary
Experiment Two
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PostgreSQL — select with where condition (100 runs)

0.16 4
—e— PostgreSQL

moving average
0.14 A

0.12 +

0.10 +

Execution time (ms)

0.08

0.06

T T T T

T
0 20 40 60 80 100
Run number

Figure 9: Select Operation With Where Condition Query Execution Time of PostgreSQL for Primary
Experiment Two.
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Figure 10: Select Operation With Where Condition Query Comparison of MySQL and PostgreSQL for
Primary Experiment Two.
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Figure 11: Insert query execution time of MySQL for primary experiment three.
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Figure 12: Insert query execution time of PostgreSQL for primary experiment three.
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Insert query: MySQL vs PostgreSQL (primary experiment three)
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Figure 13. Insert query comparison of MySQL and PostgreSQL for primary experiment three.

Table 6. Statistics for MySQL and PostgreSQL for primary experiment one.

Execution time statistic MySQL (ms) PostgreSQL (ms)
Median 9.610416 0.692291
Maximum 14.653672 0.957021
Minimum 6.749868 0.489577
25th percentile 9.338115 0.644354
50th percentile 9.610416 0.692291
75th percentile 9.962929 0.743065
Table 7. Statistical comparison for primary experiment two.
Execution time statistic MySQL (ms) PostgreSQL (ms)
Median 0.843838 0.072684
Maximum 1.350936 0.156417
Minimum 0.697404 0.059617
25th percentile 0.802340 0.066272
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Execution time statistic MySQL (ms) PostgreSQL (ms)
50th percentile 0.843838 0.072684

75th percentile 0.869998 0.078394

Table 8: Statistical Comparison For Primary Experiment Three.

Execution time statistic MySQL (ms) PostgreSQL (ms)
Median 0.000260 0.000121
Maximum 0.003077 0.000579
Minimum 0.000171 0.0000874
25th percentile 0.000224 0.000107

50th percentile 0.000260 0.000121

75th percentile 0.000305 0.000146

4.3.2. Complex Experiment Results

In production environments that must handle multiple connections and requests simultaneously, the

following scenarios were evaluated.

* Select query while performing insert operations: in continuous authentication scenarios

requiring simultaneous insert and select operations every few seconds, this scenario evaluates
select operation performance when inserts occur at the same time. Figure 14 shows MySQL'’s
select operation performance while executing simultaneous inserts; the execution time varies
between 7 ms and 13 ms compared with PostgreSQL’s range of 0.7 ms to 0.9 ms, as shown in
Figure 15. Figure 16 and Table 9 compare MySQL’s degrading performance as the number of
records increases against PostgreSQL’s stable performance despite the same changes.

* Select query with condition while performing insert operations: this case evaluates a select

operation with a where condition while executing parallel insert queries, without adding
additional records for the username ‘clair’. Figure 17, Figure 18 and Figure 19 show
PostgreSQL outperforming MySQL again, with execution times ranging from 1 ms to 1.5 ms for
MySQL compared with PostgreSQL'’s range of 0.07 ms to 0.13 ms. Table 10 displays statistics
confirming PostgreSQL’s superior performance by roughly nine times over MySQL.

Insert new records while performing select operations: this scenario assesses insert operation
performance during simultaneous select query execution. Figure 20 and Figure 21 show
performance in which MySQL varies between 0.00020 ms and 0.00043 ms compared with
PostgreSQL’s range of 0.00010 ms to 0.00017 ms, demonstrating better performance by
PostgreSQL during concurrent operations. Figure 22 compares the execution time results,
showing the clear superiority of PostgreSQL over MySQL, as confirmed by Table 11, which
shows median values of 0.00020 ms for MySQL against 0.00011 ms for PostgreSQL.
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Figure 14; Select query execution time of MySQL with insert operation in parallel.
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Figure 15: Select query execution time of PostgreSQL with insert operation in parallel.
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Select query with parallel inserts: MySQL vs PostgreSQL (complex experiment one)

o
S 10! .
m -
o
o
|
m
1S —e— MySQL
}g —s=— PostgreSQL
=
S
5
Q0 100
g ]
X ]
T T T T T
0 20 40 60 80 100

Run number

Figure 16: Select query comparison of MySQL and PostgreSQL with insert operation in parallel.

MySQL — select with where condition, inserts in parallel

184 MySQL

moving average
1.6

1.4 4
1.2 A

1.0

Execution time (ms)

0.8 A

T T T T

T
0 20 40 60 80 100
Run number

Figure 17: Select operation with where query execution time of MySQL with insert operation in
parallel.
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PostgreSQL — select with where condition, inserts in parallel
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Figure 18: Select operation with where query execution time of PostgreSQL with insert operation in
parallel.
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Figure 19: Select operation with where query comparison of MySQL and PostgreSQL with insert
operation in parallel.
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Figure 20: Insert query execution time of MySQL with select operation in parallel.
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Figure 21.: Insert query execution time of PostgreSQL with select operation in parallel.
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Insert query with parallel selects: MySQL vs PostgreSQL (complex experiment three)
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Figure 22. Insert query comparison of MySQL and PostgreSQL with select operation in parallel.

Table 9: Statistical Comparison For Complex Experiment One.

Execution time statistic MySQL (ms) PostgreSQL (ms)
Median 12.228753 0.817204
Maximum 13.367787 1.009348
Minimum 6.454263 0.736906
25th percentile 8.864012 0.782431
50th percentile 12.228753 0.817204
75th percentile 12.642323 0.858551

53



i | 5
&, Malemaliss =g _=refiorks] 2
nWOLK < & dequanon = 4 > ]

s el e aabd” modellingtee="
-2
Journal, Advances in Mathematical & Computational Sciences

Vol. 14 No. 2, June 2026 Series
www.isteams.net/mathematics-computationaljournal

Table 10: Statistical Comparison For Complex Experiment Two.

Execution time statistic MySQL (ms) PostgreSQL (ms)
Median 1.253879 0.092932
Maximum 1.783695 0.188623
Minimum 0.754679 0.058615

25th percentile 1.106501 0.086717

50th percentile 1.253879 0.092932

75th percentile 1.439175 0.102460

Table 11; Statistical Comparison For Complex Experiment Three.

Execution time statistic MySQL (ms) PostgreSQL (ms)
Median 0.000203 0.000109
Maximum 0.001465 0.000594
Minimum 0.000162 0.0000909
25th percentile 0.000187 0.000099

50th percentile 0.000203 0.000109

75th percentile 0.000238 0.000121

It is also noteworthy that these results can be attributed partly to PostgreSQL’s robust support for
hierarchical data models, such as the adjacency list model, which allows the efficient management
and insertion of complex tree-like data structures through its capability to handle recursive queries
and optimise write-heavy operations, as evidenced by benchmark studies demonstrating superior
write operation performance compared with MySQL.

5. CONCLUSIONS

This study provides valuable insights into the performance dynamics of two widely used relational
database management systems, PostgreSQL and MySQL, under production-like scenarios typical of
continuous user authentication systems.

5.1. Theoretical Implications

* Database performance understanding: this study enhances the theoretical framework for
understanding database performance in high-demand environments. It provides a detailed
comparison between PostgreSQL and MySQL, emphasising the importance of low latency in
continuous user authentication systems.

* Benchmarking methodology: the development of a Python-based benchmarking framework
contributes to the theoretical tools available for database performance evaluation, offering a
reusable and adaptable method for other researchers and practitioners.
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5.2. Practical Implications

Database selection: the findings of this study suggest that PostgreSQL is more suitable for
continuous authentication systems owing to its superior performance in handling select
operations both with and without conditions. This can guide organisations in choosing the right
database system to optimise their application performance.

Benchmarking framework: the development of a flexible benchmarking framework allows
database administrators and developers to assess the performance of different databases
efficiently. This framework can be customised for various operational needs, facilitating better
decision-making regarding database deployment.

Performance optimisation: understanding the specific strengths and weaknesses of
PostgreSQL and MySQL in different operational scenarios can help optimise query execution
times and overall system responsiveness.

5.3. Limitations

Scope of databases: this study focuses only on PostgreSQL and MySQL, which limits its
applicability to other types of database, such as NoSQL or NewSQL systems, which might
perform differently under similar conditions.

Simulated environment: although these experiments simulate production-like scenarios, they
may not capture all real-world variables, such as network latency or concurrent user
interactions, that could affect database performance.

Complexity of operations: this study primarily evaluates basic operations such as select and
insert queries. More complex queries or transactions involving multiple tables and joins could
yield different results.

Hardware constraints: the performance results are contingent on the specific hardware and
software configurations used during testing. Different setups might produce varying outcomes.
Relating to relevant works: relating this study to the existing literature is essential to
underscore its significance and contribution. However, this task presents challenges owing to
the specific focus of this study on continuous user authentication needs. This niche area
means that, while there is a substantial body of work on database benchmarking in general,
studies specifically addressing the unique demands of continuous authentication systems are
limited.

5.4. Future Research Directions

In the future, to improve benchmarking, it is crucial to focus on cloud-native and containerised
environmental benchmarks, as there is growing adoption of cloud-based solutions such as Google
Cloud SQL, Azure Database for PostgreSQL and MySQL, and Amazon RDS. It would therefore be
valuable to create a benchmarking tool to evaluate performance under dynamic scaling, integration
with cloud-native services and network latency. Moreover, containers such as Docker are becoming
more popular for database deployment, and benchmarking PostgreSQL and MySQL in containerised
environments could focus on performance with tools such as Kubernetes, assessing resource
allocation efficiency, behaviour under container restart or failure, and database performance while
scaling. These tailored benchmarks would provide a more accurate evaluation of the real-world
performance of databases across modern deployment platforms.
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