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ABSTRACT

The traditional and electronic voting systems face challenges, including fraud, lack of transparency, voter apathy, and limited citizen participation. This work aims to design and implement a blockchain-based voting system to address the gaps in traditional and e-voting systems by leveraging blockchain technology to develop a secure, transparent, and decentralized platform for voting. The system integrates blockchain’s key features—immutability, decentralization, and cryptographic security—to ensure transparent vote recording, tamper-proof results, and voter anonymity. Utilizing Ethereum's blockchain framework and smart contracts, the system enables efficient voter registration, encrypted vote casting, real-time aggregation, and immutable result publication. Through rigorous testing, including unit, integration, and user acceptance tests, the system effectively addressed challenges associated with traditional voting methods. This study holds significant potential to enhance democratic participation and governance in Nigeria and similar contexts, offering a foundation for future research and practical implementation in global contexts.
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[bookmark: _Hlk178400740]1. BACKGROUND TO THE STUDY

[bookmark: _Hlk188522231]In today’s digital age, technology affects almost every aspect of life (Turner, 2024),with governance being no exception. As globalization and digital connectivity increase, the demand for inclusive and transparent democratic systems has intensified, especially in nations like Nigeria where challenges such as voter distrust and electoral irregularities are prevalent. Traditional voting systems, still largely dependent on physical ballots, often face logistical hurdles, security vulnerabilities, and delayed results, which further undermine public confidence in the electoral process. The integrity of democratic processes is vital for transparent governance and public trust. However, traditional and electronic voting systems face challenges, including fraud, lack of transparency, voter apathy, and limited citizen participation. Emerging e-voting systems which promises greater accessibility, continue to encounter issues like data integrity, cybersecurity threats, and complications in identity verification, which can hinder democratic participation and limit citizens' confidence in governance. 
The core principle of modern democracy is active and inclusive civic engagement (Suherlan, 2023) and in this context, digital technologies particularly blockchain are increasingly recognized for their role in enabling secure and transparent participation.  Blockchain-based voting is increasingly seen as a global tool capable of countering the risks of both traditional and electronic voting system( Pankevych, Sofinska, Kobyletskyi & Paslavska, 2021). Known for its decentralization, immutability, transparency, and enhanced security, blockchain is well-suited to developing tamper-resistant voting systems that can help restore public trust. Blockchain's decentralized ledger permanently records each vote, ensuring it remains unaltered and traceable while preserving voter anonymity (Misni, Jokonowoa & Santoso, 2024). Digital technologies, including blockchain, have played a leading role in experiments to revitalize democratic governance (Bernholz,  Landemore & Reich, 2021).  Blockchain-based e-voting systems, a subset of internet-based voting, leverage peer-to-peer networks to ensure votes are securely cast and accurately counted using blockchain technology (Tanwar, Ribadiya, Bhattacharya, Nair,  Kumar & Jo, 2023). 

Recently, blockchain technology has been highlighted as a transformative tool that can address core issues in voting, particularly in regions where trust, transparency, and citizen engagement are compromised. Additionally, there is growing recognition that digital democracy and participation initiatives must be tailored to the unique needs and context of each country, region, or neighborhood to truly impact democratic engagement (Helbing, Mahajan, Fricker, Musso, Hausladen, Carissimo & Pournaras, 2023). These systems hold significant promise for transforming the democratic process in Nigeria, where there is a growing demand for platforms that strengthen the relationship between constituents and their representatives. 

The aim of this work is to design and implement a blockchain-based voting system to address the gaps in traditional and e-voting systems, by leveraging blockchain technology to develop a secure, transparent, and decentralized platform for voting.  This study is organized as follows: Introduction as section I, section II  is the Related works, Section III is the methodology, section iv  is the implementation and evaluation, section v is the conclusion.

2. RELATED WORKS

Ab, Aziz and Shukur (2021). highlight that blockchain technology rectifies deficiencies in current electoral methods by making the polling mechanism transparent and accessible, preventing illegal voting, strengthening data protection, and enabling verification of polling outcomes.  Imperial (2021).  emphasizes that blockchain-based e-voting is effective when the online voting system is not under the control of a single entity, including the government, ensuring a decentralized approach that mitigates risks associated with central authority manipulation. Fatih, Arezki and Gadi (2023) assert that blockchain technology shows great promise for addressing concerns about credibility, safety, and accountability in online voting. By leveraging its decentralized and immutable nature, blockchain ensures that votes are securely recorded and cannot be tampered with.  Kshetri and Voas (2018), note that blockchain enhances transparency, as all votes are verifiable on a public ledger without compromising voter privacy. Pawlak and Poniszewska-Marańda (2021), identified several remaining challenges for blockchain-based e-voting systems, including issues related to security attacks, coercion, cost efficiency, and privacy. 


Their paper serves as a valuable resource for understanding the current state of research in the area, shedding light on the technical and ethical hurdles that need to be addressed before blockchain can be fully adopted for electoral processes. The authors stressed the importance of developing systems that balance transparency and security with voter privacy, as well as addressing scalability concerns.

Jafar, Ab Aziz, Shukur and  Hussain (2022) provided a conceptual overview of blockchain-based e-voting systems, including a detailed introduction to the basic structure and characteristics of blockchain technology. They highlighted how blockchain can solve some of the persistent issues in traditional election systems, such as fraud and vote tampering. However, they pointed out that blockchain technology itself introduces new challenges, including scalability, user identity management, transactional privacy, energy efficiency, and the resistance of political leaders to adopt the technology. The paper emphasizes that while blockchain has the potential to revolutionize voting systems, its widespread implementation may be hindered by these unresolved issues.

Devi and Bansal (2022) conducted a comprehensive review of the security requirements and potential threats to e-voting systems. They focused on various cryptographic techniques, such as homomorphic encryption and zero-knowledge proofs, which can be applied to secure blockchain-based voting platforms. The authors highlighted the critical role of encryption in maintaining voter anonymity and ensuring the integrity of the election process. Additionally, they discussed the potential vulnerabilities of blockchain systems in the context of e-voting, particularly related to the management of public and private keys, and proposed solutions to mitigate these risks.

Vladucu, Dong, Medina and Rojas-Cessa (2023 )conducted an extensive survey on blockchain-based e-voting systems, reviewing both current implementations in various countries and proposed academic solutions. The authors discussed the key challenges faced by blockchain e-voting systems, such as scalability, voter identity verification, and resistance to manipulation. They also identified gaps in the current research, particularly in the areas of trustworthiness, reliability, and usability. The survey provided valuable insights into the terminology and technical aspects of blockchain, such as consensus algorithms, cryptographic techniques, and the fundamental characteristics of these systems. Their work emphasized the importance of developing robust frameworks that address both the technological and social challenges associated with blockchain-based voting.

According to Apeh, Ayo and Adebiyi (2021), the fascinating or captivating application scenario for block chain is the electronic voting system. Here block chain technology assists to resolve significance challenges within the electronic voting domain. Among them are voting data integrity, ballot secrecy, as well as single point of failure. 

3. METHODOLOGY 

3.1 Design of the Proposed Blockchain Based Voting System
The current system employed for voting such as paper passed ballots and electronic voting machines presents challenges such as fraud manipulation, lack of transparency, centralized system and exclusion of voters. The blockchain-based voting system, addresses these challenges with the following features:
a. Decentralization: Votes are stored across a distributed ledger, eliminating the risk of single points of failure. This is the one of the exclusive features of Web3 platform which the blockchain is built upon
b. Transparency and Verifiability: All votes are recorded immutably on the blockchain, allowing stakeholders to verify results without exposing voter identities. 
c. Anonymity and Security: Zero-knowledge proofs (ZKP) and cryptographic techniques ensure voter privacy and data security.
d. Real-Time Updates: Users can monitor voting progress and results securely and transparently.
e. Accessibility: The platform is designed to be user-friendly, supporting web and mobile interfaces.
f. Scalability: The system accommodates elections of varying sizes, from small organizations to national elections.

The implementation of the proposed blockchain-based voting system, is divided into four key stages: User Registration and Verification, Vote Casting, Vote Validation and Counting, and Results Publishing. These stages ensure system integrity, enhance usability, and guarantee reliability. Each stage employs specific mechanisms to ensure the system functions effectively and adheres to the principles of transparency and user trust. In addition to these stages, the architectural overview of the proposed block chain-based voting system provides context for the system's structure, detailing the relationships between actors, smart contracts, and blockchain-ledgers. The system's design ensures decentralized, secure, and verifiable interactions.

3.2 User Registration and Verification 
The first stage of the development process is user registration and verification, which establishes a secure and robust user base for the system. The proposed employs a tiered registration model to differentiate user privileges based on their verification level.
· Tier 1: Users provide their name and wallet address. This basic registration tier allows users to browse the platform and view polls, petitions, and lawmaker profiles.
· Tier 2: Advanced verification requires users to provide an email address, phone number, PVC number, and constituencies of residence and origin. Verification involves OTPs for email and phone validation.
· Tier 3: Users undergo full identity verification by uploading a valid form of identification, such as a NIN or passport. Upon successful validation, users gain access to all platform features, including creating petitions and casting secure votes.
These tiers ensure accessibility while maintaining strict security for critical operations. Figure 1 is the user interface figma design for the registration page, which guides users through the tiered registration process. The design ensures ease of use while incorporating validation mechanisms.

3.3 Vote Casting
The vote-casting stage is central proposed system enabling users to participate in polls securely. Verified users (Tiers 2 and 3) access active polls through the platform’s user interface, where they can view the status of each poll. The process includes: Selecting a poll and a preferred choice., validation of the user's eligibility by the system and recording the vote immutably on the blockchain, ensuring its integrity. Users receive a transaction ID as confirmation, allowing them to independently verify their vote on the 
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Figure 1: Showing the User Registration Interface of the Application
Any invalid attempt prompts relevant error messages, such as “You Have Already Voted.”

3.4  Vote Validation and Counting
After votes are cast, the system validates and counts them. This stage ensures accuracy and legitimacy, leveraging blockchain's immutability and cryptographic techniques to prevent tampering. Votes are cross-referenced with user eligibility records. Valid votes are aggregated for each poll option. Aggregated results are temporarily stored in a secure database before final processing. Blockchain integration ensures transparency, as all vote data remains immutable and available for independent audits.

3.5 Results Publishing
In the final stage, poll results are retrieved by the system administrator, validated, and written to the blockchain. Published results are: Immutable and accessible for audit. Presented in a user-friendly interface, ensuring clarity for voters, lawmakers, and administrators. Results include transaction IDs for independent verification, ensuring complete transparency.

3.6 Architectural Overview of the System
To further understand the design of proposed system, a system overview diagram illustrates its architecture and key components is shown in figure 2.
[image: ]
Figure 2: Showing the System Overview

3.7  Proposed System Flowchart 
The system flowchart provides a detailed view of the operational sequence the proposed block chain-based voting system in figure 3, from user registration to the publication of results. It outlines the logical steps and decision points involved in each process, ensuring a seamless transition between the system's stages.

[image: ]
Figure 3: Showing the Proposed System Flowchart
4. SYSTEM IMPLEMENTATION AND EVALUATION

The blockchain-based voting system was implemented using contemporary software development tools, frameworks, and hardware infrastructure to ensure the system’s scalability, security, and efficiency.

4.1 System Requirements
Ethereum Blockchain Framework: Ethereum blockchain framework is used for building the decentralized application (DApp). Ethereum supports smart contracts, which are essential for handling voting logic, transparency, and immutability. Solidity Programming Language: Solidity was used for writing smart contracts to manage the voting process, including voter registration, voting, and result aggregation. Remix: This was used as a development framework for deploying and testing the Ethereum smart contracts. It simplifies blockchain development and ensures efficient contract management. Ganache: A personal blockchain environment was utilized for local testing of smart contracts before deployment to a live or test Ethereum network.  ReactJS: The front-end of the system was developed using ReactJS for a dynamic and user-friendly interface. ReactJS integrates seamlessly with blockchain libraries like Web3.js. Web3.js: This JavaScript library facilitated communication between the front-end application and the Ethereum blockchain. Node.js: A server-side runtime environment used for API development and backend logic integration. Metamask Wallet: Metamask was integrated into the system to enable secure interactions between voters and the blockchain. Visual Studio Code (VS Code): The primary IDE for coding, testing, and debugging the system components. Hardware Requirements: These includes Development Machine: Processor: 3.0 GHz quad-core or higher. RAM: Minimum 16GB.Storage: Minimum 500GB SSD.

4.2 Implementation Process
Smart Contract Development: Voter Registration: A smart contract was written to handle voter registration, ensuring that only eligible users can participate. The contract checks for unique voter IDs and prevents duplication. The smart contract function is indicated below

Vote Casting: A function was implemented to allow voters to cast their votes securely. Each vote is hashed and recorded immutably on the blockchain. function for vote cast on petition is given in figure 5 and indicated in figure 6 is the Function for vote casting for Bills.
// User Registration
function registerUser(string memory_name, string memory_email, string memory_constituency) external {
require(lusers[msg.sender].registered, "User already registered");
users[msg.sender] = User({
name: _name,
email: email,
constituency: _constituency,
tier: Tier.Basic,
registered: true,
canVote: false
});
emit UserRegistered(msg.sender, Tier.Basic);
}

The codes below show the Smart Contract Function for User/Voter Registration.

// Vote on Petition
function voteOnPetition (uint256 _petitionId, bool isUpvote) public {
require(users [msg.sender].registered, "Only registered users can vote");
require(
!userVotes[msg.sender] [_petitionId],
"User has already voted on this petition"
);

The  code below shows the Function for vote cast on petitions
function voteOnBill(uint256 _billId, VoteOption _voteOption) external billExists(_billId)
require(users[msg.sender].registered, "Not a registered user");
require(bills[_billId].votes[msg.sender] == VoteOption. None, "Already voted on this bill");
require(bills[_billId].status == PollStatus.Active, "Bill voting is closed");
Bill storage bill = bills[_billId];
bill.votes[msg.sender] = _voteOption;


[image: ]
Figure 4: Showing the Function for vote casting for Bills

· Result Aggregation: Another function aggregates and displays results transparently. The aggregated data is viewable to all stakeholders, ensuring accountability.
· Front-End Development: User Interface: Developed with ReactJS to provide a seamless user experience. The interface includes dashboards for voters, lawmakers, and administrators. Integration with Blockchain: The front-end communicates with the blockchain through Web3.js, enabling real-time data updates and transactions.
· Backend Development: ABIs were developed to connect the front-end and blockchain, handling supplementary tasks like user authentication and session management.
· Deployment: The smart contracts were deployed to the Ethereum test network, ensuring their functionality in a simulated real-world environment. 



[image: ]

Figure 5: Showing a Snippet of Frontend Codebase of the Deployed App

The front-end was hosted and Tested Locally because of the cost implication of using a cloud-based hosting service. Figure 8 indicated a snippet of frontend codebase of the deployed App.



4. CONCLUSION

The Design and Implementation of a Blockchain-Based Voting System has successfully demonstrated the feasibility of using blockchain technology to address the challenges of traditional voting systems. The system ensures transparency by providing an immutable ledger that records every vote. It enhances security by utilizing cryptographic techniques and eliminates the risks associated with centralized systems, such as single points of failure and data manipulation. Moreover, the system promotes inclusivity and accessibility. Voters can participate in elections or decision-making processes from anywhere, provided they have access to the internet and a blockchain wallet. Lawmakers and administrators can efficiently manage bills, petitions, and results in a decentralized environment, reducing bureaucratic delays and fostering a culture of accountability. This work highlights the significance of integrating blockchain technology into critical societal processes and showcases its potential to revolutionize electoral systems globally.
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