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ABSTRACT 
 
We are living in the new era of information, and information is an important aspect of our living. 
So, the need of security is to ensure that our information remains confidential and only 
authorized users can access it, and ensuring that no unauthorized user has changed our 
information, so that it provides full accuracy and efficiency. To be secured, information needs to 
be hidden from unauthorized access i.e. confidentiality and protected from unauthorized change 
and also available to an authorized entity when it is needed. Cryptography is a technique that 
can be employed to ensure the security of transmitted information. This papers reviews existing 
tecgniques for cryptography and identified salient attributes of each method.  

 
Keywords: Cryptography; Symmetric key; ciphered text; Public Key; Private Key; Encryption;  

     Decryption, Security, Transmission, Cyber Security.  
 
 
1.  INTRODUCTION 
 
1.1 Background Of The Study 
Secure communication is when two entities are communicating and do not give access to 
unauthorized third party to participate in the discussion.  Secure communication can also be a 
means by which people can share information with varying degrees of certainty that third parties 
cannot intercept what was said. Other than spoken face-to-face communication with no possible 
eavesdropper, it is probably safe to say that no communication is guaranteed secure in this 
sense, although practical obstacles such as legislation, resources, technical issues (interception 
and encryption) and the sheer volume of communication serve to limit surveillance. With many 
communications taking place over long distance and mediated by technology and increasing 
awareness of the importance of interception issues, technology and its compromise.  
 
The field of Encryption deals with the techniques for conveying information securely. The goal is 
to allow the intended recipients of a message to receive the message securely. Encryption tries 
to prevent the eavesdroppers from understanding the message. The message in its original form 
is called plaintext. The transmitter of a secure system will encrypt the plaintext in order to hide 
its meaning. This meaning will be revealed only after the correct recipient tries to access it. This 
reversible mathematical process produces an encrypted output called cipher-text. The algorithm 
used to encrypt the message is a cipher. The unauthenticated user can also try to access the 
information. The analysis is carried out to check if cipher‘s security is satisfactory from 
unauthorized access.  
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Encryption is the science of breaking ciphers, and cryptanalysts try to defeat the security of 
cryptographic systems. A cipher-text can be transmitted openly across a communications 
channel. As a result of its encrypted nature, eavesdroppers who may have access to the cipher-
text will ideally be unable to uncover the meaning of the message. Only the intended recipient, 
who has the valid key, can decrypt the message to recover the plaintext and interpret. Encryption 
is a branch of security used in data communication and it’s a method in which data is rendered 
hard to read by an unauthorized party. Encryption methods are created to extremely hard to 
break because there is a need to attain high level of security. Cryptography is an antique art of 
hiding data to protect it from malicious users. The information to be sent over the network called 
plaintext is converted into unreadable form called cipher text by some encryption algorithm. On 
the receiver’s side, the original data can be recovered from the cipher text by applying a 
decryption algorithm on it. Several algorithms are used to encrypt and decrypt the secret 
information. These are broadly classified as symmetric and asymmetric methods. Symmetric 
methods use the similar key for encryption and decryption while asymmetric methods use two 
keys (private key and public key).  
 
The main task of this research is to maintain the security and privacy in data communication 
and the challenging problem is to allow only the authorized users to access the data from the 
storage. Security is essential factor during communication among the people and the internet 
applications user such as private communication and password protection. The need of secure 
communication i.e., with encryption techniques provides high security like internet banking; 
ATM’s and Satellite transmission etc. The concept of encryption provides the security to store 
secret and sensitive data, to transmit to receiver by sender and vice versa. Encryption uses the 
concept of mixing complex mathematics and logical functions for the process of encryption and 
decryption of the message. The degree of security is dependent on the key and strength of the 
algorithm which is used to encrypt and decrypt the plaintext (message). The cryptography is 
classified into mainly two types and they are based on the key. Namely secret (symmetric) and 
public (asymmetric) key Figure 1.1: shows the classification. 
 

 

 
 

Figure 1: Classification of Cryptography 
Source: Rama S. et al., (2016) 

 
a. Secret key Cryptography: in this process we use same key to encrypt and decrypt data 

of the message i.e., the symmetric key hence it is also termed as symmetric key 
cryptography. 

b. Public key Cryptography: in this process we use different keys for encrypt and decrypt 
data of the message i.e., the asymmetric key hence it is also termed as asymmetric key 
cryptography. 
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1.2 Definition of Terms 
We provide some definition of terms to guide our discourse 

i. ACID (Atomicity, Consistency, Isolation, Durability): A term that refers to the 
model properties of database transactions, traditionally used for SQL databases. 

ii. Cryptography: Cryptography is an ancient art of hiding information to protect it 
from malicious users 

iii. Data management: The complete lifecycle of how an organization handles 
storing, processing, and analyzing datasets. 

iv. Database clustering: Connecting two or more servers and instances to a 
database, often for the advantages of fault tolerance, load balancing, and 
parallel processing. 

v. Eventual consistency: The idea that databases conforming to the BASE model 
will contain data that become consistent over time. 

vi. High availability (HA): Refers to the continuous availability of resources in a 
computer system even after component failures occur. This can be achieved 
with redundant hardware, software solutions, and other specific strategies. 

vii. Index: An index is a data structure that a database uses to reduce the amount 
of time it takes to perform certain operations. An index can also be used to 
ensure that duplicate values don't appear where they aren't wanted. I'll talk 
about indexes in Chapter 4, "Query Optimization." 

viii. Rollback: A rollback marks the unsuccessful end of a transaction. When you roll 
back a transaction, you are telling PostgreSQL to discard any changes that you 
have made to the database (since the beginning of the transaction). 

ix. Commit: A commit marks the successful end of a transaction. When you perform 
a commit, you are telling PostgreSQL that you have completed a unit of operation 
and that all the changes that you made to the database should become 
permanent. 

x. Transaction: A transaction is a collection of database operations that are treated 
as a unit. PostgreSQL guarantees that all the operations within a transaction 
complete or that none of them complete. 

 
2. REVIEW OF RELATED WORKS 
 
There are many researches performed to enhance the security computing and environment 
using cryptography techniques. However, there has been a slight improvement in the results of 
these works comparing with the growth of cloud. This section reviews some of the work done by 
several authors. 
 
According to Gaurav et. al. (2015) researched on advance encryption standard AES technique. 
In their study, confidential data will be encrypted, so that it reduces the time, space and cost. 
Based on the size of the data encryption is decided. For large data 128 bits key, for medium 
data 192 bits key and for small data 256 bits key is used for the encryption process. The 
implementation of AES encryption is done on Visual Studio with ASP.NET as a front end and the 
programming language used here is C.   
 
According to Nasrin et. al. (2014), presented a framework for cloud storage system using a 
combination of RSA and AES encryption methods to share the data among users in a secure 
cloud system.  
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RSA is an asymmetric cryptographic algorithm whereas Advance Encryption Standard (AES) is 
symmetric cryptography algorithm. Their proposed method is simulated in .net framework as 
two different applications which re server and client.  
 
According to Uma Somani (2010), cloud computing has problem like security of data, file system, 
backups, network traffic and host security. They have proposed a concept of digital signature 
with RSA algorithm, to encrypt the data while transferring it over the network. Their proposed 
model solves the dual problem of authentication and security.  
 
According to Karandeep Kaur (2012), has proposed an approach of double layer encryption 
method to ensure security in cloud. It is based on a popular cryptography algorithm RSA and 
Deoxyribonucleic Acid sequences, which is relatively novel technique. 
 
According to S.M. M. Karim et al. (2010), proposed a new approach that provides very good 
security to data. They use LSB approach with secret key. This secret key is used to hide the 
sensitive information and this information is stored on different LSB’s of image.  
 
On the bases of Human visual system (HVS) X. Qing, et al., (2016) proposed a new technique in 
which sensitive information is embedded in all planes of RGB components of an image.  
 
According to Karandeep Kaur (2016) author proposes an enhanced LSB algorithm for image 
steganography. In this proposed work they only embed secret information in blue component of 
the RGB model. This method reduces the leap in color scale because only blue components are 
used to embed the secret information.  
 
According to H. Yang, et al., (2016) presented a new adaptive LSB based method for image 
steganography. It uses the pixel adjustment technique for better stego image quality. This 
adaptive LSB substitution results in high hidden capacity.  
 
According to Sachdeva, (2012) use the vector quantization table to embed the secret 
information by which the hidden capacity and stego size is increased.  
 
According to Nouf A. Al-Otaibi., et al. (2014) designed a new system called 2-layer security 
system for hiding the sensitive information on personal computers. They divide the system in 
two layer namely cryptography layer and steganography layer. For steganography layer LSB 
algorithm is used. This system is designed on visual basic platform. Authors also done study on 
improving hidden capacity.  
 
According to Channalli et. al., (2010) LSB based image steganography method is proposed. To 
hide the data common bit pattern is used. According to the message and the pattern bits LSB’s 
of pixels are modified. This method has low hidden capacity.  
 
According to Kamali, S.h et al., (2010) analyze and present the modified AES image encryption 
algorithm (MAES) which provide greater security to image data. The modification done in Shift 
Row transformation. The results also prove that the MAES gives better encryption results than 
original AES algorithm, against various statistical attacks. 
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3. CRYPTOGRAPHY 
 
Cryptography is the best secured scheme to protect data from attacks and also save or send 
data in coded form. According to Aakanksha Sharma (2015) The security mechanisms in 
cryptography usually involve encryption & decryption and as well as generation of sub keys to 
be convert plain text into cipher text. For that participants select some secret information (Key), 
which can be used for protecting data from unauthorized users or different type of attackers. 
That’s why a simple security structure is prepared to understand that what basic cryptography 
is? The word Crypto means Secret‖ and Graphy means Writing so the basic meaning of 
Cryptography is Secret-Writing, By which we can protect our confidential data from attackers in 
an effective manner. 
 
3.1 The Phases Of Cryptography  
Modern cryptography originates in the works of Feistel at IBM during the late 1960‘s and early 
1970‘s. DES was adopted by the NIST, for encrypting unclassified information in 1977. DES is 
now replaced by the Advanced Encryption Standard (AES), which is a new standard adopted. 
Another milestone happened during 1978, marked by the publication of RSA. The RSA is the 
first full-fledged public-key algorithm. This discovery by and large solved the key exchange 
problem of cryptography. RSA also proposed the world wide acceptable standard techniques 
like authentication and electronic signatures in modern cryptography. In the 1980s, elliptic 
curve cryptography (ECC) became popular due to its superior strength per bit compared to 
existing public key algorithms such as RSA. ECC is able to produce higher security using a key 
of small size.  
 
This superiority of ECC over RSA resulted into effective usage of bandwidth and quick 
implementation. This property of ECC made it highly appealing in the field of cryptography. IEEE 
proposed P1363-2000 standard which recognizes ECC based key agreement and digital 
signature algorithms. This standard lists the secured curves that can be used for ECC based 
cryptosystems. Both these techniques require highly mathematical operations which are power 
consuming. These systems also have a centralized threat of key compromise. In 1993, chaotic 
cryptography is introduced, which takes advantage of the complex behavior of chaotic dynamical 
systems to hide or mask information. Since then, many different implementations of this basic 
idea are proposed. The different methods devised so far for the use of chaotic methods are 
found. The chaotic behavior can be distinguished by its extreme sensitivity to initial conditions; 
it leads to long term unpredictability. The signals resulting from chaotic dynamics are broadband 
and present random like statistical properties, although they are generated by deterministic 
systems.  
 
There exist a definite connection between the random looking behavior exhibited by chaotic 
systems and the properties of confusion and diffusion, required for Shannon cryptosystems. 
This motivates the use of chaotic systems for secure communications. This system is still 
questionable as the behavior of any chaotic function is chaotic for a finite limit.  Another concept 
of policy-based cryptography was formalized in 2005. This provides a framework for performing 
cryptographic operations with respect to policies formalized as monotone Boolean expressions 
written in standard normal forms. A policy based encryption scheme allows encrypting of the 
message with respect to a policy in such a way that only the policy compliant users are able to 
decrypt the message. A policy consists of conjunctions (logical AND operation) and disjunctions 
(logical OR operation) of conditions, where each condition is fulfilled by a digital credential 
representing the signature of a specific credential issuer on a certain assertion.  
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A user is thus compliant with a policy if and only if he has been issued a qualified set of 
credentials for the policy i.e. a set of credentials fulfilling the combination of conditions defined 
by the policy. Policy based encryption belongs to an emerging family of cryptographic schemes. 
Policy based cryptosystems have the ability sharing to integrate encryption with credential based 
access structures. This ability allows several interesting applications in different contexts but 
not restricted to oblivious access control, trust negotiation, and cryptographic workflow. Another 
interesting area that is the focus of recent research is quantum cryptography. This arose as a 
potential solution to the key establishment problem but the scope has broadened considerably. 
Most of the current research concentrates on experimental physics but the impact of the results 
could be significant.  
 
Essentially all current experimental activity in quantum cryptography is in quantum key 
exchange (QKE). The experiments use photons to create a shared bit string between two parties. 
The security of QKE relies on the physical law that it is impossible to obtain information about 
the quantum state of a particle without introducing a disturbance. Any eavesdropping attempt 
can be detected. The security of QKE does not depend on any computational assumptions in 
particular, shared keys established by QKE never become insecure when faster computers or 
new algorithms are introduced. Photons can be transported either through optical fibres or in 
free space. Recent experiments in free space have demonstrated QKE over distances of the 
order of 20 km. A future aim within the reach of current technology is QKE between the ground 
and a satellite. Current technology limits QKE using optical fibres to distances of less than 
roughly 100 km. Basic QKE systems using existing telecom optical fibres are commercially 
available. Current challenges include the development of reliable single photon sources, higher 
detector efficiencies, better key generation rates, authentication, and the integration of a QKE 
system into a computer network. Overall cryptography combines mathematics, computer 
science, sometimes electrical engineering, and a twisted mindset that can figure out how to get 
around rules, break systems, and subvert the designer’s intentions. 
 
4. ENCRYPTION MODELS 
 
The encryption model consist of the following:  
 

a. Sender’s Message 
b. Plain text converted to cipher text using key 
c. Cipher text converted back to plain text using the same key 
d. Receiver’s message 

 

 
Figure 2: Encryption Model 

Source: Aakanksha Sharma (2015) 
 



Proceedings of the LASUSTECH 30th iSTEAMS Multidisciplinary Innovations Conference, 2022 
ISBN- 978-978-57388-7-2 

 
 
 

70 
 

In the figure 2 above Encryption Model‖ we can see that plain text is converted into cipher text 
at the sender’s end by a key and further cipher text is converted into plain text again by a key at 
the receiver’s end. This process is known as Cryptography.  
 
This general model shows that: 

i. Designing an algorithm for performing encryption & decryption process. 
ii. Generating the secret information with the help of algorithm of step 1. 
iii. Identifying methods for the distribution and sharing of secret information. 
iv. Identifying rules to be used by both the participating parties to make it secured. 

 
A crypto system is an algorithm, plus all possible plain texts, cipher texts and keys. There are 
two general types of key based algorithms: symmetric and public key. With most symmetric 
algorithms, the same key is used for both encryption and decryption, as shown in Figure 2 
 
4.1 Symmetric-Key Encryption 
The process of symmetric-key encryption is very fast as the users do not experience any 
significant time delay because of the encryption and decryption. 
 
Symmetric-key encryption provides security to data by the shared key. Sender and 
 
Receiver both shares the same key for encryption and decryption. Symmetric-key encryption 
also provide authentication. 
 
Encrypted with one symmetric key no any other data will be decrypted by the same symmetric 
key. That’s why the symmetric key is kept secret by both the users. Both senders and Receiver 
can be confident that the communication is secure and the messages specify a meaningful 
sense. 

 
a. Sender’s Message 
b. Plain text converted to cipher text using private key 
c. Cipher text converted back to plain text using the same private key 
d. Receiver’s message 

 

 
Figure 3: Symmetric key encryption 
Source: Aakanksha Sharma (2015) 

 
Symmetric-key encryption will be successful only if the symmetric key is kept secured by 
the both end. If the key will be discovered by the attackers, it affects both confidentiality 
and authentication. The success of a symmetric algorithm lies in the key, reliving the key 
means that anyone could encrypt and decrypt messages. As long as the communication 
needs to remain secure, the key must be protected between the users. 
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Encryption and decryption with a symmetric algorithm are denoted by: 
 
E K (A) = D      ……………………..(1) 
 
D K (D) = A   ………………………(2) 
 
Symmetric algorithms can be divided into two categories thus Stream Ciphers and Block Cipher 
 

i. Stream Cipher: Operation which performs on the plain text a single bit or byte at a time, 
these are called stream algorithms or stream ciphers. 

ii. Block Cipher: Other operation which performs on group of bits or characters. Such 
algorithms are called block algorithms. 

 
4.2 Public Key Cryptography 
In public key cryptography use two keys for security, one key for encryption and the other for 
decryption. One key is called as public key which can be declared public and the other one is 
private that is, the key is known only to the particular user. Public key cryptography can be also 
used for digital signing as it supports authentication of users. The information encrypted with 
one key will only be decrypted with another key. The decryption key cannot be calculated from 
the encryption key. 

 
Figure 4 shows a simplified view of the way public-key encryption works. 

a. Sender’s Message 
b. Plain text converted to cipher text using public key of receiver 
c. Cipher text converted back to plain text using the private key of receiver 
d. Receiver’s message 

 

 
Figure 4: Public-key encryption 

Source: Aakanksha Sharma (2015) 
 
Compared with symmetric-key encryption, public-key encryption requires more computation and 
is therefore not always appropriate for large amounts of data. However, it's possible to use 
public-key encryption to send a symmetric key, which can then be used to encrypt additional 
data. This is the approach used by the SSL (Secure Socket Layer) protocol. This provides 
Authentication, Integrity & Confidentiality of Information at low computing power.  
Since authentication of the users is very important in applications like e-commerce and other 
similar applications, public key cryptography is of much use. 
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Encryption and decryption can be represented in a public key scheme is: 
 
E Kpb (A) = D  ……………………..(3) 
 
D Kpv (D) = A  ……………………..(4) 

 
Where  
Kpb is the public key and Kpv is the private key. 
 
4.3 Types Of Cryptography Algorithm: 

a. Symmetric key encryption 
b. Asymmetric key encryption 

 
Symmetric Key Encryption 
Secret-key cryptographic algorithms are categorized into either stream ciphers or block ciphers 
based on how they manipulate data. A stream cipher handles data one symbol, typically a bit, 
at a time whereas a block cipher encrypts data in fixed- length blocks. Most cryptographic 
algorithms used today are block ciphers and stream ciphers are used predominately in 
situations where transmission errors are probable and implementation resources are limited, 
such as mobile communication devices. Symmetric key encryption scheme or secret key 
encryption scheme has the following five ingredients:- 
 

a. Plain text:-This is the original intelligible message or data is fed into the algorithm as 
input. 

b. Encryption algorithm:-The encryption algorithm performs various substitutions and 
transformations on the plaintext.  

c. Secret key: - The secret key is also input to the encryption algorithm. The key is a 
value independent of the plaintext. The algorithm will produce a different output 
depending on the specific key being used at the time .the exact substitutions and 
transformations performed by the algorithm depend on the key. 

d. Cipher text:-This is the scrambled message produced as output. It depends on the 
plaintext and the secret key. For a given message, two different keys will produce 
two different cipher texts. The cipher text is an apparently random stream of data 
and, as it stands is unintelligible. 

e. Decryption Algorithm: - This is essentially the encryption algorithm run in reverse. It 
takes the cipher text and the secret key and produces the original plaintext. 

 
Asymmetric Key Encryption 
In asymmetric mechanism two keys are used: private key and public key. Public key is used for 
encryption and private key is used for decryption. But the main problem with public key 
encryption is that; that it is based on mathematical functions. Asymmetric encryption techniques 
are almost 1000 times slower than symmetric techniques because they require more 
computational processing power. The example of asymmetric key algorithm is RSA algorithm 
which is explained below: 

 
RSA Algorithm: Developers of RSA algorithm are: Ron Rivest, Adi Shamir, and Leonard Adleman. 
They developed RSA in 1977. It is wildly used in various applications like Internet Browsers etc. 
It is also used in e-commerce at large scale. RSA is an asymmetric key security algorithm unlikely 
DES.  
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It is licensed algorithm. In RSA we use two different key, one for encryption and other one is for 
decryption. Keys are known as public key and private key. Generation of these two keys is as 
follow: 
 
Two large prime numbers of the same size are generated; we call them p and q. The product of 
p and q gives the value n. In this case, p and q should be large enough (at least 100 digits), and 
are kept secret to the sender’s side. Considering the fact that n is the product of two very large 
prime numbers, it is practically impossible to derive out the two (i.e. p and q) from a given n. 
 
A random integer is then selected, named e; where e should be greater than 1, and the gcd (e, 
(p-1), (q-1)) = 1 (the value of e is called public exponent). 
 
Next, find the multiplicative inverse of e modulo (p-1) (q-1), named d (the value of d is called 
private exponent). The public key is (n, e) and the private key is d. One of the major benefits of 
RSA algorithm is that the public key can be created and sent to someone (e.g. from 
administrative) to encrypt a message, but only the private key of the dedicated receiver can be 
used to decrypt it. 
 
 

 

 
Figure 5:  How to make key for Encryption and Decryption 

in RSA Algorithm, Source: Aakanksha Sharma (2015) 
 
 
 
 
 
 



Proceedings of the LASUSTECH 30th iSTEAMS Multidisciplinary Innovations Conference, 2022 
ISBN- 978-978-57388-7-2 

 
 
 

74 
 

Table 1: Comparative analysis of buffer size among  DES, AES and RSA Algorithm 
 

 
 
 

 
 

Figure 6: Comparative analysis of buffer size among DES, AES and RSA Algorithm 
Source: Aakanksha Sharma (2015) 
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5. CHALLENGES IN BUILDING A SYSTEM  
 
Building cryptography into products is very hard. Most cryptography products on the market are 
insecure. Some are obviously flawed. Others are more subtly flawed. Sometimes people discover 
the flaws quickly, while for others it takes years. Sometimes a decade goes by before someone 
invents new mathematics to break the system. The flaws can be in the trust model, the system 
design, the algorithms and protocols, the implementations, the source code, the human 
computer interface, the procedures, the underlying computer system. Flaws cannot be found 
through normal beta testing. It has been shown that security has nothing to do with functionality. 
A cryptographic product can function normally and be completely insecure.  
 
Flaws remain undiscovered until someone looks for them explicitly. Most importantly, a single 
flaw breaks the security of the entire system. If cryptography is a chain then the system is only 
as secure as its weakest link. This means everything has to be secured. It is not enough to make 
the algorithms and protocols perfect but the implementation also must be perfect. A great 
product with a broken algorithm is useless and a great algorithm, protocol, and implementation 
can be ruined by a flawed random number generator. Under these circumstances the most 
rational design decision is to use as few links as possible, and as high a percentage of strong 
links as possible. Since it is impractical for a system designer to analyze a completely new 
system, a smart designer reuses components that are generally believed to be secure, and only 
invents new cryptography where absolutely necessary. 
 
5.1 Key Management Methods  
The data encipherment only cannot provide security to any system. To decrypt the enciphered 
information the key has to be shared amongst all the legitimate users. The communication 
involves two or more participants. Hence the importance of secret sharing and management of 
the keys is a vital problem. Large numbers of methods have been proposed in the literature to 
solve this problem. These methods of secret sharing use the cryptographic protocols.  
 
Any cryptographic protocol is also an essential component in security. The protocol consists of 
following components. A two party cryptographic protocol may be defined as the specification of 
an agreed set of rules on the computations and communications that need to be performed by 
two entities A (Alice) and B (Bob), over a communication network, in order to accomplish some 
mutually desirable goal, which is usually something more than simple secrecy. Several essential 
properties of cryptographic protocols are as follows. Correctness, guarantees that every trusted 
party should get the agreed output. The privacy assures about the protection of every party‘s 
secrets. Fairness means if a dishonest party exists, neither will it gain anything valuable, nor 
honest party may lose anything valuable.  
 
In the game theoretical model two new properties regarding dishonest behaviours can be 
defined exclusiveness, which implies that one or both parties cannot receive their agreed output. 
Voyeurism is contrary to privacy because it implies that one or both parties may discover the 
other‘s secret. The previous definition of fairness agrees with the rationality concept described 
in because fairness here is a property which is understood to be more practical than theoretical. 
In other words, protocols are here defined according to their practical security against any kind 
of adversaries. In a worst case analysis of a protocol, one must assume that any party may try 
to subvert the protocol. While designing a two party cryptographic protocol one of two possible 
models can be considered. These are 
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i. Semi honest model: when it is assumed that the protocol is cooperative and both 
parties follow the protocol properly in such a way that they help each other to 
compute fi (MA, MB), but curious parties may keep a record of all the information 
received during the execution and use it to make a later attack.  

ii. Malicious model: where it is assumed that parties may deviate from the protocol. In 
this case, during the interaction, each party acts non-cooperatively and has different 
choices which may determine the output of the protocol. 

 
But the network supports various types of communications like one to many, many to one, one 
to one (peer) and many to many communications. The cases of many to many communications 
are essentially very important to study as all the cases are covered. Hence a detailed study of 
group communication is done. The many to many communication is like IP broadcast or 
multicast. Based on various applications the tailor made protocols are designed and presented 
in the literature. This communication is called as group communication. As IP multicast comes 
to play a fundamental role in several emerging network applications such as online 
conferencing, distributed multiparty games, communication of stock quotes to brokers, etc.  
 
The security of group communications is a critical networking issue. However, for this model of 
communication, the issues and problems of security are complex since group settings involve 
multiple participants who may join and/or leave dynamically. In order to secure group 
communications, security mechanisms such as authentication, access control, integrity 
verification and confidentiality are required. Group communication confidentiality requires that 
only group members could read multicast data even if the data are broadcast to the entire 
network. This key is generally called group key and the underlying management problem is 
called group key management. A group key management protocol must establish and distribute 
the group key while meeting the following requirements Group key secrecy: non-group members 
should not have access to any key that can decrypt any multicast data sent to the group. Key 
independence: a user who knows any proper subset of group keys cannot discover any other 
group key not included in the subset. Forward secrecy: members who left the group should not 
have access to any future key. This ensures that a member cannot decrypt data after he leaves 
the group.  
 
Backward secrecy: a new user who joins the session should not have access to any old key. This 
ensures that a member cannot decrypt data sent before he joins the group in order to meet the 
last two requirements; a rekey process should be triggered after each join/leave to/from the 
group. Based on various types of frequent actions on joining and leaving groups several 
protocols were introduced. One such protocol is a group key agreement protocol from pairings 
is introduced. The protocol is adaptive to the fast changing group, but the protocol is not scalable 
and the resynchronization overhead is too much. In the group communication there are basically 
two methodologies one is centralized other is distributed.  
 
Group key management protocols received a lot of interest with the proliferation of the Internet 
and group based applications. Key management protocols play a key role in securing group 
communications. In real multicast sessions, nodes can fail and messages may be delayed or 
lost. These conditions affect considerably the performance of key establishment protocols. Most 
proposed solutions in the literature do not take this parameter into consideration. Failure 
detectors need a periodic exchange of failure information between members. This creates an 
overhead, which can be a serious drawback for networks with limited bandwidth or highly traffic.  
It is possible to reduce considerably this overhead by using an adapted organization of group 
members. On the similar grounds a tree based key management framework was also proposed. 
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The scheme proposed Matsuzaki et al (2016). The method suffers badly from retrieval time of 
the key. This method is distributed in nature. A lot of other modified methods were produced 
which are the variants of Matsuzaki et al (2016). with modification. The authentication and 
authorization is the first and most critical in the cryptographic protocol. There are various 
schemes followed to authenticate the user. Some of the schemes are described briefly. The 
users are treated as subjects and the resources like memory and devices are treated as objects 
in case of Discretionary Access Control (DAC). A set of access rights of both of these are created. 
The conditions are built using predicate logic for the access control. The access rules are the 
business logic. These predicates are generated using access control matrix.  
 
The subjects will be able access the objects if certain permissions are available after evaluation 
of the predicates. The basic method followed by mandatory access control (MAC) is the 
movement of the data in the given system. DAC is used in all the operating systems of computer 
but the use of MAC can make it better as it looks at the data from the angle of flow in the system 
which is more composite. In either of the cases maintenance of the data and permissions 
associated needs to be stored separately. A complex logic has to be developed to meet the 
changing business needs. The delegation of the access control is the difficult task.  
 
To stand up to the structure that is followed in the industry another authorization model is 
followed. For the authentication system for the access of the information becomes more difficult 
if a new user is introduced to the system. The processes of relation this new subject to all the 
objects has to be carried out. It is not possible to connect the subject authorization directly. This 
process will be tedious with respect to time. Further the assignments in the industry demand 
the dynamic changes in the access control system. It is not only consuming, but it may lead to 
errors also. As user assignments change over the time mostly the user gets more privileges than 
necessary. The access control module is separated as a separate mechanism in role based 
access control model (RBAC).  
 
This model assigns the data access irrespective of the state of the information. The jobs 
associated with subjects are called as roles. Every subject is a part of role and it is associated 
with certain permission. The user belonging to each role has definite permissions. This access 
control mechanism is closer to the administrative demands of the industries. A new layer 
introduced by RBAC never allows a user to connect directly to the permissions. The mutual 
authentication happens between the roles and the user. Each user has a role and role has a set 
of users. This module takes care of the overhead of authorization. The two different tasks need 
to be managed one is to manage roles and their permissions and the other to manage users 
and the roles. RABAC is the efficient authorization technique but role resolution and role 
mapping have numerous combinations which reduces the scalability. 
 
Microsoft has introduced a new service in support of user centric web solutions. This is 
Microsoft .net invention. These are called as .net my services. This initiative enables the user as 
a single window authentication like passport. This password based initiative is called as single 
sign in (SSI) Microsoft.net passport. The Microsoft .net passport has been a popular as the 
widespread unique identity across all the applications in the web. This same identity is valid 
across all the email services DNS services etc. The passport needs the shared secret stored in 
the Microsoft servers centrally or distributed. This is similar to the technique like trusted third 
party. 
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6. ROLE OF NETWORK SECURITY  
 
On top of all these the location of the cryptographic algorithms at the proper location in the OSI 
model is a challenge. The role of network security becomes essential. At the same time added 
security decreases the network efficiency. The decision making criteria using the predicates is 
better and secured and adds to the efficiency of the computer networks. Another such effort 
towards the security is Virtual Private Networks (VPN) as private networks are expensive and 
face the problem of physically securing their lines. VPN offer an economical solution to this 
problem by establishing a virtually private network while physically sharing the Internet media. 
Privacy is achieved by creating a cryptographically secure tunnel between authenticated peers, 
making the traffic virtually invisible to the rest of the Internet but leads to the issue of key 
management. The protocols like Diffie-Hellman, Oakley key exchange, SKEME and Internet key 
exchange (IKE) are not presently the universal standards. The Deffie Hillman protocol fails to 
authenticate the legitimate users. The man in middle is also one such threat to this method. IKE 
does not provide any management of certificates or long-term keys. Thus, in general, the shared 
secret should be exchanged offline. 
 
Looking in to the details and the nature of the difficulty a new system design is proposed in this 
work. The proposed system has its own key management life cycle. This system is proposed 
after studying all the security aspects including the network layer level security. In this work the 
consideration is given to a new predicate routing algorithm for the security also. The difficulty 
involved in the sub-graph problem also is considered. The numbers generated called keys are 
also tested for their pseudo-randomness. 
 
6.1 The Properties of Cryptographic Keys  
 
A method of producing random like digits is called as pseudo random number generator. The 
digits produced by such method are not completely random. Only some natural processes like 
noise radioactive decay etc. are actually random. As the computers work on iterative methods 
which repeat the same set of instructions and algorithms, it is difficult to produce the random 
sequence. The iterations lead to recurrence relations which make the sequence highly 
predictable. This leads to a threat that an attacker can reproduce sequence to know all the 
possible sets of numbers that can be generated using this mechanism. It is also a fact that after 
some finite time the generator will reproduce the numbers which were generated previously. 
The algorithms used are responsible for this problem.  
 
The techniques like hashing and some cryptographic fundamentals are used in various orders 
to produce the pseudo-random sequence. It is called as PRNG. It is expected that an excellent 
pseudo-random generator should generate a sequence which has very low probability of 
prediction. In the modern cryptography the generators are available in the form of algorithms 
but still the sequence generated by these is will not be known to the intruder. The generator 
must have strong statistical properties. It is also necessary that the computational cost involved 
in generating these numbers must be less. As stated earlier all the PRNG reproduce the same 
sequence sooner or later, it is expected that this period must be suitably large to be predicted 
by intruder. All the PRNG need a seed value which is projected to an impossible value. If this 
seed value is supplied as an input the PRNG produces an entirely different sequence which is 
pseudo-random in nature. 
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6.2 The Need For Random Numbers In Cryptographic Applications 
The need for random and pseudorandom numbers arises in many cryptographic applications. 
For example, common cryptosystems employ keys that must be generated in a random fashion. 
Cryptographic protocols also require random or pseudorandom inputs at various points, e.g., for 
auxiliary quantities used in generating digital signatures, or for generating challenges in 
authentication protocols. Security of an algorithm rests in keys. If cryptographically weak process 
is used to generate keys then the whole system will be weak. Only the key should be secret. 
Cryptographic mechanisms depend on the confidentiality of keys. Algorithms are in the public 
domain. 
 
To engage in secure communications there is a need to securely distribute a secret key or public 
key. Keys should be dynamic. Hence a cryptographically strong key must be generated, and thus 
the key management becomes the major issue in cryptography. Usually Random numbers are 
numbers that occur in a sequence such that two conditions are met: The values are uniformly 
distributed over a defined interval or set, and it is impossible to predict future values based on 
past or present ones. The sequences of this kind are very rare and less in numbers and easily 
the algorithm can be compromised with this small set. Also cryptanalysis is carried out to know 
the strength of the key. The uniqueness of the key also supports following properties used in 
cryptography they perfectly match with each other. 
 
6.3 The important use of randomness is the generation of unique values  
The important use of randomness is the generation of unique values are highlighted below 

i. Unique random strings are important in cryptographic protocols to prevent 
replay attacks, in which an adversary tries to reuse correct values from previous 
executions of the protocol, hoping that they‘ll seem correct in the current 
attempt.  

ii. If a user wants to use an encryption algorithm, it is best that they select a random 
number as the key. If this is not done properly, security can be compromised.  

iii. Random sequences cannot be reused and must never become available to any 
attacker, which implies a continuously operable generator.  

iv. Since a requirement in cryptography is unpredictability to an attacker, any 
published random sequence is a poor choice, as are such sequences as the 
digits in an irrational number such as the φ or even in transcendental numbers 
such as π, or e. Put another way, in cryptography, random bit streams need to 
be not only random, but also secret and hence unpredictable.  

 
The non-availability of the random numbers and increasing demand of cryptographic keys 
expects a better key generation algorithm that produces many keys that meet the criteria of 
secure keys. Also the popular RSA algorithm is time consuming and uses session keys for the 
secured communication. The power used by RSA for generation and management of the keys is 
very large. The latest handheld devices need better security as well as low power consumption. 
The solution lies in providing the key management in the symmetric keys. The evolutionary 
computing based systems that are used to solve the NP problems which have multiple solutions 
are used for the key generation and management. Various PRNG are tested for their generated 
key values. These values are tested for randomness. 
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7. CONCLUDING REMARKS  
 
Due to lack of adequate security on data projection, data security and privacy has become a 
major issue in computing. Sending or sharing many commercial and confidential data through 
the network are more vulnerable due to lack of proper encryption method.  Achieving good 
security is always a talk of a good security method being in place. Sometimes it is not enough to 
just maintain the secrecy of information, it is also necessary to keep the existence of the 
message secret. With the crucial growth of technology, data communications over the network 
are still vulnerable to attack as a result of the problem stated above. Therefore, there is need of 
better security method with better efficiency in order to increase the security.  
 
Double Encryption is better to strengthen data security from unauthorized access when they are 
transmitted over the network. It is essential to ensure that only authorized access is permitted 
and secure behavior is expected. Encryption in the computing employs a technique to secure 
data that will be stored. Based on the foregoing, we propose double layer encryption to enhance 
security of data communication thus maintaining. Among the two techniques, secret key 
cryptography is the widely used technique due its implementation and other factors comparing 
to public key. This research proposed multi-encryption system to provide the extra security in 
data communication. Double layer encryption is an approach to increasing the key size and to 
encrypt twice, with two independent keys. The idea is fundamentally design on the basis of key 
aggregation encryption.  
 
The double-layer-encryption is performed by the owner of the data. If the user has to access the 
data then double-layer decryption should be done so that the safety and privacy of the data is 
high. The challenging problem is to monitor the attackers. Privacy of the users is taken in to 
account and only the authorized users are permitted to access the data. 
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