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ABSTRACT 
 
The war on terror and its mitigating initiatives have taken several dimensions in the North-Eastern Nigeria. 
Efforts are usually directed towards countering insurgency and further mitigates the loss of lives and property 
that has become a common place in the region. The predominant measure taken so far by the Nigerian 
government has been the overstated potency of hard power (use of security forces), attempted dialogue with 
the terrorist and integration of deradicalized terrorist into the society, and currently the establishment of the 
north-eastern commission to create jobs and development in the region. These strategies though provided 
some semblance of sanity has not yielded expected outcomes which is to bring insurgency to a halt. This work 
attempts to initiate a research direction by initiating a mobile-technology-based soft measure that attempts to 
tackle the challenges of insurgency from a different perspective using what we now refer to as “cyber-wazi”. We 
coined the word “Cyber-wazi” from as a combination of an English and Hausa word where the Hausa word 
“Wazi” means religious preaching. Attempts to re-orientate in time past through physical presence of mediators 
and preachers of peace have been met by resistance and violence; in some cases, resulting in death and 
destruction. We present a preliminary research agenda to address the identified problems.  
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1. INTRODUCTION  
 
Information technology revolution and its associated tools have touched every aspect of our lives in monumental 
proportion, but little attention has been given to the section of the society who by the limitations of the socio-
economic indexes has been denied access to acquire and use these tools (IT non-users). The fallout of this 
deprivation on these vulnerable youth populations who intends to make something good out of their lives has 
become a point of recruitment by extremist to beguile them as a cover-up in camps for ICT training, smart phone 
distribution as palliatives to demean the unjust society designed by educated elites.  
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There is untapped possibility inherent in the use of smart phones and its application in combating violent 
extremism and ensuring peaceful co-existence by conquering the cyberspace currently dominated by 
extremists. Smart phone technology now serves as a tool predominantly used for accessing the internet and 
dissemination of information. The accessibility, reduction in cost, portability, and increase in functionality as well 
as user‐friendliness allows individual to view it as an ideal tool for communication, create and share content 
with others around the world. This gives free mouthpiece to anyone with the time and inclination to make their 
voice heard through the use social engagement through smart phone applications (Holt & Bossler, 2016). The 
deluxe of information that has shaped the society ideological leaning nowadays stem from social media 
ecosystem accessible mostly through the smart phone, it will be risky to de-emphasize the imperative of 
constructing a peaceful narrative using smart phone. 
 
Research has shown that apart from the underlining casual factors of insurgency such as bad governance, the 
widespread failures of state policies, endemic corruption, poverty, unemployment, and underdevelopment in 
the north-eastern region of Nigeria (Uzodike & Maiangwa, 2012), these not-withstanding, the prime trigger of 
violent extremism among the youths in the north-eastern part of Nigeria is radical ideologies and erroneous 
interpretations of religious teachings that stemmed from religious leaders (Botha & Abdile, 2019). Recently, 
terrorist have also exploited computer technologies such as YouTube and other social networking sites to their 
advantage, they use them to disseminate their violent point of views to people. Similarly, they utilize the internet 
and cellular telephony to recruit, disseminate and share their extremist ideologies (Britz, 2010; Denning, 2011; 
Forest, 2009; Gruen, 2005). 
 
The greater percentages of these youth often radicalized are from the disadvantaged socio-economic and 
educational backgrounds. These groups are easily lured and indoctrinated to imbibe extremist ideologies 
because of their vulnerable backgrounds. Seminal literature have revealed that the prevalent practical means 
to counter radicalization and violent crimes, especially the ones precipitated by ideologies either online or 
physical contacts have been the combined effort of governments, civil society, policy makers, social media and 
technology firms. They use measures such as flagging and takedowns of terrorist content, and account 
suspensions, and employment of at-risk youths to counter violent extremist through technological 
communications (Bloom & Daymon, 2018). However, there is a paucity of literature on the use of soft-power 
inherent in the use of smart phone technology known as Cyber-wazi to produce contents that has a blend of 
religious and cultural views to counter narrative of the extremist worldviews exacerbated by the revered voices 
of religious and ethnic leaders often termed sacred.  
 
1.1 Cyber-wazi Explained  
Wazi is a Hausa word for religious preaching. It has become double-edge sword for religious adherents and 
those who radicalized people under the guise of religious teaching. To this end, this study intends to 
contextualized a framework within cyber space by using a specialized smart phone applications known as 
Cyber-wazi as subset of any social media network to disseminate religious and peace-inspired messages to 
the target demography likely to be radicalized with a view of changing the radical ideological narratives that has 
always been the water-shed of extremist in the north-eastern region of Nigeria, this concept is carefully crafted 
to re-echo the existing vocabulary of disseminating religious teaching known in Hausa as “wazi”, in our 
adaptation we coined the term as “cyber-wazi”. This study intends to suggest a smart phone application to 
disseminate the religious and cultural teachings as a way to counter the narrative of extremists; this is based 
on our hypotheses that violent extremism are inherently ideological warfare that could be effectively countered 
by ideological re-orientation. We suggest a social, cultural, technological, religious and conceptual framework 
that could re-orientate the discourse on combating extremism.  
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The rest of the paper is organized as follows: in Section 2, we review the related literature. In Section 3, we 
present theories for countering the violent extremism. In section 4, we present research problem and objectives 
as well as research directions by using cyber-wazi applications and other constructs for combating violent 
extremism in the north-eastern part of Nigeria.  In Section 5, we present the mathematical model that based on 
our theories.  Finally, we provide the conclusion and future work in Section 6. 
 
2. RELATED WORKS 
 
We summarize the literature in the related areas: the dominant strategy against violent extremism in the north-
eastern Nigeria, the changing dynamics of counter-terrorism in the 21st century, and soft power, Smart phone 
technology and counter terrorism. 
 
2.1 The dominant strategy against violent extremism in the North-eastern Nigeria 
At the outset of the violent extremism rampage in 2009 which caused an untold loss of life, property and 
livelihood in the region and a near-anarchy of the whole country in 2013-2015, the country was caught off-
guard. Since too little was known about violent extremism, no strategy and comprehensive plan, therefore, the 
initial reaction of the government was the inevitable military onslaught against the insurgents. The overstated 
forceful encounter was valid owing to the carnage, but the outcome of the success was very relative as it 
effectiveness was not holistic, but further it exposed the level of corruption, strategy  and indecisiveness of both 
civilian and military hierarchy to quell the uprising (Bappah, 2016; Campbell, 2014; Varin, 2018).  
 
Thereafter, dialogue and negotiation was later initiated as an alternative measure in the wake of kidnap of 
Chibok girls to secure their release because of the global outrage (Nwankpa, 2017). While these measures are 
of immediate relevance, these could not secure peace in the long term, there are other complimentary measure 
that should support military strategy. Abdulazeez (2015) studies offered other alternatives that could ensure 
long-term peace, these are comprehensive economic and social reforms through provision of jobs, education 
for the highly out of schools children that potentially breeds extremism and proper management of the 
humanitarian displacement situation in the region. Other alternative such as the use of technology to tackle the 
ideological foundation of terrorism is considered in this study. 
 
2.2 The changing dynamics of Counter-terrorism in the 21st century 
The brutal onslaught by security agencies coupled with increasing policing of social media platforms against 
terrorist have led to the group’s loss of physical territory.  However, the terrorist have exploited the other virtual 
platforms such as a messaging application for clandestine propaganda and recruiting new member. Bloom and 
Daymon (2018) study investigated the future threats and ISIS’s caliphate and revealed that the groups have 
been using Telegram by manipulating the anonymity feature of the Telegram application with enhanced 
addictive and rich online environment for group identity, shared opinions, and dominant ideologies. Edwards 
and Gribbon (2013) investigated the use of technology in radicalization in the United Kingdom by interviewing 
terrorists allegedly recruited online; they discovered that the current process of radicalization is done secretly. 
In most cases people who do not normally go for religious gathering to partake in radical views turn to the use 
of technology to find information in line with extreme beliefs. From these studies, it was crystal clear that the 
modes of operation of terrorists have morphed to a more technological dimension, especially the use of social 
media applications which are readily available on smart phone.  
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Ogunlana (2019) re-echoed the changing the tactics of the 21st-century terrorists approach now acquiring 
technological capabilities for destructive mission such as cyberterrorism, pervert doctrines and falsehood, 
blackmail guided by  religious radical ideologies that are currently affecting the dynamics of conflict. It therefore 
becomes imperative to investigate this new trend of cyber-terrorism.  
 
2.3 Soft power, Smart phone technology and counter terrorism 
Research in computers and smart phone technology has gained prominence using the utilitarian constructs i.e 
communications, business and learning in a most pervasive ways. However, they have not been a sustained 
effort to double-down on how the soft power in smart phones technology can be used to combat violent 
extremism. Soft power as coined by Pamment (2016) is the ability to diplomatically influence the behavior of 
others without the use of force, but by using persuasion and argument to desire your intended outcome in the 
life of the targeted audience. In other words, soft power has an attractive force that can acquiesce and ensure 
common grounds in comparative views. Soft power was previously an exclusive reserve of politics and public 
diplomacy, but currently, when judging from the social cohesion made available from smart phone technology, 
it is clear that the terrorist groups employ these same tactics to foster common grounds, indoctrinate, radicalize, 
recruit, and other operational planning (Blechman, 2004).   
 
Smart phone technology and applications, possesses both soft power as well as smart power. Its addictive 
power can affect an outcome on the target audience behaviorally, and cause the target audience to be receptive 
to the dominant message on the applications. The smart phone and social media applications have an alluring 
function for bonding, propaganda, user engagement, radicalization, and recruitment because of their addictive 
qualities (Bloom & Daymon, 2018).  To achieve an ultimate power in the fight against violent extremist, they 
must a conscious and strategic combination of hard and soft power. The reach of this study is to explore this 
stand point. 
 
3. CONCEPTUAL FRAMEWORK 
 
To guide this research, we employed two theories: Information diffusion and agent based model to support our 
attempts.  
 
3.1 Information Diffusion Theory 
Diffusion of information is a theory that attempt to unravel how information, ideas, or innovation are propagated 
in a social system (Yang et al., 2015). The main determinant of information diffusion is the influence of the 
individual nodes (users in a social system or social networks). How information may diffuse in a network is 
affected by the structure of the network, in which users’ structural properties reflect their social roles in different 
socio-religious and traditional settings. Roles played by different actors in information diffusion process are 
determined by the influence a given actor has on other actors in a given environment. Social media such as 
twitter demonstrates how an information diffuses in the network, a tweet on a Twitter application corresponds 
to a piece of information and the rate of diffusion is shown by the number of retweet, Lou and Tang (2013) 
revealed that 25% of information diffusion  on most social media is initiated  by 1% of users that occupies a 
central social roles and who are bridges between otherwise disconnected communities in a network. The buzz 
and retweet and the level of information diffusion in a social environment originated from opinion leaders, 
celebrities, religious and traditional leaders, hence every information have larger diffusion scales but also have 
longer lifespans of diffusion. In our research direction, we propose that social, religious and traditional roles can 
be used to diffuse counter violent ideological messages with the development of cyber-wazi application. 
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Fig 1: Components of Information Diffusion Model 
 (Source: Razaque et al., 2019) 

 
3.2 Agent-Based Model 
Agent-based modelling (ABM) is an approach to modelling systems consisting of autonomous, interacting 
agents (Macal & North, 2010). It is a way to model the dynamics of complex systems and other adaptive 
systems. Agent-based models simulate the behavior of agents (human or otherwise) used to observe the 
collective effects of behaviors and interactions. The development of agent modelling tools has brought about 
by advances in computation have made possible an increase in agent-based applications across a variety of 
domains and disciplines. Agent-based modelling provides a way to model social systems that are made up of 
agents who interact with and influence each other, learn from their experiences, and adapt their behaviors so 
they are better suited to their environment.  
 
In other words, their behavior must be adaptive, able to learn and change its behaviors in response to its 
experiences, to be called an agent. In this study, the agents are opinion leaders (religious or traditional) whose 
can influence the behaviors of other agents or the member of the society by information that cascades from 
them. Opinion leaders exerts two types of interpersonal influence, these are informational and normative 
influence. Informational influence is the level of acceptance of a given information by others based on evidence 
of reality. Religious and traditional opinion leaders in the north exert high level of influence on the people within 
their jurisdiction. Making them a vanguard of peace and non-violent messages using smart phone applications 
would have a far-reaching impact on counteracting the wrong religious ideology that has precipitated terrorism 
Normative influence, on the other hand, use the status compliance on other members of the society to affect 
their cognitive disposition to violence.  
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Hence, normative traditional and religious opinion leaders can effectively exert social pressure and social 
support and thereby influence decision-making processes of the people in regards to ideology. Since people 
aim to create and maintain meaningful social relationships, they often engage in behaviors approved by opinion 
leaders, such as adopting a peace message to appeal to their leaders (Eck et al., 2011). Even privately 
consumed information prioritize the informational influence for conformity, therefore, publicly consumed 
information are greatly influenced by informational and normative influence of opinion leaders in the war against 
wrong ideology. We assume that religious and traditional opinion leaders play an important role in the diffusion 
of peace related information in the north.  Opinion leaders may influence the spread process of counter-
ideological information by increasing the speed of diffusion to have the maximum impact on the target 
population. 
 
4. RESEARCH PROBLEM  
 
Terrorism has grown in leaps and bounds transcending form a local to an international dimension, therefore, it 
is important to think globally and act locally in addressing the menace in Northern Nigeria. One of the areas that 
has not been holistically considered in addressing the ideological foundation of terrorism is the use of 
technology, especially the smart phones and it associated communication applications.  
 
Nosiri and Ibekwe, (2016) posited that globalizations arising from the growth in information and communication 
technology possess a great challenge to the war of terrorism. This is because terrorists have established an 
effective link with other international violent groups through information and knowledge sharing, fund raising 
and recruitment through the use of technology. Based on this, it is important to note that the insurgency in the 
north-eastern Nigeria is not an isolated incidence; therefore, the solution should be far-reaching to inculcate the 
technological approach. 
 
Violent extremism is an off-shoot of indoctrination and wrong interpretation of cultural and religious ideology, to 
devise a robust counter-insurgency approach, the often overlooked “information” element should be duly 
considered. While, there is an overwhelming judgement of the effect of incendiary preaching on radicalization, 
the use of ubiquitous technology such as smart phones and it application have not been considered.  
 
4.1 Research Aims and Objectives 
The research aims to investigate the use of smart applications, known as cyber-wazi to combat violent 
extremism. The specific objectives are: 

i. Study the effect of sermons/wazi on radicalization of youth in the north-eastern Nigeria 
ii. Evaluate the role of opinion leaders in counteracting radicalization  
iii. Develop a framework/model based on the theories that  can be used to disseminate counter-

terrorism messages with the aid of cyber-wazi 
 
4.2 Research Directions  
We intend to present a research framework based on information diffusion and agent based network. This 
research focuses mainly on how efficiently can information (wazi) flows through a social network ecosystem to 
counter the violent narratives of terrorist by using cyber-wazi. The cyber-wazi group would be integrated into 
the social media networks to selectively monitor and review clandestine activities of terrorist and respond 
promptly by posting peace-inspired messages to counter the violent ideological messages of the violent group.  
We have allotted high weight to religious teaching as the off-shoot of radicalization from our preliminary 
investigations and that cyber-wazi construct could counter the effect of this ideological nuance. 
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5. CONCLUSION AND DIRECTION FOR FUTURE WORK 
 
This research presents new vista of approach to counter terrorism using ideological dimension. The framework 
would need to be tested with real-life data using the weighted influence of the agents/opinion leaders used in 
the model with a view to determining the effectiveness.   
 
Future work would simulate the impact of opinion leaders on information diffusion and the effectiveness of our 
model. 
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