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ABSTRACT 
 
The paper uncovers possible security vulnerabilities with the 5G technologies, demystify speculations and 
controversies that linked 5G technology with the Covid-19 pandemic and also discusses the innovations and social 
benefits-5G promises to deliver to the global community. 
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1. INTRODUCTION 
 
The recent misleading information that linked covid-19 pandemic with the 5G technology has generated serious 
debates not only in Nigeria (Commission, 2019) but also in some European countries (Cerecede, 2020). Even 
though all the speculations have no proven scientific or empirical evidence from any recognized - international 
regulatory or standards bodies such as 3GPP, IMT, IEEE or ITU. This paper is intended to unveil possible 
vulnerabilities of 5G system from the technology perspectives and discuss the innovation and social benefits 5G 
promises to deliver to the global community.  The 5th Generation (5G) of mobile networks is on the horizon and 
promises to deliver a unifying connectivity fabric that will take on a much larger role than previous generations, It 
is a new kind of network that will not only interconnect people, but also interconnect and control machines, objects, 
and devices — a platform for innovations that can enable new services, empower new user experiences, and 
connect new industries (Huawei, 2019) (Boyd, Shilpa, Reza, & Stewart, 2014).   
 
The 5G technology will significantly enhance and lower cost for mobile broadband services available on today 3G 
or 4G networks, while also bringing new kinds of services to life, such as enabling mission-critical control through 
ultra-reliable, low-latency links and connecting the massive Internet of Things (IoT) (Teral, 2019). For the past 
decades’ mobile networks have evolved to interconnect people in new and better ways.  Although this evolution of 
new features and technologies is continuous, nearly every ten years a new generation of mobile technologies is 
introduced that delivers a big leap in performance, efficiency and capability (Qualcom Technologies, 2016). And 
now, the world sits at the dawn of the fifth generation of mobile — 5G, a unifying connectivity fabric for a wide 
range of industries that will bring significant economic and societal benefits (Qualcom Technologies, 2016) (Boyd, 
Shilpa, Reza, & Stewart, 2014). 
 
1.1 The Innovations 5G Promises to Deliver 
5G is a platform for innovations that will re-define a wide range of industries by connecting virtually everyone and 
everything, from workers and patients to robots and crops, supporting the connectivity needs across a variety of 
world-changing use cases.  
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5G will bring together people around the globe to achieve new levels of efficiency that will benefit the entire society 
(Boyd, Shilpa, Reza, & Stewart, 2014) (Huawei, 2019). – examples include safer autonomous transportations, 
reliable access to remote healthcare, smarter agriculture, autonomous manufacturing, smart city and infrastructure, 
digitize logistics and retail, efficient use of energy/ utilities and improved public safety and security (Qualcom 
Technologies, 2016) (Ericsson, 2015). The potential for 5G is not limited to these use cases, as there are many 
emerging and new applications that are yet to be completely defined or even known today (Teral, 2019) (Qualcom 
Technologies, 2016). Thus, 5G is being designed with flexibility and scalability in mind in order to provide this 
unifying connectivity platform for future innovations. Today, the mobile industry has broadly agreed on and defined 
three main categories of 5G services: (a) enhanced mobile broadband (b) mission-critical control (c) massive 
Internet of Things – each driving a very diverse set of requirements (Qualcom Technologies, 2016).  
 
2.    5G STANDARDIZATION  
The two major players involve in the standardization of 5G specifications are intergovernmental organizations (such 
as ITU, 3GPP, 3GPP and IMT) - whose are in charge of defining key performance indicators(KPI) and supervision 
and guidelines for the implementation of 5G standards (Ericsson, 2015). The second group of players are the 
manufacturers- that are responsible for rolling out 5G infrastructures and products (such as Ericsson, Siemens or 
Qualcomm). 3GPP was the standard regulatory body that supervised the development of 3G UMTS (including 
HSPA) and 4G LTE standards, is also responsible for defining 5G NR – the global standard for 5G New Radio that 
will ensure the quality, performance, and interoperability of 5G devices and networks (Teral, 2019).  
 
3GPP is also defining 5G new radio interface that will scale to address diverse 5G services and devices, pushing 
many limits to deliver not only significantly higher performance but also unprecedented levels of cost, power, and 
deployment efficiencies. Additionally, 5G radio interface is being designed to get the most out of every bit of 
spectrum across a wide array of spectrum regulatory paradigms (including licensed, shared, and unlicensed) and 
all spectrum bands – from low bands below 1 GHz, to mid bands from 1 GHz- - 6 GHz), to high bands known as 
millimeter wave (mmWave) (Huawei, 2019) (Qualcom Technologies, 2016).  
 
Designing the 5G NR unified air interface is by no means a trivial task. Not only does it need to meet the diverse 
set of requirements of known use cases, but its foundational design must also ensure seamless forward 
compatibility with both emerging and future unknown services. To achieve this, the 5G new radio design will include 
flexible OFDM-based waveforms and multiple access techniques, optimized for the various 5G services and 
deployment types (Ericsson, 2015) (Qualcom Technologies, 2016). A new common, flexible 5G NR framework and 
a self-contained integrated subframe design will allow network operators to more efficient multiplex diverse 
services on a unified 5G network, while also ensuring 5G NR forward compatibility to future 5G features and 
services. Moreover, 5G NR will incorporate a plethora of advanced wireless technologies, such as Beamforming, 
massive MIMO that provides access higher spectrum bands including mmWave, that are key enablers to meeting 
the extreme variation of 5G requirements (Qualcom Technologies, 2016) 
 
2.1 5G Products and Manufacturers 
The impact that the standards will have on every single stakeholder in the industry, including ISP’s and hardware 
manufacturers. All the 5G systems and related products- the manufacturers produces have to meet the standards; 
specifications- otherwise no 5G label are allowed to put on the products (Ericsson, 2015). without a label, a service 
provider/ISP or manufacturer would have serious issues in the marketing their products 
 
2.2 Transition from 4G-5G 
The key technical differences between 4G and 5G, the later outperforms the former in every key indexes that 
include latency, data traffic, peak data rates, available spectrum and connection density. The transition from 4G-
5G, a device/system has to meet these standards (Qualcom Technologies, 2016):  (a) latency lower than 1ms (b) 
peak data rates higher than 20Gb/s and  (c) connection density higher than 1million connections/Km2   
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3.  5G SECURITY CONSIDERATIONS 
 
Security and privacy are cornerstones for 5G to become a platform for the network infrastructure,5G systems are 
the next step in the evolution of mobile communication, as a fundamental enabler of the networked Society- 5G 
networks need to provide capabilities not only for voice and data communication as we know it today, but also for 
new use cases and new industries, and for a multitude of devices and applications to connect society at large 
(Huawei, 2019). In near future, what would characterize 5G, is that it will have a crucial role in the operation of 
society. The full scope of security, privacy and resilience will be a concern that spans far beyond technology. It will 
ultimately impact legal frameworks, regulation and actions by commercial entities and individuals. There will be 
increased regulatory involvement in how entire 5G systems will operate (Qualcom Technologies, 2016) (Fang, 
Qian, & Hu, 2018). 
 
3.1  5G System’s and Public Safety 
Since 5G is aimed at supporting new business models and involves new actors, trust models will change, giving 
rise to extended requirements in areas such as authentication between various actors, accountability and non-
repudiation (Qualcom Technologies, 2016). For example, for new critical services such as public safety, the type 
of security requirements that will be projected onto the 5G infrastructure need to be considered with the 
seriousness. The new type of devices and services, transported by 5G will span an extremely wide range of security 
requirements and will at the same time have very different security postures: industry automation control 
devices, shipping containers, vehicles forming entire capillary networks, tiny climate monitoring sensors and, next-
generation tablets and smartphones (Boyd, Shilpa, Reza, & Stewart, 2014).  
 
The existing trust model obviously does not capture this evolved business and technological scenery of 5G. 
therefore, to ensure that 5G can support the needs of new business models, and ensure sufficient security, the 
trust model map must be re-drawn (Ericsson, 2015) (Fang, Qian, & Hu, 2018). As such, this does not 
necessarily mean completely redesigning security. However, it is crucial to identify any significant 
shortcomings. This must begin by defining a new trust model to match with the new evolved new cases (Ericsson, 
2015). The existing and today's networks host various values – which include revenue streams and brand 
reputation, the accessibility of these values via the internet has already attracted hacktivists, cybercrimes and 
underground economies (Huawei, 2019) (Boyd, Shilpa, Reza, & Stewart, 2014).the values hosted in, and 
generated by the 5G system are estimated to be even higher and more vulnerable (Fang, Qian, & Hu, 2018), and 
the assets (hardware, software, information and revenue streams) will be even more attractive for different types 
of attacks (Ericsson, 2015). Furthermore, considering the possible consequences of an attack, the damage may 
not be limited to a business or reputation; it could even have a severe impact on public safety. 
 
3.2   5G Security Vulnerabilities and Threats  
Due to the broadcast nature of the wireless medium, wireless information transmission is vulnerable to various 
malicious threats. Here we discuss two types of attacks:  DoS and DDoS, and MITM (Fang, Qian, & Hu, 2018) 
(Teral, 2019) - in 5G wireless system. 
 
3.2.1 DoS and DDoS Attacks 
DoS and DDoS attacks can exhaust the network resources by an adversary, DoS is a security attack violation of 
the availability of the networks. Jamming can be used to launch a DoS attack,while DDoS can be formed when 
more than one distributed adversary exists. DoS and DDoS are both active attacks that can be applied at different 
layers. Currently, detection technique is mostly used to recognize DoS and DDoS attacks. With a high penetration 
of massive devices in 5G wireless networks, DoS and DDoS will likely become a serious threat for operators (Fang, 
Qian, & Hu, 2018).  DoS and DDoS attacks in 5G wireless networks can attack the access network via a very large 
number of connected devices, based on the attacking target, a DoS attack can be identified either as a network 
infrastructure DoS attack or a device/user DoS attack.  
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A DoS attack against the network infrastructure can strike the signaling plane, user plane, management plane, 
support systems, radio resources, logical and physical resources. A DoS attack against device/user can target on 
battery, memory, disk, CPU, radio, actuator and sensors (Ericsson, 2015) (Fang, Qian, & Hu, 2018). 
 
3.2.2 Man in the middle attack (MITM) 
In this case, the attacker secretly takes control of the communication channel between two legitimate parties. The 
MITM attacker can intercept, modify, and replace the communication messages between the two legitimate parties. 
MITM is an active attack that can be launched in different layers. In particular, MITM attacks aim to compromise 
data confidentiality, integrity, and availability (Boyd, Shilpa, Reza, & Stewart, 2014) (Ericsson, 2015). 
 
4. CONCLUSION 
 
The ubiquitous nature of 5G devices and wide connectivity will not only affect the technological attack surface; the 
exposure to social engineering attacks will also increase. Intruders or people claiming to be work colleagues or 
repair technicians, for instance, may contact an individual and request various kinds of access – not only to the 
individual's information, but also to their devices. Authentication security service techniques such as 
username/password need to be improve or phased out, to meet the requirements of 5G use cases, because the 
new threats emphasize the need for measurable security assurance and compliance; in other words, verifying the 
presence, correctness and sufficiency of the security functions in the pervasive 5G network infrastructure is very 
vital.  
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