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ABSTRACT

This research focuses on the transformative power of Artificial Intelligence in modern
cyberwarfare, in particular, its effects on Al automation and data weaponisation throughout
the 2023 Nigerian presidential election. We have analysed the ways by which Al is redefining
cyberspace operations and found both the potential benefits of the use of Al in such
operations and the very serious security and ethical challenges brought forth. Using a four-step
methodology, we identified current trends in Al and cyberwarfare, harvested and analysed over
six million tweets relevant to the Nigerian election, and set the foundation for building an Al
model whose objective is to mimic Nigerian communication styles to generate fake content.
Our findings indicate that the potential of Al-generated disinformation to manipulate election
results is downright terrifying. This means that policymakers must understand and regulate the
use of Al in cyber warfare for national security protection.
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1. INTRODUCTION

In recent years, modern warfare has transformed significantly, driven by the rapid integration
of Artificial Intelligence (Al) into military operations, particularly cyberwarfare (Hartmann &
Giles, 2020). Al's capabilities have revolutionised strategies in cyber operations, affecting both
offensive and defensive tactics.
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Al-driven automation enables routine tasks, like monitoring network traffic, identifying
vulnerabilities, and responding to threats, to be executed with unprecedented speed and
efficiency. This not only frees human operators from more complex tasks but also reduces
response times, crucial for countering evolving cyber threats. Al's adaptive nature amplifies its
impact. Machine learning algorithms enable systems to learn from previous attacks and adjust
tactics in real time, enhancing both offensive and defensive strategies. Al improves situational
awareness in cyber warfare by analysing vast amounts of data in real time, aiding in proactive
defence strategies and dynamic adjustments of cybersecurity measures.

However, integrating Al into cyberwarfare poses challenges and ethical considerations.
Autonomous Al decision-making raises questions about accountability and unintended
consequences. Balancing Al's security benefits with responsible use is crucial (Cristiano et al.,
2023). A study by Cristiano et al. (2023) highlights the nuanced state of cyberspace, existing
in a perpetual state of unpeace, marked by espionage, sabotage, and subversion. Al-driven
automation and data weaponisation are pivotal in this transformation. Al-driven automation
involves advanced algorithms and machine learning to streamline tasks like monitoring
network traffic and identifying vulnerabilities (Malik, 2023). This enhances efficiency and
allows human operators to focus on complex challenges (Masriadi et al.,, 2023). The
collaboration between humans and Al strengthens cybersecurity frameworks, with Al enabling
proactive defence mechanisms.

Data weaponisation, another key aspect, involves Al systematically analysing vast datasets to
identify and exploit individual vulnerabilities. Al's analytical capabilities allow attackers to
discern intricate patterns, making personalised, highly effective threats. Al continuously learns
from past attacks, evolving its strategies, and challenging traditional cybersecurity measures.
The personalised and adaptive nature of data weaponisation necessitates a reassessment of
current cybersecurity strategies. Traditional defences often fail against these sophisticated
threats, as evidenced by Ukraine's use of Al to identify Russian operatives and deploy
autonomous drones (Bergengruen, 2024; Hambling, 2023). Generative Al introduces new
threats, enabling cybercriminals to generate malware, create synthetic identities, and fabricate
data for fraud, as seen with the OnlyFake platform (Lemonnier, 2024).

Generative Al's applications extend to creating realistic identification documents and
facilitating financial fraud and unauthorised access. Nation-state actors exploit Al capabilities
for malicious activities, as revealed by Microsoft Threat Intelligence and OpenAl, involving
actors from China, Iran, North Korea, and Russia (Microsoft Threat Intelligence, 2024) and
(Coker, 2024). Al automation and data weaponisation also influence geopolitical processes
through disinformation. CrowdStrike predicts a significant Al impact on 2024 elections in
various countries, including the U.S., Russia, India, and others, highlighting the manipulation
potential for strategic gains. In summary, Al's integration into cyberwarfare brings
transformative changes and ethical challenges. Understanding its implications is crucial for
policymakers, military strategists, and cybersecurity experts navigating the evolving digital
battleground.
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1.1 Problem Statement

The evolving landscape of cyberspace, marked by a state of "unpeace" and grey zone conflicts,
presents distinct challenges (Cristiano et al., 2023). The integration of Al into cyberwarfare
reshapes conflicts, raising security and ethical concerns. Al-driven automation enhances
response times and operational efficiency but raises ethical issues about accountability and
unintended consequences. Data weaponisation, powered by Al, poses signhificant threats
(Bergengruen, 2024). Personalised, adaptive attacks, as seen in the Russian/Ukraine conflict
with Ukraine’s use of Clearview Al and autonomous drones, challenge traditional cybersecurity
measures (Hambling, 2023).

Generative Al enables cybercriminals to quickly generate sophisticated malware, create
synthetic identities, and fabricate data for fraud (Lemonnier, 2024). Nation-state actors
misuse Al services for malicious activities (Coker, 2024; Microsoft Threat Intelligence, 2024).
The multifaceted impact of Al in cyberwarfare, from defensive enhancements to offensive
threats, necessitates a comprehensive understanding. The challenge lies in balancing Al's
benefits with responsible use, addressing ethical concerns, and formulating robust defence
strategies to safeguard national security against evolving digital threats.

1.2 Aim and Objectives
This study aims to thoroughly investigate the implications of Artificial Intelligence (Al)
capabilities in the domain of cyber warfare, specifically focusing on how Al automation and
data weaponisation can impact Nigeria by analysing the trends on the global stage.
To achieve this, the following are the objectives

1. Analyse the global use of Al in cyberwarfare

2. Create an Al model and train it to act like a Nigerian to spread fake news on social

media
3. Analyse the accuracy and possible impact on Nigeria’s national security
4. Provide recommendations for Nigeria on how to utilise Al for national security

1.3 Scope of the Study

This study's scope includes a thorough investigation of the consequences of Artificial
Intelligence (Al) capabilities in the field of cyber warfare, with a particular emphasis on how
Nigeria is impacted by Al automation and data weaponisation. The study will examine how Al is
transforming cyber operations' offensive and defensive strategies.

2. RELATED STUDIES

To understand cyberwarfare, we first define cyberspace and warfare. The North Atlantic Treaty
Organization (NATO) describes cyberspace as "the global domain within the information
environment, consisting of the interdependent network of information technology
infrastructures, including the Internet, telecommunications networks, computer systems, and
embedded processors and controllers" (Shea, 2018). The United Nations (UN) defines it as
"the complex environment resulting from the interaction of people, software, and services on
the Internet using technology devices and networks connected to it" (UNIDIR, 2014). Ivanova
et al. (2022) add that cyberspace encompasses interconnected computer networks,
information systems, and digital infrastructure, characterised by its global distribution, unique
online behaviour rules, and potential for various harms.
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Warfare, according to Britannica (2024), is the lawful use of force between countries, distinct
from civil war, and governed by international laws such as the United Nations Charter and the
Geneva Conventions. It must be conducted by lawful combatants with limited methods and
means, avoiding civilian and neutral targets. The Cambridge Dictionary further defines warfare
as the activity of fighting a war, including the weapons and methods used (Cambridge
Dictionary, n.d.). Cyberwarfare, a concept without a single, universally accepted definition,
involves using digital technology to carry out hostile actions against a country, group, or
individual to cause harm.

This includes misinformation campaigns, disabling critical infrastructure, spreading malware,
hacking, and electronic espionage. It can target various sectors, such as banking, military
networks, government organisations, and essential utilities like communication and electricity
grids. Cyberwarfare often combines offensive and defensive tactics and significantly impacts
privacy, the economy, and national security. Some experts debate whether cyber warfare
exists, as no single cyber-attack has been officially termed war (NATO, 2013).

Major international organisations, including the UN and NATO, acknowledge cyberspace's
complexities and the potential for conflict within it. The UN focuses on promoting responsible
state behaviour in cyberspace and developing norms for its peaceful use (UNIDIR, 2014),
while NATO emphasises collective defence in cyberspace, recognising it as a potential conflict
domain (NATO, 2023). Researchers, governments, and militaries often articulate cyberwarfare
involving state and state-sponsored actors (Hodges & Creese, 2015). Wilcox (2018) suggests
that the distinction between cyber warfare and other cyberattacks is contextual, with cyber
warfare defined as cyberattacks within overt military engagements, like the Syrian war against
the Islamic State or Russia's actions in the Russo-Georgian war and the annexation of Crimea.
He contrasts this with clandestine nation-state cyber-attacks, such as alleged Russian
operations in Eastern Ukraine, emphasising anonymity and non-attribution. Wilcox also
highlights that Russia and China view cyber warfare as part of information warfare, using it in
conjunction with or as a precursor to conventional military actions. To summarise it all,
cyberwarfare involves using digital technology to conduct hostile actions, blending offensive
and defensive tactics, significantly affecting privacy, the economy, and national security, and
posing unique challenges to international law and governance.

2.1 History and Real-World Impact of Cyberwarfare

Cyberwarfare has evolved from theoretical discussions to a daily reality, impacting various
sectors, including finance, education, health, and private businesses. The first recorded cyber-
attack dates back to 1834 when two thieves hacked the French telegraph system to steal
financial information (Monroe College, n.d.). In 1962, MIT student Allan Scherr exploited a
punch card to print and share stored passwords, increasing computer access time (Monroe
College, n.d.). In 1971, Bob Thomas created "Creeper," the first computer virus, as a security
test (Kaspersky, n.d.). In 2007, Russia allegedly launched cyberattacks against Estonia,
responding to perceived anti-Russian behaviour (KIRICHENKO, 2024). The discovery of
Stuxnet in 2010 marked a significant milestone, as it targeted Iran's nuclear centrifuges,
showcasing the destructive potential of cyberwarfare (Greenberg, 2019; Kushner, 2013). In
2012, the Shamoon malware attack on Saudi Aramco, allegedly by Iran, crippled its operations
(James & Lee, 2015).
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By 2014, nations had developed significant cyber capabilities. North Korea was accused of
hacking Sony Pictures in retaliation for a film depicting an assassination plot against its leader
(James & Lee, 2015). The Russia-Ukraine conflict has revealed multiple cyberattacks since
2015, including a historic blackout in 2015 and the deployment of Industroyer malware in
2016, highlighting the evolving cyber threat landscape (Greenberg, 2019). Ukraine War (2022-
Present): This conflict has become a major battleground for cyberwarfare. Both sides have
been accused of launching attacks. Ukraine has received significant cyber defence support
from Western nations, while Russia has been accused of targeting critical infrastructure in
Ukraine, such as power grids and communication networks (Duguin & Pavlova, 2023).
Nagorno-Karabakh Conflict (2020):

During this renewed conflict between Armenia and Azerbaijan, both sides used cyberattacks to
disrupt communication and military operations. For instance, Armenia reported denial-of-
service attacks targeting government websites, while Azerbaijan faced attacks on its energy
infrastructure (Chernobrov, 2022). Middle East Tensions: Cyberwarfare is increasingly used in
proxy conflicts. For example, in 2019, Saudi Arabia's Aramco oil facilities were targeted by a
sophisticated cyberattack, with some attributing it to Iran as part of ongoing regional tensions
(Al-Rawi, 2021).

Africa is becoming a target for nation-state cyberattacks, potentially as a testing ground or to
disrupt regional stability. April 2024 A report by cybersecurity firm Performanta highlighted a
rise in financial trojan attacks targeting Kenyan and Nigerian banks, potentially linked to
broader geopolitical aims (Golan, 2024). Evolving Tactics: Cyberattacks are becoming more
sophisticated, targeting critical infrastructure and financial systems. In early 2023, Reports
emerged of a potential cyberattack disrupting operations at a major port in an undisclosed
African nation. The attack's origin and targets remain unclear, but it highlights the growing risk
to African infrastructure (PTSecurity, 2023).

2.2 The Impact of Al on Cyberwarfare

The integration of artificial intelligence (Al) into cyberwarfare has transformed modern conflict
and defence strategies. Al algorithms analyse vast datasets, detect patterns, and make real-
time decisions, enhancing both offensive and defensive capabilities. Al-powered systems
improve cyber defences through predictive analytics, anomaly detection, and automated
incident response, helping to pre-emptively mitigate threats (TAHIR, 2024). However, the rise
of Al in cyberwarfare also introduces challenges and ethical concerns. Al's potential misuse by
malicious actors necessitates robust safeguards and regulations. The anonymity and global
reach of cyberspace allow sophisticated attacks with minimal risk of attribution, complicating
defence efforts. International collaboration and investment in Al research are essential for
building resilient cyber defences (Yu, 2023).

The National Cyber Power Index 2022 identifies over 30 countries with developed cyber
power, with the United States, China, Russia, the UK, Australia, the Netherlands, South Korea,
Vietnam, France, and Iran being the top 10 (Voo et al., 2022). Nations are increasingly
collaborating to enhance their cyber capabilities using Al. For instance, France and Singapore's
ministries are jointly developing Al capabilities for cyber defence (Yu, 2023). Nation-state
actors leverage Al to enhance cyber capabilities.
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For example, Russia's Forest Blizzard uses Al for open-source research on sensitive
technologies, while North Korea's Emerald Sleet employs Al for reconnaissance and phishing
campaigns. Iran's Crimson Sandstorm utilizes Al for malware development and phishing, and
Chinese groups Charcoal Typhoon and Salmon Typhoon use Al for vulnerability research and
attack orchestration (digiALERT, 2024; Microsoft Threat Intelligence, 2024). These trends
underscore Al's significant role in modern cyberwarfare, facilitating sophisticated and
automated cyber operations.

3. METHODOLOGY

For this study, we use a 4-step methodology.
1. Current Trends Review: We checked out current trends of Al and cyberwarfare, and

2.

how Al is using data to change the norm in the cyberwarfare domain.

Data Collection: The data was collected from Twitter (now X) using their API. This data
collection exercise was focused on tweets emanating from Nigeria on the subject of
the 2023 presidential election. This was a data collection exercise to determine what
effect this collection of datasets, if weaponised, would have on election results.

Data Analysis: Very good data analysis was done on the data that was collected to
derive the most valuable information out of it. We used analytical methods that helped
ensure the data was not only accurate and relevant but also related specifically to the
Nigerian 2023 presidential election.

Model Development Roadmap: A futuristic road map to use this data to help train a
model that will help mimic a Nigerian. This model is oriented toward generating
content for social media posting, with the output closely resembling genuine Nigerian
communication styles.

4. RESULTS DISCUSSION
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Figure 1. Insight ETL Architecture

We built an ETL architecture to collect tweets relating to conversations on Twitter (now X)
focused on the Nigerian 2023 General Elections. The collection was between September 2022
and January 2023, and a total of over 600K user data points were collected that contributed
to almost 6 million Tweets across 16 query tags, which were used for the collection.
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table_name ; row_count ; latest_record_time ; last_loaded_time ;
[PK] text integer timestamp without time zone timestamp without time zone

1 user_data 612847 2023-03-03 17:14:46.559502 2023-03-03 17:14:52.216719

2 tweet_data 5945400 2023-03-0317:14:17 2023-03-03 17:14:54.579444

Figure 2. Collected Data Summary

As shown in the hit map below, activities of tweet data collected for those periods, aligning

that to the various candidates on the presidential ballot for the major parties contesting the
election

80,000 Candidate
. @ Atiku

@ Kwankwaso
25,000

@ Peterobi
‘ Sowore
@ Tinubu

tweet_count
® 5000
@ 10,000
® @ 15.000
® ®xmw
& @ 25000

vvvvv

CEEEEEEREREREEEERERERERLRERERH
tweet_date

Figure 3. Tweet Data Activities Collected over a Period.

Currently, we have processed the tweet data to extract sentiment analysis, user data such as
username, account description, and account creation date and informed when participating
users' accounts were created, stipulating months and years, devices from which most tweets
came, helping identify bots’ participations. Below is the tweet sentiment graph for each of the
leading candidates, indicating the volume of tweets in each category of sentiments: positive,
negative and neutral. Over 25% of the tweet data across the board for all leading candidates

falls into the negative sentiment, showcasing a high level of cyberbullying present online
during this period.
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Figure 4. Tweet Sentiment Graph
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Another great observation is information that can be grabbed from the user data collected
during this period, where some part of the information suggests that the majority of the user
accounts that participated were heavily registered during the year 2022 and fewer
contributions from users from 2009.
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Figure 5. Registration Timeline for Participating Accounts

User Data - 2022 Creation Month

month count ey ars
January 9178
February 5679
March 5767
April 7186

May 6631

June 8588

July 9016
August 10761
September 13372

October 7867

November 477

Figure 6. 2022 Monthly Registration Spread.
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We took a deeper dive into the user data and matched contributions to monthly for users,
based on the tweet volumes collected and we have the following top users across the
conversations for the selected period. This indicated how much tweet data was being created
by top-rated users, as Android devices contributed more within that period (an average of 30
tweets on a daily basis), just imagine AAl-powered capability is available to these users, we
believe them to be able to generate 5X of any number that was currently generated.

username count username count_ username count
- username count_
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Figure 7. Top Contributing Users on Monthly Breakdown

Figure 8. Tweets Emanating from Devices Summary

We currently have this dataset, and as part of future research, we are building a model
(algorithm) that will be Al-powered to generate tweet data for upcoming elections based on the
training with the current data set that is no longer available in the public as they were
collected in real-time (only available with X, and coupled with the fact that some tweets and
user data might have been deleted). Our team believes that this can be weaponised in future
elections. Imagine focusing on extracting tweet data with only negative sentiments and using it
to train a model, enabling auto-generations and responses. We hope to see our model
generate some of the sample tweets in the future when fed and trained with a negative
sentiment tweets block.
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‘ Ola Pablo

What is doing on Twitter and
Nairaland would have better helped your
candidate if you go back to your LG in
Delta state to garner votes for your
candidate. Stop being a nuisance here.

Q Umar Sanni

Those of you bringing automated tools
and bots to make useless election-related
hashtags and posts, continue. Twitter will
soon ban you people. Your bots are
underperforming and creating nuisance.

@ Chiwendu

All these Obidiots, you can't even think
other than trending nonsense on this
blue app. On suspension of campaign,
you lot generated over 10K tweets for
someone who can't donate Indomie of
10K to flood victims.

Q140 Q720 <50 Q1o Qs4 <50 Q1 Q124 <60

Kenneth Uche

=
“ Tola Aluko

480 Tweets in a week® . How will Whoever is running this bot account

convince us he/she is human
and not a BOT? People of god, please
check the Media and Tweets & Replies of

should stop that
nonsense now. This is the last time you
will be warned, you know what you are

the account. doing!

Q10 QD 12 << 60 Q10 Q 54 < 50

Figure 9. Sample Tweets that can be generated from Model
5. FUTURE WORK

Future research will be aimed at developing an Al-enabled model that can help to illustrate the
potential ways in which social media data may be weaponised in elections, using insights from
the 2023 Nigerian presidential election. This will include the generation of synthetic content
driven by sentiments that stimulate Al-driven disinformation campaigns. We will also inform
policymakers of the potential of these Al technologies and guide them in implementing
effective regulations to keep national security safe and maintain the integrity of democratic
processes.
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