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ABSTRACT

Information security uses cryptography to transform usable information using an algorithm (called cipher) into a form that
renders it unusable by anyone other than an authorized user through a process called encryption. Information that has been
encrypted can be transformed back into its original meaningful form by an authorized user, who possesses the cryptographic
key, through the process of decryption. In recent times, most cipher algorithms have being implemented in internet based online
applications to prevent the various attacks by hackers. Users of standalone applications also suffer attacks to their stored
databases and information by malicious users. To make standalone applications more secured, there is a strong need to also
implement cryptographic mechanism to protect its information and stored databases from intruders. Small scale organizations
that do not need the internet to carry out activities still need some measure of database security. This research work provides an
overview of computer security techniques with special reference to data encryption. Ultimately, encrypted database software
was designed using Rijndael AES algorithm. The software was designed using Visual BASIC programming language.
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1. BRIEF BACKGROUND INFORMATION

Information security uses cryptography to transform usable information into a form that renders it unusable by anyone other
than an authorized user; this process is called encryption. Information that has been encrypted can be transformed back into its
original usable form by an authorized user, who possesses the cryptographic key, through the process of decryption.
Cryptography is used in information security to protect information from unauthorized or accidental discloser while the
information is in transit (either electronically or physically) and while information is in storage. Cryptography provides
information security with other useful applications as well as including improved authentication methods, digital signatures,
non-repudiation, and encrypted network communications. Cryptographic solutions need to be implemented using industry
accepted solutions that have undergone rigorous peer review by independent experts in cryptography. The length and strength of
the encryption key is also an important consideration. A key that is weak or too short will produce weak encryption. The keys
used for encryption and decryption must be protected with the same degree of rigor as any other confidential information. They
must be protected from unauthorized disclosure and destruction and they must be available when needed.

In cryptography, a Caesar cipher, also known as a Caesar's cipher, the shift cipher, Caesar's code or Caesar shift, is one of the
simplest and most widely known encryption techniques. It is a type of substitution cipher in which each letter in the plaintext is
replaced by a letter some fixed number of positions down the alphabet. For example, with a shift of 4, A would be replaced by E,
B would become F, and so on. The method is named after Julius Caesar, who used it to communicate with his generals. This
research study will seek to design and implement an encrypted database cryptographic system using Rijndael AES algorithm.

Today’s cryptography is vastly more complex than its predecessor. Unlike the original use of cryptography in its classical roots
where it was implemented to conceal both diplomatic and military secrets from the enemy, the cryptography of today, even
though it still has far-reaching military implications, has expanded its domain, and has been designed to provide a cost-effective
means of securing and thus protecting large amounts of electronic data that is stored and communicated across corporate
networks worldwide. Cryptography offers the means for protecting this data all the while preserving the privacy of critical
personal financial, medical, and ecommerce data that might end up in the hands of those who should not have access to it. There
have been many advances in the area of modern cryptography that have emerged beginning in the 1970s as the development of
strong encryption-based protocols and newly developed cryptographic applications began to appear on the scene. On January,
1977, the National Bureau of Standards (NBS) adopted a data encryption standard called the Data Encryption Standard (DES),
which was a milestone in launching cryptography research and development into the modern age of computing technology [1].
Moreover, cryptography found its way into the commercial arena when, on December, 1980, the same algorithm, DES, was
adopted by the American National Standards Institute (ANSI). Following this milestone was yet another when a new concept
was proposed to develop Public Key Cryptography (PKC), which is still undergoing research development [2].
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When we speak of modern cryptography, we are generally referring to cryptosystems because the cryptography of today
involves the study and practice of hiding information through the use of keys, which are associated with Web-based applications,
ATMs, Ecommerce, computer passwords, and the like. Cryptography is considered not only a part of the branch of mathematics,
but also a branch of computer science. There are two forms of cryptosystems: symmetric and asymmetric. Symmetric
cryptosystems involve the use of a single key known as the secret key to encrypt and decrypt data or messages. Asymmetric
cryptosystems, on the other hand, use one key (the public key) to encrypt messages or data, and a second key (the secret key) to
decipher or decrypt those messages or data. For this reason, asymmetric cryptosystems are also known as public key
cryptosystems. The problem that symmetric cryptosystems have always faced is the lack of a secure means for the sharing of the
secret key by the individuals who wish to secure their data or communications. Public key cryptosystems solve this problem
through the use of cryptographic algorithms used to create the public key and the secret key, such as DES, and a much stronger
algorithm, RSA.
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The RSA algorithm is the most popular form of public key cryptosystem, which was developed by Ron Rivest, Adi Shamir, and
Leonard Adleman at the Massachusetts Institute of Technology in 1977 [3]. The RSA algorithm involves the process of
generating the public key by multiplying two very large (100 digits or more) randomly chosen prime numbers, and then, by
randomly choosing another very large number, called the encryption key. The public key would then consist of both the
encryption key and the product of those two primes. Ron Rivest then developed a simple formula by which someone who
wanted to scramble a message could use that public key to do so. The plaintext would then be converted to ciphertext, which
was transformed by an equation that included that large product. Using an algorithm developed through the work of the great
mathematician, Euclid, Ron Rivest provided for a decryption key, one that could only be calculated by the use of the original
two prime numbers. Using this encryption key would unravel the ciphertext and transform it back into its original plaintext.
What makes the RSA algorithm strong is the mathematics that is involved. Ascertaining the original randomly chosen prime
numbers and the large randomly chosen number (encryption key) that was used to form the product that encrypted the data in
the first place is nearly impossible [2].

A very popular public key cryptosystem is known as Pretty Good Privacy (PGP), developed by Phil Zimmerman beginning in
early 1991 [2]. The strength of the keys that are created to encrypt and decrypt data or communications is a function of the
length of those keys. Typically the longer the key, the stronger that key is. For example, a 56-bit key (consisting of 56 bits of
data) would not be as strong as a 128-bit key. And, consequently, a 128-bit key would not be as strong as a 256- or 1024-bit key.
Database encryption system can help to protect organizational staff who may want to perform some ill practices to
organizational stored databases. Database security includes a broad knowledge such as access control, application access,
vulnerability interference and auditing mechanisms. These knowledge areas are required in developing a secured database
system for organizations [4]. Pistoia et al., [5] conducted on system security and concluded that the three areas of security
vulnerability in software systems are access-control, information flow, and application-programming interface conformance.

1.1 Research Problem

Most existing cryptographic systems have gained so much usefulness in curbing online, real time systems. This is because most
organizations tend to be geared towards using internet based services in enhancing and facilitating their activities. However, not
much emphasis is laid on standalone applications.Databases in standalone applications, if not effectively protected by
encryption mechanisms is prone to insiders attack. Despite the growth in internet technology, mobile computing and ubiquitous
computing, some organizations still depend on standalone applications in carrying out there day to day information processing.
This is premised on various advantages such as; standalone applications cannot be attacked by hackers on the internet because it
is not internet based; the level of intruders is reduced to organizational staffs that are given access by way of authorization to use
such applications. Therefore, there is the strong need to develop a database encryption mechanism and organizations can use in
information security.

1.2 Research Direction

The research is intended to design and implement a computerized encrypted database system for standalone applications using
Advanced Encryption Standard (AES), also known as Rijndael algorithm. This will provide likely solutions or techniques that
can curb or reduce the insider threat to computer systems databases. It will also provide facilities for storing user information,
encrypting and decrypting user information and provision of facilities for protecting information from unauthorized or
accidental disclosure while the information is in transit (either electronically or physically).

2. RELATED WORKS

Malhotra et al., [6] proposed a hybrid cryptography approach known as a symmetric key technique. Also a new process where
the principle of computer graphics and properties of geometrical shape were presented to encrypt data. Two geometrical shapes,
the ellipse and the rectangle were taken as cover where the information is placed and series of geometric transformation
operations are defined to encode the information which uses the properties of ellipse, rectangle and symmetric key algorithm.
The work also included geometric shape and alternative transformation to enable information security to be achieved to a
greater degree.
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Kenekayoro [7] based on an investigative research on DES, which was the first encryption system to meet the National institute
of standards and technology’s requirement and certified as an encryption system and also incidentally standardized thereafter.
Also, a critical review of some of the challenges and criticisms encountered by industry experts as they use encryption system
came to the conclusion that DES still had the capacity to effectively secure our confidential information based on already
published cryptoanalysis, [7]. The security goals of the proposed algorithms by many researchers such as AES, DES, RSA were
enhanced to maintain the security on the communication channels employed for encrypting and decrypting data. This was done
to make it difficult for an attacker to predict a pattern for encrypting and decrypting and the speed of the encryption/decryption
scheme [8]. With respect to Chosen Ciphertext Attacks (CCA), Boneh et al., [9] proposed a CCA-secure public-key encryption
scheme based on Identity-Based Encryption (IBE). These schemes provide for a new paradigm for achieving CCA-security,
which avoids “proofs of well-formedness” that formed the basis of developing a strong encryption mechanism.
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It is important to state here that employing encryption based on cryptographic algorithms to secure consumer data is of
paramount importance to organizational database. It is in this vain that Toubba [10] stresses the importance of strong
encryption key management and granular access control to computer applications. In the study carried out by Toubba, it shows
that corporations that store, transmit, and use consumer data must take steps to choose strong cryptographic solutions to protect
this data, and to employ complementary network security procedures to maximize the overall effectiveness of the encryption
product. Strong key management and granular access control are viewed as the complementary network security procedures. It
was further shown in a study [11], that the use of public key cryptography based on asymmetric key ciphers overcomes the
shortcomings of using symmetric key ciphers in isolation by enabling confidentiality, message integrity, and authentication. The
ability to break a cryptosystem was further demonstrated and that the authentication problem of their protocol that allowed them
to break this seemingly “unbreakable data encryption” is fixable, [12]. Despite the usefulness of cryptography in securing
information systems there is till skepticism on its ability to actually protect organization database [13].

3. OVERVIEW OF THE RIJNDAEL AES ALGORITHM

The Advanced Encryption Standard (AES), also known as Rijndael (its original name), is a specification for the encryption of
electronic data established by the U.S. National Institute of Standards and Technology (NIST) in 2001 (Boneh et al., 2006).
AES is based on the Rijndael cipher developed by two Belgian cryptographers, Joan Daemen and Vincent Rijmen, who
submitted a proposal to NIST during the AES selection process. Rijndael is a family of ciphers with different key and block
sizes (Boneh et al., 2006). For AES, NIST selected three members of the Rijndael family, each with a block size of 128 bits, but
three different key lengths: 128, 192 and 256 bits. AES has been adopted by the U.S. government and is now used worldwide.
It supersedes the Data Encryption Standard (DES), which was published in 1977. The algorithm described by AES is a
symmetric-key algorithm, meaning the same key is used for both encrypting and decrypting the data. AES is included in the
ISO/IEC 18033-3 standard. AES is available in many different encryption packages, and is the first publicly accessible and open
cipher approved by the National Security Agency (NSA) for top secret information when used in an NSA approved
cryptographic module.

3.1 Description of the Cipher

AES is based on a design principle known as a substitution-permutation network, combination of both substitution and
permutation, and is fast in both software and hardware. Unlike its predecessor DES, AES does not use a Feistel network. AES is
a variant of Rijndael which has a fixed block size of 128 bits, and a key size of 128, 192, or 256 bits. By contrast, the Rijndael
specification per se is specified with block and key sizes that may be any multiple of 32 bits, both with a minimum of 128 and a
maximum of 256 bits [9]. AES operates on a 4x4 column-major order matrix of bytes, termed the state, although some versions
of Rijndael have a larger block size and have additional columns in the state. Most AES calculations are done in a special finite
field.

The key size used for an AES cipher specifies the number of repetitions of transformation rounds that convert the input, called
the plaintext, into the final output, called the ciphertext.

The number of cycles of repetition are as follows [9]:
e 10 cycles of repetition for 128-bit keys.
e 12 cycles of repetition for 192-bit keys.
® 14 cycles of repetition for 256-bit keys.

Each round consists of several processing steps, each containing four similar but different stages, including one that depends on

the encryption key itself. A set of reverse rounds are applied to transform ciphertext back into the original plaintext using the
same encryption key.
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3.2 High-Level Description of the Algorithm
1. Key Expansions - Round keys are derived from the cipher key using Rijndael's key schedule. AES requires a separate 128-
bit round key block for each round plus one more [8-9].
2.  Initial Round
a.  AddRoundKey - Each byte of the state is combined with a block of the round key using bitwise xor.
3. Rounds
a.  SubBytes — A non-linear substitution step where each byte is replaced with another according to a lookup table.
b.  Shift Rows - A transposition step where the last three rows of the state are shifted cyclically a certain number of
steps.
c.  Mix Columns - A mixing operation which operates on the columns of the state, combining the four bytes in each
column.
d. Add Round Key
4.  Final Round (no Mix Columns)
a.  Sub Bytes
b.  Shift Rows
c. Add Round Key.

4. THE PROPOSED SYSTEM

4.1 Systems Analysis

The systems we are investigating are the existing cryptography software, which are usually internet-based systems. That is they
are applicable or useful in the protection of internet files or systems in the global network. This is not too appropriate because
intruders do not only attack or intrude into system within a network or internet files but can also attack standalone systems and
files or database in this standalone system. A review of literatures revealed that most existing cryptography system has a lot of
preventive facilities but their major disadvantage is that they are functional online. That is they are internet-based. A situation
when a user of a standalone system wants his system to be protected and prevented from unauthorized users or intruders may
not get a solution to his need. This will result in the user’s system being accessed by any one and as such his files and
information can easily be attacked or affected and information stolen.

In view of the above weaknesses or problems identified in existing cryptography systems used for protecting systems
information and preventing intruders from using the system, there is need for the development of a cryptography system that
will protect standalone systems information and also protect intruders from having access to such standalone systems.

Such alternative system will seek to provide prevention and protective facilities for standalone systems which others are not able
to provide. Standalone applications/systems are software that are not internet based and as such cannot be used online. They
are mostly customized applications developed to meet the information processing needs of mainly small scale organizations.

4.2 The Proposed System

The proposed system is a computerized encrypted database system. The proposed system adopted the Rijndael AES algorithm for
encrypting and decrypting information. The system will be user friendly. It will be designed with features, which provides users
with input screen such that a user can enter his/her access code to login to the system. The system generally will provide facilities
for storing, encrypting and decrypting stored database; provide facilities for protecting information from unauthorized user access.
The encrypted database system framework is given below:
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Figure 1: Encrypted Database System framework

4.2 Proposed System Algorithm

An algorithm is a finite logical sequence of steps for solving a problem that can be translated into a computer program. The
processing function of the Encrypted Database System is broken down into three major tasks namely: information storage,
information retrieval, information encryption and decryption. Algorithms are then designed for these tasks and these algorithms

coded in the Visual BASIC 6.0 programming language.
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The algorithms for the system are presented below:

Task 1:  Algorithm for Saving User Information

i) Enter Information

ii.) Click on File Menu

iii.) Click on Save Menu

iv.) Enter File name

v.) Check File Name if Already Exist

vi.) If Yes, Display Message “Filename already exist, overwrite [ Y/N]”

a. If user response is Yes, systems saves information and go to step ix, otherwise go to step iv
to re-enter filename.

vii.) Else
Vviii.) Save Information
ix.) Stop
Task 2: Algorithm for Opening Existing Information
i.) Click on File Menu
ii.) Click on Open Menu
iii.) Enter Filename
iv.) Check system for Filename
v.) If Found, Display “ Enter Access Key”

a.  Check System Key if Valid
i. If key entered is valid, then open file for user to go to step i in Task 3, otherwise
display message “invalid access key entered, access denied, go to step vi.
b.  Otherwise, display “ filename does not exist”

vi.) Stop
Task 3: Algorithm for Encrypting Information
i) Enter Information
ii.) Click on Encrypt Data Menu
iii.) Enter Access Key
iv.) Encrypt Information
v.) Save Information
vi.) Stop

Task 4: Algorithm for Decrypting Information
i.) Click on File Menu
ii.) Click on Open Menu

iii.) Enter File Name

iv.) Check for Filename

v.) If Found, then prompt user to enter access key
vi.) Check access key entered

a. If Okay, decrypt information and display information for user view, otherwise, display message
“invalid access key, access denied”” goto step viii.

vii.) Otherwise, display message “File not found”.
viii.) Stop
4.3 Program Design

The software was designed using modular approach and Visual Basic 6.0 programming language was used for the program
development. The software was ran to determine whether it achieves the objectives of development. The running of the program
usually reveals errors that need to be corrected. However, with careful design of the software, the errors were minimized. Also,
testing was done in the following four phases; unit testing, integration testing, system testing and user acceptance testing. In
other words, the system comprises of several modules coming together to form the entire encrypted database system. Each
module was designed and developed separately and later linked together to form the coherent system. There is a built in
security function in the system using the password approach which allows only an authorized user to have access to the systems
information. A user wishing to decrypt and encrypted file will first have to enter his or her access key (password).
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5. SYSTEM IMPLEMENTATION

The software can be installed in any system with at least windows 98 operating system and above. To launch the software; Click
on the start button, Select All Programs, Select the software named Encrypted Database System, Click on the software name
Encrypted Database System. Clicking on the software name launches the splash screen. After some seconds, the main menu is
displayed (Figure 2).

To encrypt data or information, the following steps should be followed; Click on File menu, and next on New menu, Enter the
textual information to be encrypted, Click on Key menu, Click on Encrypt Data, Clicking on the Encrypt Data menu encrypts
the information (Figure 3).

To decrypt data or information, the following steps should be followed; Click on Key menu, Click on Decrypt Data menu, Enter
Access code (Figure 4), Click on Login button, Click on Ok button to respond to the prompt message, Click on decrypt Data
button, Clicking on Decrypt Data button, decrypts the encrypted information (Figure 5). Also, a user can as well save his
database information for future reference. This can be achieved by following these steps; Click on File menu, Click on Save As
menu, Enter File name and Click on Save button.

| COMPUTERT rt]NCRVPTED DATABASE SYSTEM =
File Encrypt Data Decrypt Data

Figure 2: Main Menu Window of the Computerized Encryption Database System
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5 COMPUTERIZED ENCRYPTED DATABASE SYSTEM
File Encrypt Data Decrypt Data

People have been working on computer system for at least 30 vears. During this time there have been many intellectual successes. Motable amang them are the access contral lists
[Saltzer,1574). public key cryptography (Rivest, 1978), and cryptographic protocols [Abadi, 199E). I spite of these successes. it seems fair to say that in an absolute sense, the security
of the hundreds of millions of deployed computer spstems is terrible: a detemined and competent attacker could destray mast of the infarmation on almost any of these systems, or steal it
from any spstem that iz connected to a network. Even worse, the attacker could do this to millons of systems at once

On the other hand, not much harm is actually being done by attacks on these insecure systems. Once or twice a year an email virus such as "l love you'' infects a million or two
machines, and newspapers print extravagant estimates of the damage it does, but these are minar annapances

There iz no accurate data sbout the cost of failures in computer security. On the one hand, most of them are never made public for fear of embarrassment.

OF courge, computer security iz not just about computer spstems. Like any security, it is only as strong az ity weakest link, and the links include the people and the physical security of
the: system. Yery often the easiest way to break into a spstem is to bribe an insider

Computers are as secure as real world spstems, and people believe it. It is easy to break into someone's house. In fact, in many places people da not even bother ta lock their houses,
although in Migeria, they may uge two of three locks on the front door.

"with computers, on the other hand, security is only a matter of software, which is cheap to manufacture, never wears out, and can not be attacked with drills or explosives.

This makes it easy to drift into thinking that computer security can be perfect, or nearly 0. The fact that work, on computer security has been dominated by the needs of national security
has made this problem worse. In this contest the stakes are much higher and there are no police or courts available to punish attackers, so it is mare impartant not to make mistakes.

Furthermore, computer security has been regarded as an offshoot of communication security, which is based on cryptography. Since cryptography can be nearly perfect, it is natural to
think that computer security can be as well

Figure 3: Sample Input Data for Encryption

B | COMPUTERIZED ENCRYPTED DATABASE SYSTEM
File Encrypt Data Decrypt Data

People have been working on computer spstem for at least 30 years. During this time there have been many intellectual successes. Notable among them are the access control lists
[Saltzer, 1974), public key cryptography (Rivest, 1978), and cryptographic protocals (Abadi, 1996). I spite of these successes, it seems fair to say that in an absolute sense, the security
of the hundreds of millions of deploved computer systems is temible: a determined and competent attacker could destroy most of the information on almost any of these spstems, or steal it
from ary system that is connected to a netwark. Even worse, the attacker could do this to millions of systems at once.

On the ather hand, not much harm is actually being done by attacks on these insecure systems. Once or twice a year an email vinus such as "l love you' infects a milion or bwa
machines, and newspapers print extravagant estimates of the damage it does, but these are minor annoyances.

There iz no accurate data about the cost of failures in computer security. On the one hand. most of them are never made public for fear of embarrassment.

Of couwrze, computer security iz not just about computer spstems. Like any security, it is only as strong as its weakest link, and the links include the people and the physical security of
the system. Wery often the easiest way to break inta a system iz to bribe an insider

Computers are ag secure ag real world systems, and people believe it. It iz easy to break into someone's house. [n fact, in many places people do not even bather to lock their houzes,
although in Migeria, they may use bwo or three locks on the front door.

“With computers, on the other hand, security is only a matter of software, which is cheap to manufacture, never wears out, and can not be attacked with drills or explosives.

This makes it easy ta dift into thinking that computer security can be perfect, or nearly so. The fact that work on computer security has been dominated by the needs of national security
has made this problem worse. In this contest the stakes are much higher and there are no palice or courts available to punish attackers, so it is more important not to make mistakes.
Furthermore, computer secuiity has been regarded as an offshoot of communication security, which is based on ciyptography. Since cryplography can be nearly perfect., it is natuial to

think that computer security can be as well
Encrypt with key @

Input a password

Cancel

Figure 4: Sample Output Data to be Decrypted Using a Specified Access Key
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Figure 5: Sample Output Data of Decrypted Information

6. CONCLUSION

This research study presented a framework for the development and implementation of an Encrypted Database System using
Rijndael AES algorithm. A background review of some cryptographic systems was conducted with a view of understanding
their strength and weaknesses. Ultimately, a Computerized Encrypted Database System for standalone applications was
developed. The implementation of this system will help to ensure that intruders into computers systems files and computer users
who are involve in carrying out malicious acts on system being used are prevented. Once used according to specification with
the authentication checks in place, the system will no doubt provide security facilities for system users. Future research work in
this direction can be done by implementing framework using other ciphering algorithms.
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