Journal, Advances in Mathematical & Computational Sciences
Vol. 8 No. 3, September, 2020
www.mathematics-computationaljournal.info

Journal of Advances in Mathematical & Computational Sciences
An International Pan-African Multidisciplinary Journal of the SMART Research Group
International Centre for IT & Development (ICITD)
Southern University Baton Rouge, LA, USA
© Creative Research Publishers - Available online at
https://www.isteams.net/socialinformaticsjournal
DOI: dx.doi.org/10.22624/AIMS/MATHS/ V8N3P4
CrossREF Member Listing - https://www.crossref.org/06members/50go-live.html

Signal with Blake2, Chacha20 and Poly1305
1Atiku,

A.U. & 2Sajoh, D.I.
of Computer Science
Modibbo Adama University of Technology
Yola, Adamawa State, Nigeria
1ahmed.atiku@mautech.edu.ng, 2disajoh@mautech.edu.ng
1,2Department

ABSTRACT
Messaging applications are now adopting the concept of end to end encryption. Signal uses the Signal Protocol which
has no known vulnerabilities for its end to end encryption. The protocol was explained in this work and possibilities of
improvements were explored. It was discovered that the protocol implementation uses the SHA-512 hash, AES in CBC
mode for encryption and HMAC for authentication. These Cryptographic Primitives were replaced with more efficient
alternatives, Blake2, Chacha20 and Poly1305 respectively. An application was created to test the running time of the
proposed cryptographic primitives against the existing one. From the results, Blake2b performs better than SHA-512
when hashing keys, short text, and 1.4 MB file. Similarly, Chacha20/Poly1305 performs better than AES/CBC/HMACsha256 in both encrypting and decrypting short text as well as 1.4 MB file. The proposed changes were implemented
in the Signal Application. Automatic test in the Signal application was used to ensure that changes made to the code
did not cause any logic errors. To further test the application, it was installed on another phone and messages were
sent. The security code was also verified.
.
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1. INTRODUCTION
Signal is a messaging application developed by Open Whisper Systems. The application has end to end encryption
that is built on a protocol called Signal Protocol, which was also developed by Open Whisper Systems[2]. The protocol
is a combination of two protocols: Textsecure, which uses the concept of double ratchetting to ensure future secrecy
and Redphone[8][10]. Signal protocol didn’t get much attention in the research world until its integration to WhatsApp
in 2015 [4]. [8] did a formal security analysis of the protocol focusing on the multistage Authenticated Key Exchange
(AKE) protocol. They showed that the protocol is resistant to Unknown Keyshare Attacks and did not find any serious
vulnerabilities.
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Considering WhatsApp’s large user base, a comparison of the protocol implementation was done in [10]. They identified
the differences in the implementation and justified WhatsApp’s decision to sacrifice security for usability in some parts
of its implementation. The protocol is also used to provide end to end encryption in Facebook, Wire and Google Allo[15].
These applications, including WhatsApp and Signal, are used mostly in mobile devices which have limited resources.
It is therefore important that the Signal Protocol is efficient. The focus of this paper is improving the efficiency of the
protocol implementation in Signal using faster encryption algorithms without compromising security.
2. THE SIGNAL PROTOCOL
Asymmetric Keys Used
• ika, IKA: Alice’s Identity key pair
• eka, EKA: Alice’s Ephemeral key pair
• rckai, RCKAi: Alice’s ith Ratchet Key pair
• ikb, IKB: Bob’s Identity key pair
• spkb, SPKB: A pair of Bob’s Signed Pre-key
• (opkb, OPKB)*: multiple pairs of Bob’s one time pre-keys. A single one will be written without the*
• rckbi,RCKB i : Bob’s ith Ratchet Key
The keys written in lower case represent the private keys while those in upper case are the public keys.
Symmetric Keys used
• rki: The ith Root Key
• cki: The ith Chain Key
• mki: The ith Message Key
Other Abbreviations
• ECDH: Elliptic Curve Deffie Hellman key exchange
• DH(ka, KB): An ECDH using a private key belonging to Alice and the other Bob’s public key
• Sigk(M): Signing a message M with a private key
• V erKB(Sign): Verify Bob’s Signature with his public key
• AD: Associated Data
• AEAD: Authenticated Encryption with Associated Data. This is a set-up that provides both encryption
and MAC of a message with its AD
• Ek(M,AD): Encrypting a message M along with its AD using a key k in an AEAD set-up
• Dk(C,AD): Decrypting a message C along with its AD using a key k in an AEAD set-up
• KDF(sec): A key derivation function that takes in a secret sec and uses it to derive two new secrets
• KDF2(sec1, sec2): A key derivation function that takes in a two secrets sec1, sec2 and uses it to
derive two new secrets
The Signal Protocol description can be divided into three stages: Key Registration, Trust Establishment and Messaging.
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2.1 Key Registration
At install time, Bob most first register his phone number which will be used as his identity. To confirm that he is the
actual owner of that number, the server sends an SMS (Short Message Service) with a confirmation code to the phone
number entered. Bob now enters this confirmation code in the Application. If verified, the phone number will be
registered to the server and Bob will generate some elliptic curve key pairs and send the public keys to the server as
shown in Fig.1. Once the server registers Bob’s details.
Other users can communicate with Bob using the protocol. The use of confirmation code is not specified in the Signal
Protocol, but it is used at implementation stage by the messaging application. The Signal Protocol is based on a
Trust On First Use (TOFU) scheme and it does not provide any cryptographic guarantee that an attacker cannot
send his own elliptic curve keys to the server with Bob’s identity[13]. However, the protocol provides a means of
authentication with a security code generated from the public keys as explained in section 2.2. The keys sent to the
server by Bob are IKB, SPKB and OPKB*. IKB is a permanent key and it only changes when Bob reinstalls the
application or changes his device. SPKB is periodically changed and sent to the server together with the signature
SignB. When the server is running out of OPKB, it notifies Bob and he sends more OPKB*.

Figure 1: The Registration Process
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2.2 Key Exchange and Trust Establishment
If Alice tries to start a conversation with Bob, she initiates the key exchange as shown in Fig. 2 when she sends the
first message to Bob. Once Alice initiates the sending process, the server sends IKB, SPKB, SignB, and one OPKB
if available. After receiving the public keys, she verifies the signature SignB with IKB. If the verification fails, she
aborts the protocol. After successfully verifying SignB, she generates an ephemeral key pair (eka, EKA) and
computes DH1, DH2, DH3 and DH4. If Bob ran out of OPKB and none was sent by the server, she will not compute
DH4. After computing the three or four DH, she enters the concatenation of all the DH into a KDF to generate the
keys ck and mk. mk is used to encrypt the message M using an AEAD with additional data AD and ck is used in the
ratcheting process. She then generates a ratcheting key pair (rcka, RCKA) and sends the cipher text C, RCKA and
EKA to the server which then forwards it to Bob. Once Bob is online, he receives EKA and C and an indication of the
OPKB that was sent to Alice.
Then, he computes DH1, DH2, DH3 and DH4. If an OPKB was not sent to Alice, he will not compute DH4 and will
generate more (opk, OPK) pairs and send to server. After computing the three or four DH, he also generates ck and
mk using a KDF and AD the way Alice did and use them to decrypt C using the AEAD scheme. A security code will
be created by hashing IKA and IKB and Alice and Bob can use it for authentication.
At this stage, a session has been created between Alice and Bob. Bob can now delete the (opk, OPK) pair used and
Alice will delete the (eka, EKA) as they will not be used again. They can also delete the DH. Since both Alice and
Bob register their public keys with the server at install time as shown in Fig. 1, Alice can get all the information
required to send a message to Bob even if Bob is offline and when Bob gets online, he can read her message and
send a reply even if she is offline. This is what makes the Trust Establishment asynchronous.
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Figure 2: The Signal Key Exchange
2.3 Messaging
Once Alice and Bob complete the key exchange and have shared secret (ck0, mk0), they start a process called
Double Ratcheting. The Double Ratcheting protocol specified in Signal documentation[14] has two ratcheting
protocols; Asymmetric and Symmetric.
When sending the first message after key exchange, Alice also sends her first RCKA. When Bob wants to reply to
Alice’s message, he generates his (rckb, RCKB) pair and performs a DH with RCKA. He uses that DH and the shared
secret rk0 to generate a new rk1 and ck1 using KDF2. The use of the DH to generate new keys is the Asymmetric
ratchet step. The new ck1 is used to generate a new pair of secrets ck2 and mk1. This is the Symmetric ratchet step.
Bob now uses the new secret m1 to encrypt his reply and sends the cipher text together with RCKB. Alice follows the
same procedure when she replies to Bob. This way, they both take turns in introducing a new DH into the protocol,
hence achieving Backward Secrecy. Fig.3 gives further explanation of this process.
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If Bob has not replied the message sent by Alice and she sends another message. Asymmetric ratchet cannot be
applied since there is no new DH. In that case, she continues applying Symmetric ratchet for each message she sends
until Bob replies and an Asymmetric ratchet is performed. Bob also does the same when sending consecutive
messages. Fig. 4 shows the process of sending consecutive messages.

Figure 3: The Ratcheting Protocol: This shows what happens when Alice and Bob take turns
in sending messages.
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Once a ck or mk is used, it can be deleted. The rk is only deleted when a new rk is generated from an asymmetric
ratchet step. The secrets used by Alice in encryption form her sending chain while that of decryption is her receiving
chain. Alice’s sending chain is therefore equivalent to Bob’s receiving chain and vice versa. A new sending and
receiving chain is formed whenever an asymmetric ratchet step is performed. The message number in the sending
chain is included in the message to track out of order messages.
3. CRYPTOGRAPHIC PRIMITIVES
The implementation of the Signal Protocol in Signal uses curve25519 Elliptic Curve Digital Signature Algorithm for
signing and verifying messages. The hash function used is SHA-512. AES in CBC mode with HMAC-Sha256
authentication is used as AEAD and the key derivation functions are HMAC based. These cryptographic primitives
are all considered to be secure and the Signal protocol has no known major vulnerabilities[9]. This work focuses on
improving the efficiency of the Signal Protocol using some efficient state-of-the-art cryptographic primitives suggested
in [3] to replace the existing primitives. The primitives considered are Blake2 hash function and Chacha20 with
Poly1305 AEAD.

Figure 4: The Ratcheting Protocol: This shows what happens when Alice and Bob take
turns in sending messages.
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Blake2 is a successor of Blake, which is one of the SHA-3 finalist [6]. It is a reliable hash function considered to be
even faster than MD5 hash if properly implemented[6]. It is also resistant to different forms of attack[11][5]. ChaCha20
is a fast stream cypher which is sometimes used as a block cipher[7]. It uses Addition Rotation and Xor (ARX) which
is more CPU friendly than the mixed columns and mixed rows used in AES[7]. Poly1305 is a fast Message
Authentication Code [7]. It can be used together with Poly1305 in an AEAD. Chacha20/Poly1305 AEAD is already used
in TLS[7]. It is also resistant to different attacks[12].
An application was created to test the running time of the proposed cryptographic primitives against the existing one.
The application takes the inbuilt Java implementation of SHA-512 as used by Signal and measures the time it takes to
take to hash a public key, a short text and a 1.4 MB file. It then takes the Blake2b implementation and measures the
time it will take to perform the same hash. The application also measures the running time of performing encryption
and decryption of a short text and a 1.4 MB files using AES/CBC/HMAC-sha256 and Chacha20/Poly1305. The tests
were performed ten times each and the average time was measured.
From the results, the average execution time of hashing keys with Blake2b was 67,880ns while that of SHA-512 was
90,647ns which is higher. The average execution time of Blake2b when hashing a short text was 59,156ns and that of
SHA-512 was 84,956ns which is also higher. The average execution time of hashing a 1.4 MB file using Blake2b was
8,019,587 and it is also than that of SHA-512 which was 9,309,547ns (see table 1).
Table 1: Comparison of the efficiency of Blake2 and SHA-512

44

Journal, Advances in Mathematical & Computational Sciences
Vol. 8 No. 3, September, 2020
www.mathematics-computationaljournal.info

Table 2: Comparison of the efficiency of encrypting and decrypting a short text using AES/CBC/HMAC
and Chacha20/Poly1303 AEAD schemes

Table 3: Comparison of the efficiency of encrypting and decrypting a 1.4 MB File using AES/CBC/HMAC
and Chacha20/Poly1303 AEAD schemes

As shown in table 2, the average execution times for encrypting and decrypting a short text using
Chacha20/Poly1305 were 1,826,513ns and 1,722,435ns respectively. Whereas, the average execution times for
encrypting and decrypting same text using AES/CBC/HMAC-sha256 were 2,088,616ns and 1,835,615ns
respectively. For 1.4MB file encryption and decryption, the average execution times for Chacha20/Poly1305 were
15,819,717ns and that of AES/CBC/HMAC-sha256 were 18,651,238ns. Table 3 provides more information on
the speed of file encryption and decryption. In both cases, both encryption and decryption times in
Chacha20/Poly1305 were lower than the corresponding times in AES/CBC/HMAC-sha256.
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4. THE IMPROVED SIGNAL
The cryptographic primitives were changed in the android version of the Signal application available in Open Whisper
System’s GitHub page[1]. The automatic tests in the Signal application was used to ensure that changes made to the
code did not cause any logic errors. To further test the application, it was installed on another phone and messages
were sent. The security code was also verified.
When the improved application was used to send a message to a user using the old application, the messages failed
to deliver. This is expected because the key exchange will fail since the second user was using SHA-512 in
Sigikb(SPKB) and the first user is using Blake2 in the VerIKB(SignB). Figure 5 shows the result of sending messages
with the improved application.

Figure 5: The result of sending messages using the new Signal Android.
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Figure 6: The result of verifying security code using the new Signal Android.
The verification of the security code between the two users using the improved application was also successful, but
verification could not be performed with the user using the old application since the key exchange failed and the security
code was not generated. Figure 6 shows the result of verifying security code using the improved application.
5. CONCLUSION
In this work, it was shown that the implementation of Blake2 hash function on short text and files is more efficient than
that of sha512. Chacha20 with Poly1305 AEAD was also proved to be faster than AES in CBC mode with HMACSha256. Since the Signal Protocol is independent of any cryptographic algorithm or hash function, replacing the hash
function and cryptographic algorithm did not require any alteration to the protocol itself. The cryptographic primitives
can always be replaced with more secure ones if broken in the future.
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