" BCONG o
@ GLoBAL SMART

Sacietyfor Mulidscipinay & Advnced Reserch Techriques inAfca

Proceedings of the 37th iISTEAMS Cross-Border Conference - Accra Ghana 2023

Faculty of Computational Sciences & Informatics - Academic City University College, Accra, Ghana
SMART Scientific Projects & Research Consortium (SMART SPaRC)
Sekinah-Hope Foundation for Female STEM Education
ICT University Foundations USA
IEEE Computer Society, Nigeria Section

37t International Science Technology Education Arts Management
& Social Sciences (ISTEAMS) Cross-Border Conference - Accra Ghana 2023

Towards The Role of Cybersecurity Culture in Achieving Cyber
Resilience in Small and Medium Scale Enterprises

1Aboagye F.0O. & 2Longe, O.B.
1Doctoral Programme in Information Technology
Accra Institute of Technology, Accra, Ghana
2Faculty of Computational Sciences & Informatics
Academic City University College, Accra, Ghana
E-mails: phd21s3010009@ait.edu.gh; olumide.longe@acity.edu.gh
Phones: +233244838689; +233595479930

ABSTRACT

Cybersecurity threats pose significant risks to Small and Medium-sized Enterprises (SMESs)
in today's digital landscape. Achieving cyber resilience, the ability to withstand and recover
from cyber attacks, is crucial for the survival and success of SMEs. Cybersecurity threats are
ever-evolving, making it imperative for SMEs to adopt a proactive approach to safeguard
their digital assets. While technical measures and policies are important, the role of
cybersecurity culture in fostering resilience has gained recognition. This paper explores the
significance of cybersecurity culture in SMEs and its implications for achieving cyber
resilience. The key elements of a cybersecurity culture, including awareness, education,
employee behavior, and leadership commitment, are examined. Furthermore, strategies to
cultivate a strong cybersecurity culture within SMEs, such as training programs,
communication channels, and the establishment of a positive security-minded environment,
are presented. Understanding and enhancing cybersecurity culture enables SMEs to
proactively mitigate cyber threats and build resilience to protect their valuable assets. By
prioritizing cybersecurity culture as a strategic investment, SMEs can strengthen their ability
to withstand and recover from cyber attacks, ensuring their long-term success in the digital
age.

Keywords: Cybersecurity Culture, Cyber Resilience, Cyber Threats, Awareness and
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1. INTRODUCTION

Small and Medium-sized Enterprises (SMEs) play a vital role in the global economy, driving
innovation, employment, and economic growth. However, their vulnerability to cybersecurity
threats has become a pressing concern in today's digital landscape. SMEs often lack the
resources, expertise, and robust cybersecurity infrastructure of larger organizations, making
them attractive targets for cybercriminals.

The consequences of a successful cyber attack on an SME can be severe. Not only do they
face financial losses from theft of intellectual property, customer data breaches, or
operational disruptions, but they may also suffer reputational damage that can impact their
relationships with customers, partners, and stakeholders. In some cases, the impact of a
cyber attack can be so severe that it leads to the closure of the business entirely.

To address these challenges and mitigate the risks associated with cyber threats, SMEs
must focus on achieving cyber resilience. Cyber resilience is the ability to anticipate,
withstand, and recover from cyber attacks while maintaining the continuity of business
operations. It is a proactive and holistic approach to cybersecurity that goes beyond simply
implementing technical safeguards. Instead, it involves building a culture of cybersecurity
that permeates every level of the organization.

While technological measures and policies are essential components of cybersecurity, the
significance of cybersecurity culture in SMEs has gained increasing recognition.
Cybersecurity culture refers to the collective attitudes, behaviors, and practices related to
cybersecurity within an organization. It encompasses the shared understanding of the
importance of cybersecurity, the awareness of potential risks, and the actions taken to
mitigate those risks. By cultivating a strong cybersecurity culture, SMEs can create a
proactive and security-conscious environment that promotes resilience and safeguards
against cyber threats.

The role of cybersecurity culture in achieving cyber resilience has been noted by researchers
and practitioners in the field. For instance, a study by Herath and Rao (2009) emphasized
the importance of organizational culture in influencing employees' security behavior and its
impact on the overall security posture of SMEs. Similarly, a report by the National Institute
of Standards and Technology (NIST) highlighted the role of organizational culture in enabling
effective cybersecurity risk management.

To understand the significance of cybersecurity culture in SMEs and its implications for
achieving cyber resilience, it is crucial to examine the key elements that constitute a strong
cybersecurity culture. Firstly, awareness and training programs are essential to educate
employees about the risks, best practices, and their roles in maintaining a secure
environment. Research by Workman and Bommer (2010) demonstrated that increased
awareness and training significantly influenced employees' cybersecurity behaviors.
Secondly, employee behavior and responsibility play a critical role in cybersecurity culture.
Promoting responsible behavior, such as following security protocols and reporting
suspicious activities, helps create a collective defense against threats. Research by Vance
et al. (2012) supported the notion that individual employee behaviors significantly impact
an organization's overall security.
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Furthermore, leadership commitment and support are vital for establishing a robust
cybersecurity culture. Leaders must allocate resources, establish policies, and lead by
example to create a culture where cybersecurity is prioritized. A study by Cavusoglu et al.
(2004) emphasized the importance of management support in shaping employees' security
perceptions and behaviors. Effective communication and collaboration within the
organization also contribute to a strong cybersecurity culture. Open lines of communication
and collaboration facilitate the reporting of potential vulnerabilities, incidents, and concerns,
enabling timely responses and mitigation.

To cultivate a strong cybersecurity culture within SMEs, various strategies can be
implemented. Training and education programs should be regularly conducted to equip
employees with the necessary knowledge and skills to navigate cybersecurity challenges.
Such programs should cover topics such as phishing awareness, password hygiene, safe
browsing, and social engineering. A study by Dhamija et al. (2008) highlighted the
effectiveness of training programs in reducing susceptibility to phishing attacks.

Creating a security-minded environment is another essential strategy for fostering a strong
cybersecurity culture. This involves integrating security practices into everyday operations,
fostering a sense of shared responsibility, and rewarding security-conscious behavior.
Effective communication channels should be established to encourage employees to report
security incidents, vulnerabilities, or concerns. Research by Egelman et al. (2009) showed
that organizations with clear and accessible reporting channels experienced higher rates of
incident reporting.

Cybersecurity culture plays a pivotal role in achieving cyber resilience in SMEs. By fostering
awareness, promoting responsible behavior, securing leadership commitment, and
establishing effective communication channels, SMEs can create a culture of cybersecurity
that proactively mitigates risks and safeguards their operations, data, and reputation.
Prioritizing cybersecurity culture as a strategic investment is imperative for SMEs to navigate
the evolving threat landscape and ensure their long-term success in the digital age.

2. SMALL AND MEDIUM SCALE ENTERPRISES (SMEs)

Small and Medium-sized Enterprises (SMEs) form the backbone of economies worldwide,
contributing to employment generation, innovation, and economic growth. In many
countries, SMEs constitute a significant portion of the business landscape, accounting for a
substantial share of Gross Domestic Product (GDP) and playing a crucial role in driving local
and regional development (Acs & Szerb, 2009; OECD, 2017). While SMEs offer numerous
advantages, they also face unique challenges, including limited resources, access to
finance, and operational constraints. Among these challenges, cybersecurity has emerged
as a critical concern in today's digital age. SMEs often lack the expertise and infrastructure
to effectively protect themselves against cyber threats, making them vulnerable targets for
cybercriminals (Verizon, 2020).

2.1 The Importance of SMEs

SMEs are essential for economic development and job creation. They contribute significantly

to GDP, employment, and entrepreneurship. According to the World Bank (2019), formal

SMEs account for around 90% of businesses worldwide and employ more than 50% of the
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global workforce. In developing economies, SMEs play a crucial role in poverty reduction and
inclusive growth (World Bank, 2020). They provide opportunities for income generation,
particularly for marginalized groups, and contribute to narrowing the economic divide by
fostering entrepreneurship and innovation (Ayyagari, Beck, & Demirglc-Kunt, 2007).
Additionally, SMEs often serve as suppliers to larger corporations, supporting supply chains
and fostering economic resilience.

2.2 Challenges Faced by SMEs

Despite their significant contributions, SMEs encounter various challenges that can impede
their growth and sustainability. These challenges are often magnified in the context of
cybersecurity. The limited financial resources of SMEs make it challenging to invest in robust
cybersecurity infrastructure, cutting-edge technologies, and highly skilled cybersecurity
personnel (Fortune Business Insights, 2021). SMEs also face difficulties in accessing
affordable financing options to support their cybersecurity initiatives (Cyber Readiness
Institute, 2020). Furthermore, the lack of awareness and understanding of cybersecurity
risks, coupled with resource constraints, leaves SMEs more susceptible to cyber threats
(Cisco, 2018). These challenges are compounded by the rapidly evolving nature of cyber
attacks and the increasing sophistication of cybercriminals (PwC, 2020).

2.3 The Unique Cybersecurity Landscape for SMEs

SMEs encounter specific cybersecurity risks and challenges that differentiate them from
larger enterprises. Due to their limited resources, SMEs often lack dedicated IT and
cybersecurity departments, making it challenging to implement comprehensive
cybersecurity measures (National Cyber Security Centre, 2020). They may rely on off-the-
shelf software solutions or outdated technologies, which can be more vulnerable to cyber
threats (KPMG, 2019). SMEs also handle sensitive customer data and intellectual property,
making them attractive targets for cybercriminals seeking to exploit vulnerabilities and gain
unauthorized access to valuable information (Verizon, 2020). Moreover, cyber attacks on
SMESs can have severe consequences, including financial losses, damage to reputation, and
potential legal and regulatory implications (Hiscox, 2021).

2.4 The Impact of Cyber Attacks on SMEs

The consequences of cyber attacks on SMEs can be devastating. According to the Ponemon
Institute (2020), the average cost of a data breach for SMEs globally is approximately $3.86
million. Such financial losses can have long-lasting effects on SMEs, jeopardizing their
financial stability and growth prospects. Additionally, SMEs may face reputational damage,
erosion of customer trust, and loss of business opportunities following a cyber attack (Cisco,
2018). The impact on SMEs can be particularly severe, as they often lack the resources and
resilience to recover quickly from such incidents (National Cyber Security Centre, 2020). The
disruption caused by cyber attacks can lead to operational downtime, loss of productivity,
and even business closure in extreme cases (Hiscox, 2021).

2.5 Addressing Cybersecurity Challenges for SMEs
Recognizing the importance of addressing cybersecurity challenges for SMEs, various
stakeholders, including governments, industry associations, and cybersecurity experts, have
focused on developing strategies and initiatives to support SMEs in enhancing their
cybersecurity posture. These efforts aim to provide SMEs with the necessary knowledge,
resources, and support to navigate the complex cybersecurity landscape.
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For instance, governments have launched cybersecurity awareness and training programs
specifically designed for SMEs, providing guidance on best practices, risk assessment, and
incident response (European Commission, 2017; Australian Cyber Security Centre, 2020).
Industry associations and cybersecurity organizations have also developed frameworks and
guidelines tailored to the unique needs of SMEs, offering practical recommendations and
resources for enhancing cybersecurity resilience (Cyber Readiness Institute, 2020; National
Cyber Security Centre, 2021).

2.6 Building a Cybersecurity Framework for SMEs

To establish an effective cybersecurity framework for SMEs, several key elements should be
considered. Firstly, raising awareness and promoting a cybersecurity culture within SMEs is
essential. This involves educating SME owners, managers, and employees about the
importance of cybersecurity, common threats, and best practices for securing digital assets
(National Institute of Standards and Technology, 2020). Training programs and workshops
can be conducted to enhance cybersecurity awareness and build the necessary skills to
identify and mitigate cyber risks (European Union Agency for Cybersecurity, 2021).

Secondly, implementing robust technical measures is crucial to protect SMEs from cyber
threats. This includes deploying firewalls, antivirus software, and intrusion detection systems
to detect and prevent unauthorized access to networks and systems (Canadian Centre for
Cyber Security, 2021). Regular software updates and patch management should be
prioritized to address known vulnerabilities (United States Federal Trade Commission,
2021). SMEs should also consider implementing encryption mechanisms to protect
sensitive data and ensure secure data transmission (National Cyber Security Centre, 2020).

Thirdly, establishing strong access controls and user management mechanisms is vital.
SMEs should implement strong password policies, multi-factor authentication, and role-
based access controls to limit unauthorized access to sensitive information (Australian Cyber
Security Centre, 2021). Regular audits of user accounts and access privileges can help
identify and address any potential security gaps (National Institute of Standards and
Technology, 2020).

Fourthly, regular data backups and disaster recovery plans are crucial for SMEs to mitigate
the impact of cyber incidents. SMEs should regularly back up critical data and ensure that
backups are stored securely and tested for data restoration (United States Federal Trade
Commission, 2021). Developing and testing a comprehensive incident response plan can
help SMEs respond effectively to cyber attacks and minimize their impact (National Institute
of Standards and Technology, 2020).

Lastly, collaborating with external partners, such as cybersecurity service providers and
industry peers, can provide SMEs with additional expertise and resources. Managed security
service providers can offer cost-effective security solutions tailored to the specific needs of
SMEs (European Union Agency for Cybersecurity, 2021). Participation in industry forums and
information sharing platforms can enable SMEs to stay updated on the latest threats and
mitigation strategies (Canadian Centre for Cyber Security, 2021).
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Cybersecurity is a critical concern for SMEs, given their unique challenges and
vulnerabilities. As the digital landscape continues to evolve, it is essential for SMEs to
prioritize cybersecurity and take proactive measures to protect their digital assets, customer
data, and overall business operations. By raising awareness, implementing technical
measures, establishing access controls, prioritizing data backups, and collaborating with
external partners, SMEs can enhance their cybersecurity resilience and mitigate the risks
associated with cyber threats. Governments, industry associations, and cybersecurity
experts play a crucial role in providing support, guidance, and resources to assist SMEs in
navigating the complex cybersecurity landscape. With a comprehensive and proactive
approach to cybersecurity, SMEs can thrive in the digital age and contribute to sustainable
economic growth.

3. CYBER RESILIENCE

Cyber resilience, at its core, signifies an organization's ability to prepare for, respond to, and
recover from cyberattacks while maintaining the core functions of its business and
minimizing the impact of such attacks. It encompasses a proactive approach that transcends
mere cybersecurity, emphasizing readiness, adaptability, and the capacity to withstand and
rebound from disruptions. Cyber resilience is a dynamic and evolving concept, and its
significance continues to grow in today's interconnected world.

Cyber threats and incidents have become more sophisticated and prevalent, posing
significant risks to organizations. A cyber attack or breach can result in financial losses,
reputational damage, legal and regulatory consequences, and disruption of business
operations. The increasing frequency and complexity of cyber attacks highlight the
importance of cyber resilience as a proactive and adaptive approach to mitigate risks and
minimize the impact of incidents (National Institute of Standards and Technology [NIST],
2018). Cyber resilience enables organizations to withstand, recover from, and evolve in the
face of evolving cyber threats, ensuring business continuity and preserving stakeholder trust
(Deloitte, 2020).

SMEs are increasingly targeted by cybercriminals due to their perceived vulnerabilities. Cyber
resilience is crucial for these enterprises, encompassing their ability to prepare for,
withstand, respond to, and recover from cyber threats while ensuring business continuity
and safeguarding sensitive data.

3.1 Key Components of Cyber Resilience

Key components form the foundation of a comprehensive cyber resilience strategy. These
components encompass various aspects, including risk assessment and management,
incident response planning, business continuity and disaster recovery, employee education
and awareness, and continuous improvement. By understanding and implementing these
components, organizations can enhance their ability to prevent, detect, respond to, and
recover from cyber incidents, minimizing the impact on operations and maintaining their
reputation and customer trust. Each of these key components will be discussed in detail,
highlighting their importance, and outlining the steps organizations can take to strengthen
their cyber resilience.
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By addressing these components comprehensively, organizations can create a resilient
cybersecurity posture that not only mitigates the risks associated with cyber threats but also
enables them to adapt and thrive in an increasingly interconnected and dynamic digital
environment.

Risk Assessment and Management

Effective cyber resilience begins with a thorough understanding of an organization's cyber
risks and vulnerabilities. Conducting regular risk assessments helps identify potential
threats, assess their potential impact, and prioritize mitigation efforts (NIST, 2021a). Risk
management strategies, such as implementing security controls, establishing risk mitigation
plans, and monitoring emerging threats, enable organizations to proactively address
vulnerabilities and minimize the likelihood and impact of cyber incidents (ISO/IEC, 2021).

Prevention

Preventive measures aim to reduce the likelihood of cyber incidents. This includes
implementing robust cybersecurity controls, such as firewalls, intrusion detection systems,
and secure configurations (NIST, 2021b). Regular patch management, secure coding
practices, and employee training on cybersecurity awareness are essential preventive
measures (SANS Institute, 2021). Implementing strong access controls, encryption, and
multifactor authentication also contributes to preventing unauthorized access and data
breaches (ISO/IEC, 2021).

Detection and Response:

Timely detection and response are crucial for minimizing the impact of cyber incidents.
Organizations should deploy advanced monitoring and detection systems to identify
anomalous activities and potential breaches (SANS Institute, 2021). Establishing incident
response plans, including defined roles and responsibilities, communication protocols, and
remediation procedures, enables organizations to respond effectively to cyber incidents and
mitigate their impact (NIST, 2021b). Regular testing and simulation exercises, such as
tabletop exercises and penetration testing, help validate the effectiveness of response plans
(ISO/IEC, 2021).

Recovery and Continuity

Cyber resilience includes strategies for rapid recovery and continuity of critical business
functions following a cyber incident. Organizations should regularly back up critical data and
systems, ensuring the availability of backups in offline or isolated environments (NIST,
2021b). Developing and testing comprehensive disaster recovery plans and business
continuity plans enable organizations to restore operations and services efficiently (ISO/IEC,
2021). Post-incident analysis and lessons learned sessions help identify areas for
improvement and inform future resilience efforts (Deloitte, 2020).

3.2 Building and Enhancing Cyber Resilience

Building and enhancing cyber resilience is a multidimensional endeavor that requires a
comprehensive approach encompassing people, processes, and technologies. It involves
integrating robust security measures, fostering a culture of security awareness, and
establishing effective incident response capabilities. Cyber resilience goes beyond mere
prevention; it focuses on the organization's ability to detect, respond, and recover from cyber
incidents, minimizing potential damages and downtime.
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As cyber threats continue to evolve, organizations must proactively adapt and improve their
cyber resilience capabilities. By investing in the necessary resources, fostering a culture of
security, and staying informed about emerging threats, organizations can navigate the
complex cyber landscape with confidence. Below are some industry practices that will enrich
cyber resilience:

Leadership and Governance:

Strong leadership commitment and governance are critical for building and enhancing cyber
resilience. Organizations should establish a cyber resilience strategy, with board-level
oversight and clear accountability for cyber risk management (National Cyber Security Centre
[NCSC], 2020). Embedding cyber resilience into organizational culture and promoting a
"security-first" mindset creates a shared responsibility for cyber risk management (Deloitte,
2020).

Collaboration and Information Sharing

Collaboration and information sharing among organizations, industry sectors, and
government agencies enhance cyber resilience. Participation in information-sharing
platforms, industry forums, and public-private partnerships enables organizations to access
threat intelligence, share best practices, and learn from each other's experiences (NCSC,
2020). Collaboration also extends to engaging with cybersecurity service providers and
external experts for specialized expertise and support (Deloitte, 2020).

Training and Awareness

Investing in employee training and awareness programs is crucial for building a cyber-
resilient workforce. Organizations should provide regular cybersecurity training to
employees, including topics such as identifying phishing attempts, secure remote working
practices, and incident reporting (SANS Institute, 2021). Increasing employee awareness
helps create a human firewall and strengthens the organization's overall cyber resilience
(NCSC, 2020).

Continuous Improvement and Adaptation

Cyber resilience is an ongoing process that requires continuous improvement and
adaptation. Organizations should regularly assess their cyber resilience posture, update risk
assessments, and adjust strategies and controls based on emerging threats and evolving
business needs (ISO/IEC, 2021). Engaging in threat hunting,red teaming, and vulnerability
assessments can proactively identify weaknesses and enhance defensive capabilities (SANS
Institute, 2021). Regularly reviewing and updating incident response plans and conducting
post-incident analysis contribute to organizational learning and continuous improvement
(NIST, 2021b).

Cyber resilience is a critical capability for organizations in today's digital landscape. By
adopting a holistic approach that encompasses risk assessment, prevention, detection,
response, and recovery, organizations can effectively mitigate cyber risks, minimize the
impact of incidents, and ensure business continuity. Leadership commitment, collaboration,
employee training, and continuous improvement are key elements in building and enhancing
cyber resilience.
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4. CYBERSECURITY CULTURE

Cybersecurity culture is the bedrock upon which an organization's cybersecurity resilience
stands. It's not a one-time project but an ongoing commitment to safeguarding the
organization from ever-evolving threats. In today's digital landscape, where the cost of a
security breach can be catastrophic, fostering a strong cybersecurity culture is not just a best
practice; it's a strategic imperative. It is the key to protecting digital assets, sensitive data,
and the reputation of an organization in an increasingly complex and hostile cyber
environment.

Cybersecurity culture refers to the shared beliefs, attitudes, values, and behaviors within an
organization concerning cybersecurity. It encapsulates how employees perceive, prioritize,
and engage with security practices in their day-to-day activities. While it encompasses
numerous facets, several core elements are fundamental to building a robust cybersecurity
culture.

Cybersecurity incidents can have severe consequences for organizations, including financial
losses, reputational damage, and legal liabilities. A strong cybersecurity culture is crucial for
establishing a proactive defense against cyber threats and reducing the likelihood of
successful cyber attacks. It empowers employees to be vigilant, responsible, and proactive
in identifying and addressing potential risks, thereby creating a collective shield against
cyber threats. Additionally, a cybersecurity culture enhances compliance with regulatory
requirements and helps organizations maintain stakeholder trust and confidence in their
ability to protect sensitive information (National Cyber Security Centre [NCSC], 2020).

4.1 Key Components of Cybersecurity Culture

Developing a cybersecurity culture involves focusing on key components that form the
foundation of a robust security posture. These components encompass various aspects,
including leadership commitment, employee awareness and training, clear policies and
procedures, continuous monitoring and reporting, and collaboration and communication. By
understanding and implementing these key components, organizations can create an
environment where cybersecurity becomes ingrained in the fabric of daily operations,
enabling proactive defense against cyber threats and maintaining a strong security posture.
We will thoroughly examine each of these fundamental elements in depth, exploring their
significance and how they contribute to the development of a resilient cybersecurity culture.

By addressing these components comprehensively, organizations can establish a holistic
approach to cybersecurity that engages employees at all levels and reinforces a shared
responsibility for protecting critical assets from cyber threats.

Leadership Commitment

Leadership commitment is essential for fostering a cybersecurity culture. Executives and
senior management should prioritize cybersecurity as a strategic initiative and demonstrate
their dedication to cybersecurity practices and policies (SANS Institute, 2021). By setting an
example, leaders encourage employees to prioritize cybersecurity in their daily activities and
decisions.
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Employee Awareness and Training

Employees play a vital role in maintaining the security of an organization's digital assets.
Regular cybersecurity awareness training programs should be implemented to educate
employees about common cyber threats, such as phishing attacks, social engineering, and
malware (NCSC, 2020). Training should cover topics such as password hygiene, secure use
of email and internet, data protection, and incident reporting procedures. By increasing
employees' knowledge and skills, organizations can strengthen their cybersecurity posture.

Clear Policies and Procedures

Establishing clear and comprehensive cybersecurity policies and procedures is critical for
guiding employees' behavior and actions. Policies should cover areas such as acceptable
use of technology resources, password requirements, data classification, access controls,
and incident response (SANS Institute, 2021). Policies should be easily accessible, regularly
communicated, and periodically reviewed and updated to reflect emerging threats and
evolving business needs.

Continuous Monitoring and Reporting

Organizations should implement robust monitoring mechanisms to detect and respond to
potential cyber threats in real-time. This includes deploying intrusion detection and
prevention systems, security information and event management (SIEM) tools, and other
advanced threat detection technologies (NCSC, 2020). Encouraging employees to report
suspicious activities and potential security incidents through clearly defined reporting
channels strengthens the organization’s ability to respond effectively.

Collaboration and Communication

A strong cybersecurity culture fosters collaboration and communication among employees,
departments, and external stakeholders. Encouraging information sharing about emerging
threats, best practices, and lessons learned enables employees to stay updated and benefit
from collective knowledge (SANS Institute, 2021). Regular communication channels, such
as newsletters, training sessions, and cybersecurity awareness campaigns, should be
utilized to promote cybersecurity initiatives and reinforce the importance of individual and
collective responsibilities.

4.2 Strategijes for Fostering a Cybersecurity Culture

To cultivate a robust cybersecurity culture, organizations need to implement effective
strategies that engage employees, promote awareness, and embed security practices into
daily operations. These strategies encompass a range of approaches, including a top-down
approach, tailored training programs, continuous education and reinforcement, rewards and
recognition, and continuous evaluation and improvement. By adopting these strategies,
organizations can create an environment where cybersecurity becomes ingrained in the
organizational DNA, enabling proactive defense against cyber threats and fostering a culture
of resilience.

Top-Down Approach

Leadership commitment is crucial for creating a cybersecurity culture. Executives and senior
management should actively champion cybersecurity initiatives, allocate resources, and
communicate the organization's commitment to cybersecurity (NCSC, 2020).

66



" BCONG o
@ GLoBAL SMART

Sacietyfor Mulidscipinay & Advnced Reserch Techriques inAfca

Proceedings of the 37th iISTEAMS Cross-Border Conference - Accra Ghana 2023

By visibly endorsing cybersecurity practices, leaders demonstrate the importance of security
and inspire employees to follow suit.

Tailored Training Programs

Implementing comprehensive and tailored cybersecurity training programs is essential for
raising awareness and building employees' cybersecurity skills. Training should cater to
employees' specific roles, responsibilities, and technical proficiency levels (SANS Institute,
2021). It should incorporate interactive and engaging content, real-life examples, and
practical exercises to enhance learning and retention.

Continuous Education and Reinforcement

Cybersecurity education should be an ongoing process. Regularly updating employees on
emerging threats, new attack vectors, and evolving best practices helps them stay informed
and vigilant (NCSC, 2020). Reinforcing training through frequent reminders, posters, email
campaigns, and simulated phishing exercises helps embed cybersecurity practices into
employees' daily routines.

Rewards and Recognition

Recognizing and rewarding employees who demonstrate exemplary cybersecurity behavior
can reinforce desired actions and attitudes. Establishing incentive programs, such as
"cybersecurity champion" awards or recognition boards, motivates employees to actively
participate in maintaining a strong cybersecurity culture (SANS Institute, 2021).

Continuous Evaluation and Improvement

Regular evaluation of the effectiveness of cybersecurity culture initiatives is crucial for
identifying gaps and areas for improvement. Conducting surveys, vulnerability assessments,
and phishing simulation exercises can provide valuable insights into employees' knowledge,
attitudes, and behaviors related to cybersecurity (NCSC, 2020). Feedback from such
assessments can be used to refine training programs, policies, and communication
strategies.

Developing astrong cybersecurity culture is essential for organizations to navigate the ever-
evolving landscape of cyber threats. By prioritizing leadership commitment, employee
awareness and training, clear policies and procedures, continuous monitoring and reporting,
and fostering collaboration and communication, organizations can build a resilient
cybersecurity culture. The strategies outlined, including a top-down approach, tailored
training programs, continuous education and reinforcement, rewards and recognition, and
continuous evaluation and improvement, provide a roadmap for organizations to cultivate a
cybersecurity culture.

A robust cybersecurity culture not only strengthens an organization's defense against cyber
threats but also enhances regulatory compliance, stakeholder trust, and overall resilience.
By investing in cybersecurity culture, organizations can create a collective mindset that
embraces security as a shared responsibility, empowering employees to actively contribute
to the protection of critical assets, data, and systems.
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5. METHODOLOGY

The methodology employed involved a systematic and rigorous approach to gather, analyze,
and synthesize relevant information. It began with a comprehensive literature review to
establish a solid foundation of knowledge on the subject. From there, key components were
identified based on recurring themes and best practices found in the literature. Data
collection was then conducted from a diverse range of credible sources, including
questionnaires, academic papers, industry reports, and case studies. This data helped
support the discussion on each key component, providing statistics, examples, and real-
world experiences that highlight their importance.

The collected data was analyzed and synthesized to draw valuable insights and connections.
A framework was developed to organize the key components in a logical manner, serving as
a guide for content creation. Detailed and comprehensive content was then created for each
component, incorporating explanations, examples, best practices, and strategies. The
process was iterative, involving reviews and revisions to enhance the accuracy, clarity, and
coherence of the content. Feedback from subject matter experts and industry professionals
were incorporated to ensure the quality and depth of the article. Finally, the exploration
concluded with a summary of key findings and insights, emphasizing the significance of
fostering a cybersecurity culture and the strategies for achieving it. Overall, this methodology
ensures a thorough and well-supported exploration of the topic, providing readers with
valuable insights and practical guidance for cultivating a strong cybersecurity culture within
organizations.

5.1 Selection of Study Area and Sample

For the study, a careful selection process was followed to determine the study area and
sample. The study area was defined based on research objectives and aligned with the
scope of the study. A sampling strategy was developed, considering factors such as industry
sectors, enterprise size, geographical location, and willingness to participate. Efforts were
made to ensure diversity within the sample, encompassing various industry sectors, sizes,
and geographical regions. Existing databases, industry associations, business directories,
and government agencies were utilized to identify potential SME candidates. Engagement
with SMEs involved explaining the purpose and benefits of the study, obtaining informed
consent, and ensuring data privacy and confidentiality. The study population comprises
individuals who hold positions of authority and responsibility within ICT-based Small and
Medium-sized Enterprises (SMEs) in Ghana.

This includes business owners, managers, IT staff or officers, and other key decision makers.
These individuals play a crucial role in making important business decisions, such as
procurement and funding of IT projects. They also possess a good understanding of
emerging ICT technologies, conduct end-user needs assessments, and oversee functional
processes within their organizations. The sample size was determined to provide sufficient
data while remaining manageable. Practical considerations were taken into account during
the selection process to ensure efficient data collection. Both random sampling and
purposive sampling methods were utilized. Random sampling involves selecting participants
randomly from the study population, ensuring an unbiased representation of SMEs.
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This method helps to minimize selection bias and provides a general overview of
cybersecurity culture. On the other hand, purposive sampling involves deliberately selecting
participants based on specific criteria relevant to the research objectives. It allows
researchers to focus on particular subgroups or cases of interest, providing in-depth
understanding and targeted analysis. By combining these sampling techniques, the study
aims to achieve a balance between representativeness and specificity, capturing a diverse
range of SMEs while also examining selected cases or characteristics of particular interest.
Overall, the selected sample was expected to provide valuable insights into the cybersecurity
culture among SMEs.

5.2 Questionnaire Design

The questionnaire design for the study on cybersecurity culture was a crucial step in
collecting relevant and valuable data. The design process involved careful consideration of
the study objectives and the components of cybersecurity culture to be assessed. Clear and
concise questions were formulated, using a mix of closed-ended and open-ended formats to
gather both quantitative and qualitative data. Quantitative data provided insights into the
current state of cybersecurity culture among SMEs, while qualitative data from open-ended
questions offered additional context and perspectives. The questions were organized in a
logical sequence, starting with general and easy-to-answer ones, and progressing to more
specific and complex ones.

The language used in the questions was easily understandable, and ambiguity was avoided.
To capture a comprehensive picture of cybersecurity culture, the questionnaire covered key
themes such as awareness, training, policies, incident response, and employee behaviors.
Demographic questions were included to gather additional information about the
respondents. Ethical considerations, such as data privacy and confidentiality, were taken
into account throughout the questionnaire design process. The final questionnaire was
piloted with a small sample to ensure its clarity, relevance, and effectiveness. Based on the
pilot test feedback, necessary refinements were made to improve the questionnaire.

The research employed a survey-based method, utilizing a questionnaire specifically
designed to assess cybersecurity culture within SMEs. The questionnaire included a mix of
closed-ended and open-ended questions, capturing both quantitative and qualitative data.
The survey was distributed to the selected SMEs using appropriate methods such as online
surveys or postal mail. Clear instructions were provided to ensure accurate and consistent
responses.

The survey responses were collected and analyzed using suitable statistical methods. The
findings from the analysis were used to generate a comprehensive report on the
cybersecurity culture among SMEs, including key findings, trends, and recommendations for
enhancing cybersecurity practices. The finalized questionnaire was distributed to the
selected SMEs using an online accompanied by clear instructions. Overall, the questionnaire
design was a thoughtful and systematic process to ensure the collection of reliable and
meaningful data on cybersecurity culture.
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6. FINDINGS AND IMPLICATIONS

6.1 Factors that influence Cybersecurity Culture (Adoption)

The adoption of cybersecurity culture is influenced by factors such as leadership
commitment, employee awareness and training, organizational policies, risk assessment,
technology infrastructure, external influences, organizational size and resources, and
continuous evaluation and improvement. These factors collectively shape an organization's
approach to cybersecurity practices and contribute to the development of a strong
cybersecurity culture. By addressing these factors effectively, organizations can promote the

adoption of best practices, mitigate risks, and protect their digital assets.

Questionnaires were given out and the analysis conducted involved several statistical tests

and measures to assess the characteristics of the data and the regression model.

Table 1: Influence of Cybersecurity Culture (Adoption)

Integration of cyber-security system Coef. Std. Err. t P>t  [95% Conf. Interval]
Experience in cyber threat 0.57 0.22 2.6 0.02 -1.02 0.12
Cyber-security assessment 0.11 0.21 0.5 0.03 0.32 0.55
Education and training 0.26 0.23 0.4 0.04 0.59 0.37
Type of organization 0.14 0.09 1.3 0.21 -0.29 0.07
Size of organization 0.06 0.08 0.7 0.45 0.23 0.11
_cons 1.74 0.44 3.9 0.00 0.83 2.65
Source SS df MS Number of obs = 31
F( 5, 25) = 285
Model 2.79 5 0.55 Prob > F = 0.036
Residual 4.89 25 0.19 R-squared = 0.36
Adj R-squared = 0.24
Total 7.68 30 0.25 Root MSE = 0.44

(Source: Field data, 2023)

From Table 1, below is a summary of the findings:

1. Normality: Both graphical analysis and the Shapiro-Wilk W test were used to determine
the normality of the data. The graphical analysis indicated a fair distribution of normality.
Additionally, the Shapiro-Wilk test resulted in a p-value of 0.30, which is greater than
the significance level of 0.05. Therefore, it is suggested that the data is normally

distributed.

2. Homoscedasticity: The Breusch-Pagan test and the Cameron & Trivedi's decomposition
of the IM-test were utilized to assess homoscedasticity. The Breusch-Pagan test had a
p-value of 0.31, indicating that the null hypothesis of constant variance cannot be
rejected, suggesting that the data is homoscedastic. The IM-test also showed a p-value
of 0.00, further supporting the absence of heteroskedasticity.
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3. Multicollinearity: The Variance Inflation Factor (VIF) was used to test for multicollinearity
among the predictors or explanatory variables in the regression model. The test results
indicated that there were no issues of collinearity, as the tolerance values or 1/VIF for
the independent variables were not greater than 1.

4. Regression Model: The regression analysis showed an F-value of 2.85, indicating the
joint significance of the independent variables in predicting the dependent variable. The
p-value (0.036) associated with the F-value suggests that the model is considered
better, as it is below the significance level of 0.05. The R-squared value of 36% indicates
that the independent variables explain 36% of the total variations in the dependent
variable. The Root MSE (0.44) represents the standard error of the regression model.
The analysis revealed that factors such as experience in cyber threats, cyber security
assessment, and education and training have a positive and significant influence on the
role of cybersecurity culture in achieving cyber resilience in SMEs. However, the type of
SME and organization size were found to have no significant influence on the integration
of cyber security systems.

The analysis provides insights into the characteristics of the data and the regression model,
suggesting the normality of the data, homoscedasticity, absence of multicollinearity, and the
significance of certain factors in predicting the dependent variable.

6.2 Impact of Cyber-Security System Integration in Organizations

The regression analysis in Table 2 suggests that cyber-security system integration has a
positive impact on data protection and a negative impact on experience in cyber-threats. The
findings provide insights into the relationship between cyber-security integration and these
specific variables, highlighting the potential benefits in terms of enhanced data protection
and reduced cyber-threats through integration efforts.

The analysis conducted using a regression model aimed to examine the impact of cyber-

security system integration on organizations. Here is a summary of the findings:

1. Regression Model: The regression analysis yielded an F-value of 11.38, indicating the
joint significance of the independent variables in predicting the dependent variable. A
higher F-value suggests a better regression model. The Prob>F value of 0.00 signifies the
significance of the F-value statistics. Since the p-value is less than the significance level
of 0.05, the model is considered better.

2. R-squared: The R-squared value of 44% indicates that the independent variables explain
44% of the total variations in the dependent variable. A higher R-squared value suggests
a better model, as it signifies a greater proportion of the variation in the dependent
variable being explained by the independent variables.

3. Root MSE: The Root MSE value of 0.38 represents the standard error of the entire
regression model. It provides an estimate of the average prediction error of the model.

4. Impact of Variables: The regression results revealed the impact of different variables in
relation to cyber-security system integration (adoption). The variable of data protection
showed a positive and significant association with cyber-security integration (P=0.04).
The coefficient of 0.26 indicates that cyber-security system integration is associated with
a 26% increase in data and information protection.

5. Experience in cyber-threats exhibited a negative and significant association with cyber-
security integration (P=0.00). The coefficient of -0.54 suggests that cyber-security system
integration is associated with a 54% decrease in cyber-threats and experience.
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Table 2: Impact of cyber-security system integration in organizations.

Integration of cyber-security Coef. Std. t P>t [95% Interval
system Err. Conf. ]
Data protection 0.26 0.18 141 -0.12 0.63
0.04
Experience in cyber-threat - 0.15 -3.47 0.00 -0.86 -0.22
0.54
Resilience against cyber-attacks 0.15 -3.47 0.00 0.86 -0.22 -0.54
2
_cons 0.56 0.28 197 0.05 -0.02 1.14
Source SS df MS Number of obs = 31
F( 2, 28) = 11.38
Model 338 2 1.69 Prob > F = 0.00
Residual 4.16 28 0.15 R-squared = 044
Adj R-squared = 041
Total 7.5 30 0.25 Root MSE = 0.38

(Source: Field data, 2023)

6.3 Challenges of Cyber Security in Organizations

The correlation analysis (Refer to Table 3) highlights the challenges faced by organizations
in the realm of cyber security. It emphasizes the significance of resource availability, time
constraints, and understanding of cyber security risks as contributing factors that
organizations need to address to enhance their cyber security practices.

The analysis conducted using correlation analysis aimed to identify the challenges of cyber
security in organizations. Here is a summary of the findings:

1. Resource Challenge: The correlation analysis revealed a positive correlation coefficient
of 0.459 between resource availability and cyber security. This indicates that a lack of
resources serves as a significant challenge for organizations in implementing effective
cyber security measures.

2. Time Constraints: The analysis also showed a positive correlation coefficient of 0.493
between time constraints and cyber security. This suggests that a lack of time to
dedicate to cyber security training and assessments poses a challenge for organizations
in effectively managing their cyber security practices.

3. Understanding of Cyber Security Risks: The correlation analysis indicated a positive
correlation coefficient of 0.083 between cyber security and understanding of cyber
security risks. This implies that a lack of understanding of cyber security risks is
identified as a major challenge for organizations in implementing robust cyber security
measures.
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Table 3: Challenges of cyber security in organizations.

Cyber security challenge 1.000
Resources 0.459 1.000

Time 0.493 0.728 1.000
Understanding of security risk 0.083 0.728 0.577 1.000

Significant at 0.00
(Source: Field data, 2023)

7. CONCLUSION AND RECOMMENDATIONS

In conclusion, this study focused on identifying and analyzing the challenges of cyber security
in organizations. The findings have provided valuable insights into the specific areas where
organizations face difficulties: resource availability, time constraints, and understanding of
cyber security risks. The analysis revealed a positive correlation between resource
availability and cyber security, indicating that a lack of resources serves as a significant
challenge for organizations in implementing effective cyber security measures. Insufficient
budget for security investments, inadequate staffing, and limited access to advanced
security technologies can hinder organizations' ability to protect themselves against cyber
threats. To address this challenge, organizations should allocate sufficient financial
resources to support cyber security initiatives. This includes investments in technologies,
hiring skilled personnel, and conducting regular security audits.

The positive correlation between time constraints and cyber security highlighted the issue of
limited time dedicated to cyber security training and assessments within organizations. In a
fast-paced business environment, organizations often struggle to allocate adequate time
and attention to cyber security practices. To overcome this challenge, organizations should
prioritize cyber security as a core component of their business strategy. This involves setting
aside dedicated time for training, assessments, and staying updated on emerging threats.
Automation and streamlining of security processes can also help organizations save time
and improve efficiency in managing cyber security practices.

The positive correlation between cyber security and understanding of cyber security risks
emphasized the significance of awareness and knowledge in addressing cyber threats.
Organizations that lack a comprehensive understanding of the risks they face are more
vulnerable to attacks. To address this challenge, organizations should invest in regular cyber
security training programs for employees at all levels. These programs should cover topics
such as best practices, risk identification, and incident response. Implementing ongoing
security awareness programs can also help employees stay informed about the latest threats
and develop a vigilant mindset. Additionally, executives and top-level management should
be actively involved in promoting a strong security culture and supporting cyber security
initiatives throughout the organization.
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Based on these findings, several recommendations can be made to enhance cyber security
practices in organizations:

1.

Resource Allocation: Organizations should allocate sufficient financial resources to
support cyber security initiatives. This includes investments in technologies, personnel,
and regular security audits. Collaboration and partnerships with external organizations
can also help leverage shared resources and expertise.

Time Management: Organizations should prioritize cyber security within their overall
business strategy and allocate dedicated time for training, assessments, and staying
updated on emerging threats. Automation and streamlining of security processes can
help save time and improve efficiency.

Awareness and Education: Regular cyber security training sessions should be
conducted for employees at all levels to enhance their understanding of cyber security
risks and best practices. Ongoing security awareness programs should be implemented
to keep employees informed about the latest threats. Executive awareness and
involvement are crucial for driving cyber security initiatives.

Risk Assessment and Management: Organizations should conduct regular risk
assessments to identify vulnerabilities and prioritize mitigation efforts. Incident
response plans should be developed and regularly tested. Continuous monitoring of
cyber security systems and post-incident analysis are essential for improving security
measures.

Collaboration and Information Sharing: Engaging in industry collaborations, information
sharing platforms, and government or industry associations can provide valuable
insights and best practices. Sharing knowledge and experiences with peers and experts
can help organizations stay updated on emerging threats.

Continuous Improvement: Organizations should continuously evaluate the effectiveness
of their security controls, update them as needed, and learn from past incidents.
Creating a culture of security through leadership commitment and employee
engagement is crucial for sustained improvement.

By implementing these recommendations, organizations can enhance their cyber security
posture, mitigate risks, and protect their valuable assets and sensitive information from
evolving cyber threats. It is important for organizations to tailor these recommendations to
their specific needs and constraints and remain proactive in addressing the challenges they
face. With a comprehensive and robust approach to cyber security, organizations can
effectively safeguard their digital assets and maintain a secure operating environment.
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