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ABSTRACT 
 
Social networking is the use of dedicated websites and applications to interact with other 
users or to find people with similar interests. In social networking services, users often strain 
to handle their data, have made privacy and information publicity crucial issues. This paper 
developed a hybrid machine learning model that combines Random Forest (RF) and Support 
Vector Machine (SVM) methods for categorizing sensitive material and forecasting social 
networking services disclosure patterns. The result gave a precision of 91.7%, exactness of 
92.5%, review of 93.0%, and ROC-AUC of 95.2%, which is better compared to the models if 
they were to act alone.  
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1. INTRODUCTION 
 

The rapid adoption of social networking sites has changed the way humans communicate 
and interact in the digital era, the emergence of Facebook, WhatsApp and Twitter has 
created diverse perceptions regarding social network impacts, level of interactions and 
frequencies, communication styles and concerns about negative effect on mental health and 
has also transformed how individuals share information globally. (Khalili, et al., 2024). With 
billions of active users’ individual’s encounters mixed media substances and proficient 
engagements, massive influx of personal information that has become available online and 
stored in the cloud has put user privacy at the forefront of discussion regarding the database 
ability to safely store personal information.  
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This comfort comes at a cost, thereby exposing delicate data which results to potential abuse 
and misuse. The energetic and frequently unusual nature of protection breaches in SNS has 
heightened concerns around information security of user’s protection.  
 
Existing protection administration frameworks on SNS regularly depend on inactive settings, 
client inclinations, or predefined rules. Whereas such approaches give a pattern level of 
security, they battle to adjust to advancing security challenges, such as unauthorized 
access, character defamation, burglary and focus on information collecting. This restriction 
highlights the pressing need for progressed, data-driven arrangements to powerfully 
recognize and relieve privacy dangers.  Machine learning (ML) has developed as a 
transformative approach to tending to these challenges. Among the plenty of ML procedures, 
Irregular Random Forest (RF) and Support Vector Machine (SVM) have appeared remarkable 
guarantee. Through a comprehensive strategy enveloping information pre-processing, 
highlight building, show integration, and assessment, the cross-breed show looks for to beat 
conventional security administration frameworks. 
 
2. LITERATURE REVIEW 
 
Ren et al., (2022) stated the significance, advantages, and disadvantages of several privacy 
and disclosure models in SNS contexts are examined in this section. The need for a hybrid 
paradigm that fills in the current gaps in efficiently managing both privacy and disclosure is 
emphasized in the section's conclusion. Many approaches have been put up to assist users 
in managing their privacy on social networking sites (Renwen Zhang et al., 2020). Giving 
people control over their data and shielding them from possible intrusions are the goals of 
these methods. Some of the most talked-about privacy models are listed here. 
 
According to Nissenbaum's, et al., (2009), Contextual Integrity Model, privacy should be 
assessed in light of the norms and expectations of a particular setting because it is context-
dependent. In SNS, this can entail taking into account the audience, the sharing method, 
and the context of personal information (e.g., personal versus professional). The model 
highlights the notion that privacy violations arise when the context of data use and the 
regulations governing it are not aligned. Strengths: Emphasizes context-specific privacy, 
which is important in social networking sites (SNS) because the type of information 
exchanged depends on the social environment. Weaknesses: It's challenging to 
automatically apply privacy rules based on context and to identify the right context for each 
contact. 
 
Francis H., et al., (2021), stated that under user-controlled privacy models, people are 
directly in charge of what they disclose. Among these are privacy options that let users 
choose who can see their posts, leave comments, and more. With interfaces that offer fine-
grained control over data sharing, the goal is to enable the user to regulate privacy. 
Advantages: Gives people a feeling of independence and control over their data. 
Weaknesses: A lot of users don't know how to set these settings correctly, which could result 
in privacy violations. Additionally, some users may find privacy settings confusing and 
overwhelming. 
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According to the privacy calculus model, people should balance the possible dangers of 
disclosure against the benefits they believe it will bring (Culnan & Bies, et al., 2003). 
Krasnova et al. (2010) discovered that, although being aware of privacy hazards, social 
capital and relationship development are frequently what drive SNS users. Contextual 
elements like cultural influences and changing privacy standards are not adequately taken 
into account by this model. 
 
3. METHODOLOGY 
 
3.1 Data Collection  
For the hybrid model to be trained and assessed, data collection is necessary. The dataset 
will consist of: SNS User Data: A representative sample of user data, such as text posts, 
photos, and metadata (such as audience demographics, geographical information, and post 
timestamps). This information will be gathered through partnerships with SNS platforms or 
from publicly accessible APIs (such as the Facebook Graph API and Twitter API). Data on 
Privacy Settings: Details about how users control their privacy settings on social networking 
sites, including specific privacy choices (such friend/follower status and post visibility). 
Information on how users engage with the platform, including likes, comments, shares, and 
network connections, is known as user interaction data. The contextual analysis and social 
graph will benefit from this data. Public and Private Posts: Information about whether a post 
is shared publicly or is only accessible by a particular group or person. A broad range of SNS 
platforms, user activities, and privacy preferences will be represented in the dataset thanks 
to the data collection process 
 
3.2 Formulas and Techniques 

1. Random Forest Classifier (RF) 
o Builds multiple decision trees and aggregates their outputs for classification. 
o Formula for feature importance:  

I(f) = 
ଵ

୬
∑ ∆G୲(f)୬

୲ୀଵ      (1) 
Where ∆G୲(f)  is the reduction in Gini impurity for features across n trees 

2. Support Vector Machine (SVM) 
o Maps input data into higher-dimensional space using a kernel function. 
o Decision boundary:  

F(x) = sign (∑ α୧y୧K(x୧, x)୬
୧ୀଵ + b)  (2) 

Where K (x୧, x) is the kernel function, y୧ are the labels, and α୧ are the support 
vector coefficient 
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3.3 The Proposed Algorithm 
Algorithm: RF-SVM Hybrid Model Algorithm 
Input: Dataset 
Output: Classification of news privacy and Information disclosure/evaluation metrics 
//Phase 1: Data Set Creation// 
     Download the Dataset 
    For each data belonging to the dataset do 
    Data pre-processing 
    Return Processed Data 
//Phase2: Fake Data Pre-processing// 
    For each data in the Dataset 
    Normalise SVM ←extract (Train SVM) 
    Train RF ←cosine similarity (Train RF Classifier) 
    If max (Predict Model) 
    AFT ← combine fake text // (augmented Fake Text) 
//Phase 3: Text Classification// 
//For Machine Learning:  
    Metrics for SVM+Metrics for RF 
    Hybrid= accuracy, precision, recall, ROC AUC 

Accuracy ← Random Forest + SVMs  
//Print hybrid model// 

 
3.4 Model Selection 
Random Forest and Support Vector Machine methods are combined in the hybrid model: 
Risk prediction, anomaly detection, and sensitive content classification are all done with 
Random Forest (RF). In order to distinguish between sensitive and non-sensitive information 
based on attributes like keywords, user history, and social graph relationships, it will be 
trained using labelled datasets. Support Vector Machines (SVM) are used to modify privacy 
settings and forecast disclosure behaviour. Based on user behaviour, material kind, and 
social context, SVM will categorize content into risk groups (such as "low risk," "medium risk," 
and "high risk"). 
 
3.5 Model Training and Validation 
The RF and SVM models will be trained on a dataset of historical user behaviour and content 
shared on SNS. A training set will be used to teach the models to recognize privacy risks and 
disclosure patterns, while a validation set will be used to assess the model's performance 
during training. 
 
Cross-validation techniques will be applied to ensure the model's robustness and to prevent 
overfitting. The following were used to measure this: 
 
F1-Score: A balance between precision and recall, calculated as the harmonic mean of the 
two. 

i. Accuracy = 
୘୔ା୘୒

୘୔ା୊୔ା୊୒ା୘୒
 = 

ସହାଵ଴

ସହାହାହ଴ାଵ଴଴
 = 0.725 

ii. Precision = 
୘୔

୘୔ା୊୔
 = 

ସହ

ସହାହ଴
 = 0.473 

iii. Recall = 
୘୔

୘୔ା୊୔
 = 

ସହ

ସହାହ
 = 0.9 

 
F1 Score 

o To evaluate classification performance:  

F1 = 2× 
୔୰ୣୡ୧ୱ୧୭୬ ×ୖୣୡୟ୪୪

୔୰ୣୡ୧ୱ୧୭୬ାୖୣୡୟ୪୪
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4. RESULTS AND DISCUSSION 
 
The hybrid model's performance was assessed using the previously mentioned metrics and 
contrasted with those of standalone models (RF and SVM): 
 

 
 
4.1 Sensitive Classification  
Because context-aware features were added, the Random Forest component of the hybrid 
model outperformed the independent RF model in sensitive content detection, exhibiting 
good precision and recall.  
 
Important Findings:  

i. In 89.8% of instances, sensitive content was appropriately categorized. 
ii. Classification performance was enhanced by contextual information including 

audience type and metadata. 
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4.2 Disclosure Prediction  
By including RF characteristics, the Support Vector Machine component enhanced the 
disclosure behaviour prediction. With an F1-score of 92.7%, the hybrid model offered 
tailored disclosure recommendations.   When compared to the standalone SVM, the hybrid 
model successfully decreased false positives in "high risk" disclosure predictions. During 
testing using simulated user feedback, users found that the system's recommendations 
were accurate ROC – AUC 95.2% of the time. The findings show that by fusing the 
advantages of Random Forest and Support Vector Machine algorithms, the hybrid model 
effectively improves privacy and information disclosure control. The outcomes of the 
experiment show how well the hybrid approach manages information exposure and privacy 
on SNS. The model overcomes the shortcomings of previous privacy models by combining 
Random Forest and Support Vector Machine to achieve high accuracy, contextual 
adaptability, and real-time performance.  
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