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ABSTRACT   
 

Academic institutions must allocate test rooms securely and efficiently in order to maintain equity 
and reduce administrative burden. The goal of this project is to use PHP and MySQL to create a safe 
online exam hall distribution system. The system ensures data security through encryption and 
authentication methods while automating the allocation process while taking into account variables 
like student registration, course schedules, and hall capacities. The technology streamlines the 
entire allocation process by giving administrators and students real-time access through the use of 
online technologies. Sensitive information is protected and data integrity is improved through the use 
of secure coding techniques and database security procedures. Significant gains in system security, 
administrative effectiveness, and allocation accuracy are shown by testing and evaluation. 
Keywords: Exam hall allocation, web-based system, PHP, MySQL, data security, encryption, 
academic scheduling, secure web development. 
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1. INTRODUCTION 
 

Allocating exam rooms effectively is a difficult administrative operation that needs to be carefully 
planned for in order to guarantee equity, resource efficiency, and adherence to institutional 
regulations. Conventional manual techniques are frequently laborious, prone to mistakes, and 
unsuitable for managing massive amounts of data. Automated methods that expedite exam hall 
allocation procedures are desperately needed, as academic institutions and student populations 
continue to expand. Web-based solutions, which allow real-time data management, scalability, and 
accessibility, present a viable way to tackle these issues. However, in order to protect important 
academic data and guarantee the integrity of the allocation process, the development of such 
systems requires strong security measures.  
 
 

Article Progress Time Stamps

Article Type: Research Article 
Manuscript Received: 16th January, 2025 

Review Type: Blind Peer 
                 Final Acceptance: 22nd February, 2025 

                 

Article Citation Format 
Osunniyi, J.S & Olagoke, K.J. (2025): Breaking the Barriers to 

Meaningful Learning of Flowchart and Algorithm in Secondary 
School: Mobile Learning in Action. Journal of Digital Innovations & 

Contemporary Research in Science, Engineering & Technology.   
Vol. 13, No. 1. Pp 1-6 

www.isteams.net/digitaljournal 
dx.doi.org/10.22624/AIMS/DIGITAL/V13N1P1 

.   
 



Vol. 13. No. 1, 2025 Series 

 
 
 
 
 
 
 
 

2 
 

The fairness and effectiveness of exam scheduling may be jeopardized by data breaches, illegal 
access, and system flaws, underscoring the significance of secure web development techniques. 
 
In this work, a secure web-based exam hall allocation system built with PHP and MySQL is shown. In 
addition to optimizing resource use and automating the allocation process, the system incorporates 
security elements like user authentication, data encryption, and secure coding techniques. The study 
investigates the security protocols and architecture of the system and assesses how well it performs 
in practical situations. 
 
2. LITERATURE REVIEW 
 
This section reviews existing studies and technologies related to web-based exam hall allocation 
systems, focusing on automation, security measures, and the integration of PHP and MySQL. 
 
A. Exam Hall Allocation Systems 
Manual planning, which is prone to mistakes and inefficiencies, is the foundation of traditional exam 
hall allocation techniques [1]. Taking into account variables like exam schedules, student 
enrollment, and hall capacities, automated methods have been created to expedite the procedure 
[2]. The goals of these systems are to increase allocation accuracy and decrease administrative 
burden. 
 
B. Web-Based Solutions in Academic Scheduling 
Academic scheduling benefits greatly from web-based systems because they enable scalability, real-
time data access, and user-friendly interfaces [3]. The versatility, open-source nature, and robust 
community support of PHP and MySQL have made them popular technologies for creating dynamic 
online applications [4]. 
 
C. Security Challenges in Web Applications 
Security issues including data breaches, SQL injection, and unauthorized access have also been 
brought about by the growth of web-based systems [5]. To preserve the integrity of the allocation 
process and safeguard sensitive data, academic systems must have data security [6]. To reduce 
these dangers, encryption methods, input validation, and secure coding practices are crucial [7]. 
 
D. Related Works on Secure Exam Management Systems 
Secure exam management systems have been the subject of earlier research. For example, Khan et 
al. (2021) concentrated on encryption methods to protect student data, whereas Ahmed et al. 
(2020) created a web-based exam system with fundamental security elements [8]. Nevertheless, 
these systems frequently lack all-encompassing security frameworks that include safe database 
administration, data encryption, and authentication. 
 
E. The Role of PHP and MySQL in Secure Web Development 
Because of its comprehensive support for security measures and ease of use, PHP and MySQL are 
frequently used in web development [9]. Whereas MySQL facilitates safe data storage and access 
control systems, PHP provides features for input validation, session management, and encryption 
[10]. Leveraging these technologies allows developers to build robust and secure web applications. 
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3. METHODOLOGY 
 
This section outlines the methodology used in developing the secure web-based exam hall allocation 
system, including system design, security implementations, and evaluation methods. 
 
A. System Design and Architecture 
The system architecture consists of three main components: 

1. Frontend: Developed using HTML, CSS, and JavaScript, providing intuitive interfaces for 
administrators and students. 

2. Backend: Built with PHP to handle business logic, data processing, and integration with 
security protocols. 

3. Database: MySQL is used for data storage, managing student records, exam schedules, 
hall capacities, and user credentials. 

 
B. Security Implementation 
To ensure data security and system integrity, several measures were implemented: 

1. User Authentication: Role-based authentication was integrated, allowing only authorized 
users to access specific functionalities. 

2. Data Encryption: Sensitive data, such as user credentials and student records, were 
encrypted using hashing algorithms like bcrypt. 

3. Input Validation: Server-side validation was applied to prevent SQL injection, cross-site 
scripting (XSS), and other common web vulnerabilities. 

4. Secure Sessions: PHP sessions were securely managed with proper configurations to 
prevent session hijacking and fixation. 

 
C. Allocation Algorithm 
An allocation algorithm was designed to optimize exam hall assignments based on the following 
criteria: 

1. Seating Capacity: Ensuring that no hall exceeds its maximum capacity. 
2. Schedule Conflicts: Preventing students from being assigned to overlapping exams. 
3. Proximity: Assigning students to the nearest available halls when possible. 
4. Fair Distribution: Balancing the number of students across available halls. 

 
D. System Testing and Evaluation 
Performance, security, and functionality tests were conducted on the system: 

1. Functional Testing: Confirmed that all functions, such as data management, user  
     authentication, and allocation, operated as planned. 
2. Security Testing: To find and address vulnerabilities, penetration testing was carried out. 
3. Performance testing: Assessed the scalability and responsiveness of the system under  
     various loads. 
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4.  RESULTS AND DISCUSSION 
 
This section presents the results of the system implementation and discusses its effectiveness in 
addressing exam hall allocation challenges. 
 
A. Improved Allocation Efficiency 
The system successfully automated the exam hall allocation process, significantly reducing 
administrative workload and allocation time. The optimized algorithm ensured accurate and fair seat 
assignments, accommodating all students without exceeding hall capacities. 
 

 
Figure 1: Admin login page 

 

 
Figure 2: Dashboard overview 



Vol. 13. No. 1, 2025 Series 

 
 
 
 
 
 
 
 

5 
 

 
Figure 3: Registration of students into the system 

 
B. Enhanced Data Security 
According to security testing, the system was successfully shielded from common online 
vulnerabilities by the safeguards put in place. Only authorized staff were able to access sensitive 
information thanks to user authentication, data encryption, and input validation, which also stopped 
hostile attempts. 

 
Figure 4: Role assignment and user permission 

 
C. User Satisfaction and Feedback 
Administrators and students expressed great satisfaction with the system's security and usefulness 
in their feedback. Administrators appreciated the ease of managing exam schedules and hall 
assignments, while students valued the clarity and accessibility of their seating information. 
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D. System Limitations and Future Improvements 
While the system performed well, some limitations were identified, such as handling last-minute 
schedule changes and accommodating special requirements for certain students. Future 
enhancements could include adaptive algorithms for real-time adjustments and integration with 
institutional learning management systems. 
 
5. CONCLUSION  
 
The difficulties of manual scheduling are addressed by creating a safe web-based test hall allocation 
system with PHP and MySQL, guaranteeing data security and system integrity. The system improves 
accuracy, expedites the allocation process, and safeguards private academic information with strong 
security features. 
 
The effective deployment shows how web technologies and secure coding techniques can be 
combined to increase administrative effectiveness in educational institutions. To further improve 
system capabilities and responsiveness, future studies could investigate the combination of real-
time data analytics and AI-driven optimization algorithms. 
 
REFERENCES 
 
[1]  Ahmed, M., & Khan, S. (2020). Automated exam hall allocation system. Journal of 

Educational Technology, 15(2), 45-55.  
[2]  Brown, L. (2019). Optimizing academic scheduling: A comparative study. International 

Journal of Academic Management, 12(3), 112-126.  
[3]  Coursera. (n.d.). Web application development with PHP. Retrieved from 

https://www.coursera.org/learn/web-app-development-with-php  
[4]  Nixon, R. (2018). Learning PHP, MySQL & JavaScript: With jQuery, CSS & HTML5. O'Reilly 

Media.  
[5]  OWASP. (2021). Top 10 web application security risks. Retrieved from 

https://owasp.org/www-project-top-ten/ 
[6]  Welling, L., & Thomson, L. (2016). PHP and MySQL web development. Addison-Wesley 

Professional.  
[7]  MySQL Documentation. (n.d.). Retrieved from https://dev.mysql.com/doc/  
[8]  Khan, R., & Patel, J. (2021). Data security in web-based academic systems. Journal of 

Information Security, 18(4), 215-229.  
[9]  PHP Manual. (n.d.). Retrieved from https://www.php.net/manual/en/  
[10]  Zachman, J. (2022). Information systems architecture: The structured approach. Information 

Systems Journal. 
 
 
 
 


