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ABSTRACT 
 

The most widely used symmetric encryption technique for protecting digital communications in a 
variety of applications, including cloud infrastructure and Internet of Things (IoT) devices, is still 
the Advanced Encryption Standard (AES). Even though AES has been widely used for 20 years and 
has a strong mathematical design (Daemen & Rijmen, 1998; NIST, 2023), side-channel 
exploitation, developments in quantum computing, and poor key management pose new risks to 
AES implementations (Altigani et al., 2021; Dheeba et al., 2025). The five crucial elements of AES 
security concerns are evaluated in this systematic literature review: implementation 
vulnerabilities, side-channel attack susceptibility, quantum computing dangers, key management 
issues, and AI-based attack detection. We examined 95 peer-reviewed papers from 2021 to 2025 
in accordance with accepted systematic literature review guidelines for computer science 
research (Kitchenham et al., 2009; Kitchenham & Charters, 2007). According to the assessment, 
implementation issues lead to serious real-world vulnerabilities even though AES maintains 
strong mathematical security against conventional cryptanalysis (Bogdanov et al., 2011). With 
more than 50,000 traces, side-channel attacks especially those enabled by deep learning can 
effectively get keys from disguised implementations (Kuroda et al., 2021). Because Grover's 
approach essentially reduces AES-128 to 64-bit security (Grassl et al., 2016), quantum 
computing presents unequal risks. The most important operational vulnerability is key 
management, since attacks that go around AES's mathematical strength are made possible by 
lifecycle errors (Shakor et al., 2024). Although AI-based detection has potential for spotting 
cryptographic abuse, it has trouble generalizing across many implementations (Ghimire et al., 
2024). In addition to identifying priority research directions for post-quantum transition, 
hardware-software co-design, and automated key management, this analysis synthesizes findings 
to offer evidence-based recommendations for safeguarding AES deployments. 
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I. INTRODUCTION 
 
A systematic technique for gathering, identifying, and critically analyzing existing research studies 
is called a Systematic Literature Review (SLR) (Pati & Lorusso, 2018). An SLR provides the reader 
with up-to-date literature on a topic (Kitchenham & Charters, 2007), highlighting important 
aspects of existing understanding in order to recommend areas for more research (Kitchenham et 
al., 2009). This evaluation was initially motivated by the importance of AES in protecting 
contemporary data transmission systems and the changing threat landscape that puts its 
practical security at risk. Although the mathematical underpinnings of AES are still solid (Daemen 
& Rijmen, 1998; NIST, 2023), recent studies have shown that sophisticated attacks can take 
advantage of implementation flaws, side-channel leaks, and quantum vulnerabilities (Altigani et 
al., 2021; Dheeba et al., 2025). In order to give practitioners thorough recommendations and 
identify research gaps that need more study, this review attempts to methodically evaluate these 
concerns. 
 
2. METHODS 
 
The methodology comprises two main phases: "Planning" described in Section 1, and 
"Conducting" described in Section 2. 
 
2.1 Planning 
Since it outlines the processes involved in the review and serves as a log of the tasks to be 
completed, defining the protocol is the first stage of an SLR. The protocol guarantees that the 
review can be repeated. 
 
2.1.1 Define PICOc and Synonyms 
The SLR's goals are broken down into searchable terms using the PICOc (Population, Intervention, 
Comparison, Outcome, and Context) criteria, which can aid in developing research questions 
(Petersen et al., 2015). The PICOc elements and synonyms used in this review are shown in Table 
1. 
 
Table 1. Planning Step 1: Defining PICOc keywords and synonyms. 

PICOc 
Element Description 

Example 
(This 
Review) 

Example (Synonyms) 

Population 
Specific role, 
application area, or 
industry domain 

AES 
implement
ations 

Embedded systems, cloud 
infrastructure, IoT devices, 
microcontrollers, hardware security 
modules 

Intervention Methodology, tool, or 
technology 

Security 
analysis 

Cryptanalysis, side-channel analysis, 
fault injection, quantum attacks, key 
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PICOc 
Element Description 

Example 
(This 
Review) 

Example (Synonyms) 

addressing a specific 
issue 

management 

Comparison 
Methodology being 
compared (where 
appropriate) 

Implement
ation 
approache
s 

Hardware vs. software, masked vs. 
unmasked, constant-time vs. table-
based 

Outcome 

Factors of 
importance to 
practitioners and 
results 

Security 
effectiven
ess 

Key recovery success, attack 
complexity, trace requirements, 
resistance metrics 

Context 
Context in which the 
comparison takes 
place 

Communic
ation 
systems 

Cloud computing, IoT networks, 
financial systems, healthcare, 
government communications 

 
2.1.2 Define Research Questions 
Based on the PICOc elements, we formulated five research questions: 

RQ1: How do implementation weaknesses affect the overall security of AES in real-world 
data communication systems? 
RQ2: To what extent can side-channel attacks compromise AES encryption in modern 
hardware and cloud computing environments? 
RQ3: How vulnerable is AES encryption to future quantum computing threats, and what 
hybrid security models can reduce this risk? 
RQ4: What are the key challenges in AES key management for large-scale distributed 
communication systems such as cloud and IoT networks? 
RQ5: How can artificial intelligence be used to detect misuse, vulnerabilities, or attack 
attempts against AES-based secure communication systems? 

 
2.1.3 Define Digital Library Sources 
Because of their extensive coverage of computer science and cryptography research, we chose 
five digital libraries: 
1. IEEE Xplore: The main resource for research in hardware security and computer engineering 
2. ScienceDirect: Extensive coverage of journals in computer science 
3. SpringerLink: A significant publisher of conference proceedings on cryptography 
4. IACR Cryptology ePrint Archive: The main source for pre-publication cryptography research 
5. Google Scholar: Extensive coverage in all pertinent fields 
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2.1.4 Define Search Strings 
Primary Search String: 
text 
("Advanced Encryption Standard" OR "AES") AND  
(("implementation vulnerability" OR "implementation weakness") OR 
 ("side-channel" OR "power analysis" OR "timing attack" OR "electromagnetic") OR 
 ("fault injection" OR "glitch attack") OR 
 ("quantum" OR "Grover" OR "post-quantum") OR 
 ("key management" OR "key distribution") OR 
 ("machine learning" OR "deep learning" OR "AI") AND 
 ("security" OR "attack" OR "vulnerability" OR "risk")) 
 
2.1.5 Define Inclusion and Exclusion Criteria 

 
Table 2: Inclusion and exclusion criteria. 

Criteria Type Description This Review 

Period 
Time frame for article 

selection 
Inclusion: 2021-2025 

Language 
Articles included based on 

language 
Inclusion: English 

Type of Literature Categories of literature Exclusion: Grey literature 

Type of Source Origin of articles 
Inclusion: Peer-reviewed journals, 

conferences 

Impact Source Quality indicators Inclusion: Q1, Q2, Q3 sources 

Relevance to RQs 
Articles relevant to at least 

one RQ 
Inclusion: Relevant to ≥1 RQ 
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2.1.6 Define Quality Assessment (QA) Checklist 
Table 3. Quality assessment checklist. 

Quality Aspect Assessment Question Score (0-3) 

Reporting Are the research objectives clearly stated? 3 

Reporting Is the methodology clearly described? 3 

Reporting Are the results presented clearly? 3 

Rigor Is the experimental design appropriate? 3 

Rigor Are measurement techniques validated? 3 

Rigor Is statistical analysis performed? 3 

Credibility Are limitations and threats discussed? 3 

Credibility Are conclusions supported by evidence? 3 

Relevance Is the study relevant to at least one RQ? 3 

Relevance Are practical implications discussed? 3 

Total 
 

30 

Cutoff Score: Articles scoring less than 15 (50% of maximum) were excluded. 
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2.1.7 Define Data Extraction Form 
Table 4. Data extraction form fields. 

Field Description 

Basic Information  

Paper ID Unique identifier 

Authors Full author list 

Year Publication year 

Venue Journal/conference name 

Classification  

Research type Theoretical or empirical 

Attack category Primary attack methodology 

Target environment Implementation platform 

Methodology  

Attack vector Exploited vulnerability 

Countermeasures Defenses evaluated 

Experimental setup Hardware/software configuration 

Results  

Key metrics Quantitative measures 

Attack complexity Computational/trace requirements 

Practical feasibility Real-world applicability 

Synthesis  
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Field Description 

Key findings Main contributions 

Limitations Stated limitations 

Gaps identified Unaddressed research questions 

Quality Assessment  

QA score Total quality score 

Relevant RQs Research questions addressed 

 
2.2 Conducting 

 
2.2.1 Gather Studies 

 
Table 5. Database search results. 

Database Initial Records 

IEEE Xplore 543 

ScienceDirect 412 

SpringerLink 389 

IACR ePrint 276 

Google Scholar 212 

Total 1,832 

After Duplicate Removal 1,247 
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2.2.2 Study Selection and Refinement 
 
Table 6. Study selection summary. 

Stage Count 

Initial records identified 1,832 

After duplicate removal 1,247 

After title/abstract screening 312 

After full-text review 95 

Final included studies 95 

Table 7. Distribution of included studies by category. 

Category 2021 2022 2023 2024 2025 Total 

Side-Channel Attacks 8 6 7 5 4 30 

Fault Injection 3 2 4 3 2 14 

Machine Learning/AI 4 5 6 5 3 23 

Quantum Threats 3 4 3 4 3 17 

Key Management 2 3 2 2 2 11 

Total 20 20 22 19 14 95 

 
3. RESULTS AND SYNTHESIS 
 
3.1 RQ1: Implementation Weaknesses 
Quantitative Findings: 
Twenty-three studies that addressed implementation vulnerabilities were analyzed, and the 
results showed: 

i. Of the IoT devices surveyed, 23% had hard-coded keys (Shakor et al., 2024) 
ii. Approximately 19% of embedded systems have entropy issues (Yoo et al., 2017) 
iii. Approximately 15% of software implementations use the incorrect mode (Weiss et al., 

2012) 



   
  
 
  
  
 
 

  
 
 
 
 

75 

Creative Research Publishers       
https://www.crossref.org/06members/50go-live.html      Vol  11, No  2, June 2025 Series  

 

Qualitative Synthesis: 
The biggest practical problem in AES deployments is implementation flaws. Inadequate 
implementations can totally jeopardize security even when the basic algorithm is still secure. In 
embedded and Internet of Things deployments, hard-coded keys are common (Shakor et al., 
2024). Another serious flaw in key generation is insufficient entropy; embedded devices 
frequently generate keys with effective entropy as low as 32 bits (Yoo et al., 2017). According to 
Sheikhpour, Ko, and Mahani (2021), compared to naive implementations, fault-resilient 
architectures increase area by 45% and power consumption by 38%, which puts financial 
pressure on designers to reduce security features. 
 
Gaps Identified: 

i. Lack of long-term side-channel data 
ii. Underreported real-world key management mistakes 
iii. There is little focus on combined attack vectors 

 
3.2 RQ2: Side-Channel Attack Effectiveness 
Quantitative Findings: 
Analysis of 30 side-channel attack studies revealed: 

i. Correlation Power Analysis (CPA) uses 2,000 traces to retrieve keys from unprotected 
implementations (Lo et al., 2016) 

ii. Deep learning-based attacks retrieve keys from masked implementations using 50,000 
traces (Kuroda et al., 2021) 

iii. Multi-bit DDLA requires 40% fewer traces (Fukuda et al., 2025) 
iv. Electromagnetic (EM) attacks have a 98% success rate with 15,000 traces at a distance 

of 10 cm (Negabi et al., 2023) 
 
Qualitative Synthesis: 
With the inclusion of deep learning, side-channel attacks have significantly changed. 
Convolutional Neural Networks (CNNs) can recover keys from masked AES implementations with 
50,000 traces, whereas classical CPA requires over 500,000 traces, as demonstrated by Kuroda, 
Fukuda, Yoshida, and Fujino (2021). Because EM-based side channels only require close 
proximity rather than a physical device connection, they offer clear advantages to attackers 
(Wang, 2024). 
 
Countermeasure Effectiveness: 
Although it stops classical CPA, first-order masking is still susceptible to deep learning-based 
attacks. Although there is a significant performance overhead, higher-order masking (order ≥2) 
greatly increases attack complexity. Many cache-timing problems are eliminated by hardware-
accelerated AES (Zhang et al., 2024). 
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3.3 RQ3: Quantum Computing Threats 
Quantitative Findings: 
Seventeen quantum threat studies were analyzed, and the results showed: 

i. Grover's algorithm decreases AES-128 to 2^64 security (Grassl et al., 2016) 
ii. Approximately 2,953 logical qubits and 1.26 × 10^8 T-gates are needed for a quantum 

attack (Grassl et al., 2016) 
iii. 2^128 security is maintained by AES-256 against Grover 
iv. AES and post-quantum Key Encapsulation Mechanisms (KEM) are combined in hybrid 

algorithms (Stebila & Mosca, 2017) 
 
Qualitative Synthesis: 
Grover's approach reduces effective key strength by half while offering a quadratic speedup for 
unstructured search (Grassl et al., 2016). However, without significant advancements, 
estimations of quantum resources indicate that AES-128 will be safe against quantum attacks for 
ten to twenty years (Baksi & Jang, 2024). 
 
Hybrid Security Models: 
For transitional security, hybrid cryptography blends post-quantum algorithms with traditional AES 
(Stebila & Mosca, 2017). If neither primitive is compromised, this approach guarantees security. 
 
3.4 RQ4: Key Management Challenges 
Quantitative Findings: 
Eleven key management studies were analyzed, and the results showed: 

i. The firmware of 23% of IoT devices stores keys in plaintext (Shakor et al., 2024) 
ii. Automated key rotation is absent for 65% of cloud users surveyed 
iii. 41% of IoT devices do not have a rotation mechanism, and 73% of them employ static 

keys (Vishwakarma & Singh, 2022) 
 
Qualitative Synthesis: 
The most important operational vulnerability is always key management. Embedded systems 
frequently produce keys with effective entropy as low as 32 bits, making entropy inadequacies a 
fundamental risk in key management (Yoo et al., 2017). Despite the risks associated with pre-
shared keys, secure key distribution is still a fundamental concern (Vishwakarma & Singh, 2022). 
 
3.5 RQ5: AI-Based Attack Detection 
Quantitative Findings: 
Twenty-three AI/ML experiments were analyzed, and the results showed: 

i. With a false positive rate of 0.5%, CNN-based detection achieves 94% accuracy (Ghimire 
et al., 2024) 

ii. Unsupervised learning detects 87% of compromise attempts (Sowmyadevi & 
Shanmugapriya, 2023) 

iii. ML code analysis identifies 91% of vulnerable implementations (Grari et al., 2022) 
iv. The accuracy of cross-platform transfer learning is only 62% (Dhanalakshmi, 2025) 
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Qualitative Synthesis: 
Promising tools for identifying AES abuse and attacks are AI and machine learning. CNN-based 
systems with 94% detection accuracy for power analysis attacks were created by Ghimire, 
Baligoudugula, and Amsaad (2024). However, due to hardware variations, models trained on one 
device frequently fail on others, making cross-platform generalization tricky (Dhanalakshmi, 
2025). 
 
4. DISCUSSION AND SYNTHESIS 
 
4.1 Summary of Evidence 
Table 8. Summary of findings by research question. 

RQ Key Findings Practical Implications 

RQ1 
Implementation flaws dominate; 
hard-coded keys (23%), entropy 
deficiencies (19%) 

Prioritize secure implementation; use hardware-
based key storage 

RQ2 Deep learning-based attacks break 
masked AES with 50,000 traces 

Adopt hardware-accelerated AES; implement 
higher-order masking 

RQ3 AES-128 reduces to 2^64 security 
under Grover 

Migrate to AES-256; implement hybrid post-
quantum key exchange 

RQ4 65% lack automated rotation; 41% 
lack any rotation 

Implement hardware-based key storage; 
automate rotation 

RQ5 
AI detection achieves 94% 
accuracy; generalization limited 
(62%) 

Deploy ML detection; use diverse training 
datasets 

 
4.2 Five Key Themes 

Theme 1: Implementation Flaws Dominate Real-World Security Failures 
More often than not, AES is compromised by hard-coded keys, entropy flaws, and 
incorrect mode utilization (Shakor et al., 2024; Yoo et al., 2017; Weiss et al., 2012). 
Theme 2: Side-Channel Attacks Continue to Evolve 
Side-channel analysis has been revolutionized by deep learning, allowing attacks that get 
around first-order masking with realistic trace requirements (Kuroda et al., 2021; Fukuda 
et al., 2025). 
Theme 3: Proactive but Measured Reactions Are Needed for Quantum Threats 
For the foreseeable future, AES-256 offers sufficient defense against Grover's algorithm, 
while hybrid systems provide temporary security (Grassl et al., 2016; Stebila & Mosca, 
2017). 
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Theme 4: The Crucial Operational Vulnerability Is Still Key Management 
Attacks that get around AES's cryptographic strength are made possible by lifecycle 
management flaws (Shakor et al., 2024; Vishwakarma & Singh, 2022). 
Theme 5: AI Provides Dual-Use Features 
There is an arms race as ML approaches improve detection systems and side-channel 
attacks (Ghimire et al., 2024; Dhanalakshmi, 2025). 

 
4.3 Research Gaps 

i. Long-Term Side-Channel Data: The majority of research employs brief acquisition windows 
ii. Multi-Device Generalization: Research is needed to determine whether models can be 

transferred between platforms 
iii. Combined Attack Vectors: Research on hybrid attacks is scarce 
iv. Real-World Key Management Failures: Extensive information is required 
v. Post-Quantum Integration: Research is needed on migration tactics and performance 

effects 
 
5. CONCLUSIONS 
 
The five crucial elements of AES security concerns were evaluated in this systematic literature 
review. The analysis shows that although AES retains strong mathematical security, 
implementation quality, side-channel resilience, quantum readiness, and key management 
techniques are crucial for real-world security. 
 
Key Conclusions: 

i. Implementation vulnerabilities represent the biggest real threat. Although hardware-based 
key protection might reduce these dangers, it comes with expenses that organizations 
frequently avoid (Sheikhpour et al., 2021). 

ii. Side-channel attacks have significantly changed with the incorporation of deep learning. 
With 50,000 traces or less, modern attacks retrieve keys from masked implementations 
(Kuroda et al., 2021; Negabi et al., 2023). 

iii. Quantum computing presents asymmetric risks. Grover's approach reduces AES-128 to 
64-bit security, which encourages switching to AES-256 (Grassl et al., 2016). 

iv. Key management is the most significant operational vulnerability. IoT and cloud 
environments are especially susceptible to management errors (Shakor et al., 2024; 
Vishwakarma & Singh, 2022). 

v. AI-based detection has tremendous potential; ML systems can identify side-channel 
threats with over 90% accuracy (Ghimire et al., 2024). 

 
Recommendations: 
Immediate Action: 

i. Switch to AES-256 for all new deployments 
ii. Implement hardware-based key storage 
iii. Perform side-channel vulnerability assessments 
iv. Set up automatic key rotation with a maximum interval of one year 
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Medium-Term Planning (2-5 years): 
i. Develop crypto-agility to replace algorithms 
ii. Create a hybrid post-quantum integration plan 
iii. Use higher-order masking with AES software 

 
Long-Term Strategy (5+ years): 

i. Prepare for the post-quantum transition 
ii. Develop side-channel resilience through hardware-software co-design 
iii. Conduct ongoing cryptographic monitoring 

 
Future Research Directions: 

i. Post-quantum AES transition optimization 
ii. Hardware-software co-design for side-channel resistance 
iii. AI for cryptographic security with transfer learning 
iv. Scalable key management for IoT 
v. Combined attack vector countermeasures 
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