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ABSTRACT

Cybersecurity awareness can strengthen the cyber resilience of small and medium-sized
enterprises (SMEs) at a relatively low cost. It covers employees' knowledge of cyber threats, their
ability to spot and respond to incidents, and their understanding of their duties during business
disruption. Research has not yet explained clearly how cybersecurity awareness, training
investment, and business continuity outcomes relate to one another. This gap is clear in sub-
Saharan Africa, where SMEs are adopting digital tools quickly but still have limited institutional
cybersecurity support. This study examines that relationship using survey data from 361
Ghanaian SMEs across five sectors. The data were analyzed through one-way ANOVA, Pearson
correlations, and hierarchical multiple regression. The findings show that higher composite
cybersecurity awareness scores are linked with lower cyber incident rates, shorter operational
downtime, and lower total incident costs. Formal training programmes are linked with much
higher awareness scores across all measured dimensions than informal or no training. This gap
matters in Ghana, where 47.1% of sampled organizations reported no cybersecurity training.
Organizations in the highest awareness quartile had incident rates 63% lower than those in the
lowest quartile, median downtime 78% shorter, and median incident costs 83% lower. The study
adds empirical evidence to the growing literature on SME cyber resilience in developing
economies. It offers focused guidance for training design, BCP development, and public policy in
Ghana and similar markets.
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I. INTRODUCTION

The fast digitization of business activity in Ghana and across sub-Saharan Africa has changed the
risk profile of small and medium-sized enterprises (SMEs). Mobile money platforms, cloud
accounting systems, digital supply chain tools, and e-commerce channels have opened new
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markets for Ghanaian SMEs. These tools have expanded the attack surface for cybercriminals.
Many attackers now target organizations in emerging markets, where awareness and regulation
often remain weaker than in developed economies (Kshetri, 2019; GSMA Intelligence, 2022).
Ghana's National Cyber Security Authority (NCSA) recorded a 41% rise in reported cyber incidents
from 2020 to 2022. Financial fraud, phishing, and ransomware accounted for most cases
affecting businesses (NCSA, 2022). Ghanaian SMEs still invest little in cybersecurity awareness
training. The Ghana Statistical Service (2020) estimates that SMEs make up about 92% of all
businesses in Ghana and contribute about 70% of GDP. Yet sector surveys report low
cybersecurity awareness, limited formal training, and weak links between cyber risk and business
continuity planning (BCP) frameworks (Boateng et al., 2016; Frempong & Hinson, 2021). This mix
of economic importance and security weakness creates serious risk for Ghana's economy.

International research presents cybersecurity awareness as a practical, low-cost way to improve
organizational security (Kruger & Kearney, 2006; Bulgurcu et al., 2010). It includes employees'
knowledge of threats, their ability to recognize attack methods, and their understanding of their
roles during continuity procedures. For Ghanaian SMEs with limited budgets, trained and alert
employees are among the most accessible forms of organizational resilience. Yet researchers
have not tested the link between awareness investment and business continuity outcomes in
Ghanaian SMEs. This leaves business leaders and policymakers without local evidence to guide
awareness programs. This study addresses that gap by examining cybersecurity awareness levels,
training investment, and business continuity outcomes among Ghanaian SMEs. Three research
questions guide the study: (1) What relationship exists between cybersecurity awareness levels
and cyber incident frequency and severity in Ghanaian SMEs? (2) How do the type and intensity of
cybersecurity training relate to awareness outcomes? (3) Does cybersecurity awareness shape
the effect of business continuity plans during cyber incidents? By answering these questions, the
study contributes to global research on SME cyber resilience and to African research on
cybersecurity in business settings.

2. LITERATURE REVIEW

2.1 Conceptualizing Cybersecurity Awareness

Researchers define cybersecurity awareness in several ways, reflecting the broad base of security
research. Kruger and Kearney (2006) offered the most widely cited framework. They separated
awareness into three connected parts: knowledge, attitude, and behavior. Knowledge refers to
understanding security threats, policies, and practices. Attitude refers to seeing security as a
personal and organizational duty. Behavior refers to what people actually do in security-related
situations. This Knowledge-Attitude-Behavior (KAB) model has worked across many organizational
and cultural settings. It fits the Ghanaian SME context well, as many under-resourced firms face a
clear gap between knowing security rules and applying them. Hadlington (2017) refined the KAB
model by showing that cognitive style affects risky security behavior. Impulsive decisions and
lapses in attention predicted risky behavior apart from security knowledge. This finding matters in
developing economies, where many employees have had little formal cybersecurity education.
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They often face security decisions without the background needed to apply general knowledge to
concrete events. Training in these settings must teach employees what to know and how to
decide under pressure. Bulgurcu et al. (2010) added a motivational view to awareness research.
Their study showed that employees follow security policies for more than knowledge alone. They
weigh the perceived costs and benefits of compliance and non-compliance. In Ghanaian SMEs,
security rules can feel like added friction in already pressured workdays. Awareness training must
then build a clear understanding of why security practices matter for business survival. This may
matter more than in better-resourced firms, where systems and controls can partly support
compliance.

2.2 Cybersecurity in the Ghanaian and African SME Context

Ghana has made clear progress in national cybersecurity governance. The Cybersecurity Act of
2020 (Act 1038) created the legal basis for cybersecurity regulation and established the National
Cyber Security Authority as the main coordinating body for national cyber resilience (Republic of
Ghana, 2020). The NCSA has developed sector guidelines and a national cybersecurity
awareness programme. Its enforcement capacity and reach into SMEs remain limited, mainly
outside Greater Accra and Ashanti. Boateng et al. (2016) examined information security practices
among Ghanaian firms. They found that business owners had growing awareness of cyber
threats, but this had not become regular investment in security controls or training. Cost was the
main barrier. Other barriers included limited knowledge of available frameworks and the belief
that cybersecurity mainly concerned large banks and multinational firms. These findings are
nearly a decade old, but they align with newer data from the NCSA and the Ghana Enterprises
Agency (GEA, 2023). The barriers to SME cybersecurity investment have remained persistent.

Frempong and Hinson (2021) studied the adoption of digital financial services among Ghanaian
SMEs. They found that mobile money use had grown strongly, but security practices around
mobile money remained weak. These weak practices included password management,
transaction monitoring, and device security. Their study points to a common problem in fast
digital adoption. SMEs adopt digital tools faster than they develop the security habits needed to
use them safely. This creates an exposure gap that cyber threat actors can exploit. Across Africa,
Kshetri (2019) analyzed the cybercrime risks facing businesses. He argued that rising internet
use, expanding digital financial systems, limited law enforcement capacity, and low security
awareness create favorable conditions for cybercrime. His analysis presents African SMEs as
vulnerable targets. They face direct attacks, and they can become entry points for attacks on
larger firms in global supply chains. This supply chain risk has growing relevance for Ghanaian
firms linked to international trade networks.

2.3 Cybersecurity Training Approaches and Effectiveness

Cybersecurity training takes many forms. These include classroom teaching, e-learning, simulated
phishing, gamified platforms, and just-in-time prompts triggered by risky user actions. Evidence
favors active and practical formats over passive information delivery for lasting awareness gains
(Roediger & Butler, 2011). In SMEs, training format must fit practical limits. A sample framework
is presented in Fig 1.
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Fig 1: Cyber Security Awareness Framework
Source: www.collidu.com

These include limited time, irregular work schedules, different levels of digital literacy, and the
lack of dedicated HR or training staff. Eminagaoglu et al. (2009) showed that repeated structured
training produces more durable awareness gains than one-off events. Single training events
showed measurable decline within three to six months. This finding matters in Ghana, where
many SMEs face high staff turnover. Awareness gained by one training group falls over time as
trained staff leave and untrained staff join. Sustainable awareness improvement requires early
training and continued program commitment. Vishwanath et al. (2011) examined why people fall
for phishing. They found that attacks using authority, urgency, and familiarity succeed most often,
regardless of general security awareness. This finding applies directly to Ghanaian SMEs.
Cybercriminals often copy local business communication styles and trusted institutional names.
They create phishing messages that appear to come from the Ghana Revenue Authority,
Ghanaian banks, and mobile money providers. These messages can deceive employees who lack
training on these specific tactics.
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2.4 The Human Factor in Cyber Incidents and Business Continuity

Human factors remain the main enablers of successful cyber incidents across organizations.
These factors include phishing, misdelivery, stolen credentials, and social engineering (Verizon,
2023). For SMEs, these behaviors carry heavy operational risk. Technical defenses are often
limited, and individual employees handle more sensitive tasks than they would in larger firms. In
Ghana, many employees entered digitally intensive work fairly recently. Many have not yet built
the security habits that more experienced digital workers developed over time.

Workman et al. (2008) explained security behavior through protection motivation theory. They
showed that protective behavior depends on threat appraisal and coping appraisal. Threat
appraisal means how serious and likely employees think a threat is. Coping appraisal means how
capable they feel in responding. Awareness training can address both dimensions. These
dimensions are often weaker in settings with limited prior cybersecurity exposure, so training can
produce strong gains in developing economies. Herbane (2010) identified a human execution gap
in business continuity planning. Continuity plans often fail not from technical design problems,
but from employees being unprepared to carry them out during a crisis. This gap is acute in
Ghanaian SMEs. Most organizations lack formal BCPs, as this study's survey data confirm. Among
firms that have BCPs, employees often know little about the plans or their own roles.
Cybersecurity awareness training that includes BCP role education can close this gap directly.

2.5 Awareness as a Business Continuity Enabler

Da Veiga and Eloff (2010) proposed a security culture framework where awareness supports
organizational security governance. In their view, awareness turns policies and technical controls
into daily behavior. This matters in settings with limited money and technical resources for
security. Awareness investment is not just one option among many. It helps other security and
continuity measures work in practice. This point carries special weight for Ghanaian SMEs, where
resource limits and growing digital exposure make behavioral security a practical route to
resilience.

Siponen (2000) argued that information security awareness turns organizational security
intentions into individual action. Applied to business continuity, this means cybersecurity
awareness helps continuity plans become operational responses rather than unused documents.
This includes awareness of BCP roles, incident reporting procedures, and escalation steps.
Measuring this relationship in Ghanaian SMEs is the main empirical contribution of this study.

3. RESEARCH METHODOLOGY

3.1 Research Design and Theoretical Framework

This study uses a quantitative survey design to examine cybersecurity awareness, training
investment, and business continuity outcomes among Ghanaian SMEs. It draws on the
Knowledge-Attitude-Behavior framework (Kruger & Kearney, 2006) and protection motivation
theory (Workman et al., 2008). Together, these theories explain how awareness shapes security
behavior and organizational outcomes.

The analysis uses descriptive statistics, one-way analysis of variance (ANOVA) with Tukey post-hoc
tests, Pearson correlations, and hierarchical multiple regression. Four hypotheses guided the
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analysis: H1, higher cybersecurity awareness scores are negatively associated with cyber incident
frequency; H2, higher awareness scores are negatively associated with operational downtime
after incidents; H3, formal training programmes are associated with higher awareness scores
than informal or no training; and H4, cybersecurity awareness moderates the effect of integrated
BCP possession on continuity outcomes, so BCP benefits are greater at higher awareness levels.

3.2 Study Context: The Ghanaian SME Sector

Ghana offers a useful setting for this study. Its SME sector is large, central to the economy, and
digitizing quickly. These conditions make cybersecurity awareness gaps likely to produce
measurable consequences. Ghana's Cybersecurity Act (Act 1038, 2020) provides a formal
regulatory background for organizational cybersecurity duties. The National Cyber Security
Authority's public awareness initiatives create variation in exposure to formal cybersecurity
messages. The Ghana Enterprises Agency (GEA) and the Association of Ghana Industries (AGI)
provided access to SME registries for the study sample. This allowed coverage across Ghana's
main business regions and sectors.

3.3 Sample and Data Collection

A stratified random sample of SMEs was drawn from registry data held by the Ghana Enterprises
Agency and the Registrar General's Department. Stratification provided proportionate regional
representation across Greater Accra, Ashanti, Western, Eastern, and Northern administrative
regions. It provided sectoral representation across trading and commerce, financial services,
professional services, manufacturing, and healthcare. The survey instrument was administered in
English, Ghana's official business language, from February to August 2024. Data were collected
through email, WhatsApp Business, and in-person administration by trained research assistants
in regional business hubs. These methods reflected the communication preferences of Ghanaian
SME operators.

Of 2,318 eligible organizations contacted, 361 provided usable responses. This represents a
response rate of 15.6%. Non-response analysis compared early and late respondents and found
no meaningful differences in organizational size, sector, or region. This supports the assumption
that non-response bias does not materially affect the findings. Table 1 presents the sample's
demographic profile.

Table 1: Demographic Profile of Ghanaian SME Survey Sample (N = 361)
Characteristic Category n % of Sample
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Organizational Size Micro (1-9 employees) 97 26.9%
Small (10-49 employees) 162 44.9%
Medium (50-249 employees) 102 28.3%
Geographic Region Greater Accra 148 41.0%
(within Ghana) Ashanti 89 24.7%
Western 51 14.1%
Other Regjons 73 20.2%
Sector Trading & Commerce 98 27.1%
Financial Services 72 19.9%
Professional Services 61 16.9%
Manufacturing 54 15.0%
Healthcare 37 10.2%
Other 39 10.8%
Cybersecurity Training Formal structured programme 72 19.9%
Status Informal / ad hoc only 119 33.0%
No training 170 47.1%
Business Continuity Plan  Formal BCP with cyber provisions 68 18.8%
Status Generic BCP (no cyber provisions) 97 26.9%
No BCP 196 54.3%

Note. Percentages may not sum to 100% due to rounding. BCP = Business Continuity Plan.
Regional distribution reflects approximate proportional representation of Ghanaian SME
populations based on Ghana Statistical Service (2020) estimates.

Several sample features need context. The high share of organizations with no cybersecurity
training, 47.1%, matches patterns found in earlier Ghanaian SME research (Boateng et al., 2016;
GEA, 2023). It shows the scale of the awareness gap examined in this study. The low rate of
formal BCPs with cyber provisions, 18.8%, is lower than comparable figures from developed
economy studies.

This suggests that cybersecurity integration into continuity planning is less mature in Ghana than
in higher-resource settings. Trading and commerce formed the largest sector group, reflecting the
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dominance of trading enterprises in Ghana's SME sector. Financial services followed, a sector
with clear cybersecurity relevance due to the rapid growth of mobile money and digital payments.

3.4 Measures

Cybersecurity awareness was measured with an adapted version of the Security Awareness Scale
developed by Kruger and Kearney (2006). The study used items from the Human Aspects of
Information Security Questionnaire (HAIS-Q; Parsons et al., 2017). The instrument was adapted
for Ghana through scenario items on mobile money fraud, GRA-impersonation phishing, and local
social engineering tactics reported by NCSA (2022). The final instrument included 24 items
across five dimensions: threat recognition, phishing identification, password hygiene knowledge,
incident reporting behavior, and BCP role awareness. Items used a five-point Likert scale from 1,
strongly disagree or never, to 5, strongly agree or always. The composite scale showed high
internal consistency in the Ghanaian sample (Cronbach's alpha = .93) and acceptable test-retest
reliability across three weeks (r = .82). These results confirm the instrument's psychometric
quality in this context.

Business continuity outcomes were measured in four ways: cyber incident rate, operational
downtime, total incident cost, and BCP activation success. Cyber incident rate refers to the
number of major incidents in the previous three years. Operational downtime refers to median
days needed to restore pre-incident operating capacity. Total incident cost was estimated in
Ghanaian Cedis (GHC) across detection, remediation, lost revenue, regulatory, and reputational
cost categories. Banded response options reduced recall bias. BCP activation success was
measured as whether the organization successfully executed its BCP during its most recent
incident. This measure applied only to organizations with a BCP. Organizational size, region, and
sector were included as control variables.

3.5 Analytical Approach

All analyses were conducted using IBM SPSS Statistics 29. One-way ANOVA with Tukey post-hoc
tests examined differences in awareness scores across training categories. The sample was
divided into quartiles based on composite awareness scores to analyze outcome gradients.
Pearson correlation coefficients were calculated between awareness dimensions and each
continuity outcome variable. Hierarchical multiple regression used log-transformed operational
downtime as the primary dependent variable. Block 1 introduced organizational size and sector
as controls. Block 2 introduced composite awareness score, training type, and BCP integration
status. Block 3 introduced the awareness-by-BCP interaction term. The analysis used alpha =
.05, with Bonferroni corrections for multiple comparisons in ANOVA analyses. Effect sizes, eta
squared and Cohen's d, were calculated for all between-group comparisons.

4. FINDINGS

4.1 Cybersecurity Awareness Scores by Training Type

Table 2 presents mean awareness scores across the five dimensions and the composite score,
separated by training status. One-way ANOVA showed strong between-group differences on all
dimensions, with all p values below .001 and large effect sizes (eta squared from .33 to .49).
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These results strongly support Hypothesis 3. Tukey post-hoc comparisons confirmed that all three
training groups differed from one another on every dimension, with all p values below .001. This
shows a clear dose-response relationship between training investment and awareness outcomes
in the Ghanaian SME sample.

Table 2
Cybersecurity Awareness Scores by Training Status — Ghanaian SME Sample (Scale: 1-5)
Awareness Dimension No Training M Informal Formal F-statistic (p)
(SD) Training M Training M
(SD) (SD)

Threat Recognition 2.19 (0.71) 3.04 (0.79) 4.11 (0.64) F=1024,p<
.001

Phishing Identification 1.94 (0.65) 2.91(0.74) 4.08 (0.61) F=121.7,p <
.001

Password Hygiene 2.41 (0.78) 3.18(0.81) 4.27 (0.58) F=97.6,p<

Knowledge .001

Incident Reporting Behaviour 1.83 (0.67) 2.72 (0.82) 3.91 (0.69) F=114.2,p <
.001

BCP Role Awareness 1.61 (0.63) 2.49 (0.86) 3.84 (0.73) F=128.9,p<
.001

Composite Awareness Score 2.00 (0.51) 2.87 (0.59) 4.04 (0.52) F=143.1,p<
.001

Note. M = Mean; SD = Standard Deviation. All F-statistics met p <.001 after Bonferroni
correction. n? ranged from .33 (Password Hygiene Knowledge) to .49 (BCP Role Awareness). All
between-group Tukey contrasts met p <.001.

Several findings from Table 2 deserve attention in the Ghanaian context. The composite
awareness score for organizations with no cybersecurity training (M = 2.00, SD = 0.51) is lower
than comparable no-training figures from developed economy studies, such as M = 2.13 in
similar UK samples. This supports the expectation that limited prior exposure to cybersecurity
education in Ghana produces lower baseline awareness. The BCP Role Awareness dimension
shows the largest gap between formal and no-training groups (M = 3.84 vs. M = 1.61, d = 3.37).
Informally trained employees showed much better BCP role understanding (M = 2.49) than
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untrained employees. This finding shows the value of any training exposure for the continuity-
critical task of knowing one's role during an incident.

Formally trained organizations in this Ghanaian sample had a composite awareness mean of
4.04, below the theoretical ceiling of 5.0. This suggests that current formal training programs in
Ghana are not yet reaching their full potential. The issue is not only training frequency. Program
quality needs attention. Qualitative follow-up interviews with 18 training coordinators, reported
separately, identified curriculum currency as a main quality gap. Many programs had not been
updated to cover ransomware, mobile money fraud, or cloud security issues.

4.2 Awareness Levels and Business Continuity Outcomes
Table 3 presents business continuity outcomes by awareness quartile. The data show a clear and
consistent improvement from the lowest to the highest awareness quartile across all outcome
measures. All between-quartile differences had p values below .001.

Table 3: Business Continuity Outcomes by Cybersecurity Awareness Quartile — Ghanaian SME

Business Continuity Outcome Low Awareness Moderate Q2 (n=91) High Q3 Very High Q4
Q41 (n=90) (n=89) (n=91)

Cyber Incident Rate (3 yrs) 83% 69% 53% 31%

Median Operational 29.1 19.4 12.6 6.3

Downtime (days)

Median Total Incident Cost GHC 98,400 GHC 63,200 GHC GHC 17,100

(GHC) 37,500

BCP Activation Success Rate 24% 47% 68% 86%

Customer Retention Post- 54% 69% 81% 93%

Incident

Mean Recovery Satisfaction 1.7 2.6 3.4 4.3

(1-5)

Note. Quartile boundaries: Q1 <2.38; Q2 =2.39-3.11; Q3 =3.12-3.79; Q4 > 3.80. Downtime
and cost figures are medians for organizations reporting at least one cyber incident. BCP
Activation Success Rate applies only to organizations possessing a BCP. Costs reported in
Ghanaian Cedis (GHC). All between-quartile differences met p <.001.

The incident rate gradient, from 83% in Q1 to 31% in Q4, represents a 63 percentage-point
difference. This provides strong empirical support for Hypothesis 1 in the Ghanaian context. The
Q1 incident rate of 83% is higher than the lowest-awareness figures reported in developed
economy comparisons. This reinforces the view that low awareness combined with a more active
cyber threat environment creates acute exposure for Ghanaian SMEs that have not invested in
training.

10
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Operational downtime falls from a median of 29.1 days in Q1 to 6.3 days in Q4. This 78%
reduction directly supports Hypothesis 2. The Q1 median downtime of nearly one month is
economically dangerous for most SMEs. At typical revenue levels for Ghanaian small businesses,
one month of disruption can threaten survival, mainly for firms with limited cash reserves or credit
access. The Q4 median of 6.3 days remains disruptive, but it represents a very different level of
threat. Most financially stable SMEs can absorb that scale of disruption.

The BCP activation success rate gradient, from 24% in Q1 to 86% in Q4, is one of the study's
most important theoretical findings. It gives direct empirical support to the argument that
awareness turns continuity plans into operational responses. Among low-awareness organizations
with a BCP, 76% failed to activate it successfully during their most recent incident. Among high-
awareness organizations, only 14% failed. This suggests that BCP possession without matching
awareness has limited practical value. Awareness development is as important as plan
development itself.

4.3 Regression Analysis: Predicting Operational Downtime

Hierarchical multiple regression used log-transformed operational downtime as the dependent
variable. The final model explained 49.1% of variance, F(7, 353) = 48.6, p < .001. Organizational
size and sector in Block 1 explained 7.9% of variance. Adding awareness, training, and BCP
variables in Block 2 increased explained variance by .321, p < .001. Adding the interaction term
in Block 3 increased explained variance by .089, p < .001. These results support Hypothesis 4
and confirm that awareness and BCP integration work together in predicting continuity outcomes.
Full regression coefficients appear in Table 4.

The composite awareness score was the strongest individual predictor of operational downtime
(beta = -0.44, p < .001). Its effect was larger than the independent effects of formal training
status and integrated BCP possession. This finding presents awareness as a distinct
organizational capability, not just a result of training investment. Informal training (beta =-0.13, p
= .064) did not meet conventional thresholds after controlling for composite awareness scores
and formal training. This suggests that informal training improves outcomes mainly through its
modest effects on awareness, rather than through separate pathways. The awareness-by-BCP
interaction (beta =-0.19, p = .002) confirms that formal BCP possession produces much stronger
benefits in organizations with higher awareness levels. It shows that BCP investment produces
limited continuity benefits in low-awareness organizations. This interaction has clear practical
value in Ghana. Organizations planning BCP development should invest in awareness training at
the same time so their continuity plans can work in practice.

Table 4: Hierarchical Regression Predicting Operational Downtime — Ghanaian SME Sample

Predictor Variable B SE t p 95% ClI
Composite Awareness Score -0.44 0.06 -7.33 <.001 [-0.56,
-0.32]
Formal Training Programme -0.31 0.08 -3.88 <.001 [-0.47,

(ref: none) -0.15]

11
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Informal Training (ref: none) -0.13 0.07 -1.86 .064 [-0.27,
0.01]
Integrated Cyber-BCP (ref: no -0.35 0.08 -4.38 <.001 [-0.51,
BCP) -0.19]
Awareness x Integrated BCP -0.19 0.06 -3.17 .002 [-0.31,
(interaction) -0.07]
Organizational Size (log -0.09 0.05 -1.80 .073 [-0.19,
employees) 0.01]
Sector (Financial Svcs ref: -0.08 0.08 -1.00 318 [-0.24,
Trading & Commerce) 0.08]

R2 =.491, Adjusted R2 = .479,
F(7,353) = 48.6, p <.001

Note. B = standardized regression coefficient; SE = standard error; Cl = confidence interval.
Dependent variable: log-transformed operational downtime (days). Ref = reference category. R?
change: Block 1 =.079 (p <.001); Block 2 =.321 (p <.001); Block 3 =.089 (p <.001). N = 361.

4.4 Regional and Sectoral Patterns

Regional analysis showed variation in awareness scores across Ghana. Organizations in Greater
Accra had the highest composite awareness score (M = 3.28), and organizations in the Northern
region had the lowest (M = 2.11). This regional pattern reflects differences in access to training
providers, exposure to formal cybersecurity communications, and the concentration of digjtally
intensive businesses in the capital region. The regional awareness gap has policy relevance.
Awareness programs aimed at outlying regions, using digital delivery formats adapted for lower-
connectivity settings, may produce strong marginal benefits. Sector-level analysis found that
financial services SMEs had the highest awareness scores (M = 3.41). This aligns with regulatory
pressure from the Bank of Ghana's cybersecurity directives and with the high visibility of mobile
money security concerns among financial services operators. Trading and commerce SMEs were
the largest group in the sample, but they had among the lowest awareness scores (M = 2.34).
This mix of high incidence and low preparedness makes the sector a priority for targeted
intervention.

5. DISCUSSION

5.1 Theoretical Contributions

This study contributes to theory and empirical research on cybersecurity awareness and
organizational resilience in SMEs, with particular relevance for developing economies. It shows
clear empirical relationships between awareness levels and business continuity outcomes in a
Ghanaian sample. This extends the Knowledge-Attitude-Behavior framework (Kruger & Kearney,
2006) and protection motivation theory (Workman et al., 2008) to a sub-Saharan African
business context where they had not been tested at this scale. The findings align with developed
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economy studies, and they reveal contextual differences in baseline awareness levels and
incident rates. This supports the strength of these frameworks and shows the heightened urgency
of awareness investment in lower-resource settings.

The awareness-by-BCP interaction contributes to organizational resilience theory by presenting
awareness as a multiplier of resilience rather than a separate added factor. This fits the
argument that awareness is the mechanism through which continuity plans are activated. The
finding extends Siponen's (2000) conceptual argument with direct empirical evidence in a new
context. It adds detail to the growing research on cyber resilience in developing economy
organizations. The finding that formally trained organizations in Ghana still scored below
theoretical awareness ceilings points to a training quality gap. This differs from the training
quantity gap often stressed in SME security research. The distinction between having training and
having effective training matters for researchers who model the link between training investment
and security outcomes. It matters for organizations and policymakers designing awareness
programs.

5.2 Practical Implications for Ghana and the Wider Region

The practical implications of these findings matter for Ghana's policy context. For Ghanaian SME
owners and managers, the 83% reduction in median incident costs between the lowest and
highest awareness quartiles, from GHC 98,400 to GHC 17,100, creates a strong financial case
for awareness training investment. Communications from the NCSA, GEA, and industry
associations should place this cost difference at the center. The NCSA is seeking to expand its
SME engagement programs, and findings of this scale provide the evidence needed to support
that investment. For training program designers, the large gains in BCP role awareness deserve
close attention. This dimension plays a critical role in BCP activation success. SME cybersecurity
awareness programs should include clear continuity role training. Programs that cover only
technical threat recognition and do not connect awareness to organizational response roles leave
a major capability gap. Training should reflect Ghana's threat environment. Examples should
include mobile money fraud and GRA-impersonation phishing, so employees can connect training
to real attacks they are likely to face.

For policymakers at the NCSA and Ministry of Communications and Digitalisation, the awareness
gap between Greater Accra and outlying regions shows that current efforts are not reaching much
of the SME sector. Many initiatives remain concentrated in urban centers. Digital delivery formats
deserve serious investment as complements to in-person programs. These formats include SMS-
based awareness campaigns, WhatsApp training modules, and radio-based cybersecurity
education for businesses with limited internet connectivity. The Bank of Ghana's regulatory model
for financial sector cybersecurity offers a possible template for sector-specific awareness
mandates in trading, healthcare, and professional services.
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5.3 Limitations and Future Research

This study has several limitations. Its cross-sectional design limits causal claims. Organizations
with stronger management practices may invest more in awareness training and achieve better
continuity outcomes through factors not measured here. Longitudinal tracking of SMEs through
training interventions would provide stronger causal evidence, mainly through experimental or
quasi-experimental designs. Self-reported outcome measures, including incident cost estimates
in GHC, are subject to recall bias and social desirability effects. Future research should combine
these measures with objective outcome data from insurance records or regulatory databases as
access improves in Ghana.

The study's geographic scope within Ghana covers the country's main regions, but the findings
should not be generalized to other West African or sub-Saharan African settings without
replication. SME cyber environments differ across the region. Ghana has a relatively advanced
cybersecurity regulatory framework, high mobile money penetration, and a specific threat profile.
These conditions are not universal. Future comparative studies across Ghana, Nigeria, Kenya,
and South Africa would give useful regional evidence on the awareness-outcome relationship and
the factors that shape it.

6. CONCLUSION

This study provides strong empirical evidence that cybersecurity awareness is one of the most
powerful and accessible ways for Ghanaian SMEs to improve business continuity outcomes.
Drawing on survey data from 361 organizations across five sectors and four regions, the findings
show that formal cybersecurity training produces higher awareness across all measured
dimensions. Higher awareness is linked with lower incident rates, shorter downtime, lower costs,
and more successful BCP execution. The combination of high awareness and integrated cyber-
BCPs produces resilience benefits greater than either factor achieves alone. The size of these
differences is striking. Median downtime fell by 78%, and median incident costs fell by 83%,
between the highest and lowest awareness quartiles. These costs are reported in Ghanaian Cedis
and reflect the real economic exposure of Ghanaian enterprises. Cybersecurity awareness
training ranks among the highest-return investments Ghanaian SMEs can make in operational
resilience. The sector contributes about 70% of Ghana's GDP and employs most of the working
population. These findings matter for national economic security, not only for individual firms.

The path ahead is practical and affordable. SMEs need awareness training programs designed for
Ghana's threat environment, delivered through accessible digital formats, and linked directly to
BCP role education. This standard is achievable across sectors and regions. The empirical case
for that investment, and for public policy support, is strong.
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