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ABSTRACT

This study assessed existing Collaborative Models for trust awareness to ensure effective friend-to-friend
collaboration in an overlay network for better control of private data towards a robust social media
interaction. The result obtained showed that the Trust-Aware Model (T-AM) demonstrated significant
reliability regarding recommendation accuracy and convergence. This was because benchmarking the
result from assessing the T-AM with the result from that of assessing existing collaborative models,
showed that the T-AM had an accuracy of 0.875, and that of the existing collaborative model was 0.750.
While the T-AM had a convergence value of 0.125, that of the existing collaborative model was 0.250.
The existing model had an effectiveness value of 0.1875, while the T-AM had an effectiveness value of
0.1094. This implies that the T-AM provided improved recommendation accuracy considering the standard
scale of 0 to |, and convergence (in terms of time) on a scale of 0 to |. The implication of this is that the
T-AM’s ability to make recommendations is very significant since its accuracy value was 0.875 as compared
to 0.750 of the existing collaborative models. For convergence, based on the scale rating provided above,
it means that the T-AM provided accurate recommendations in a convergence of time of 0.125 as
compared to 0.250 for the existing collaborative model. However, in terms of effectiveness, the T-AM
performed less with an effectiveness value of 0.1094 as compared to the effectiveness value of 0.1875 of
the existing collaborative models. The study concluded that trust data was effectively managed using the
distributed hash table and symmetric replication methods, with significant improvement in reputational
accuracy and convergence without compromising on scalability and secured online collaboration.
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I.INTRODUCTION
Social Networks (SNs) hold a lot of user data. These data grow steadily on a daily basis as a result of the

myriads of interactions that go on between peers on the network (Krishnamurthy and Will, 2009). In the
hands of the corporation(s) who owns the SNs, these data are exposed and open to misuse.
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This is because owners of the SNs have direct access to the data. Interestingly, they are not bound by any
law not to either sell or use the data to their own advantage. There have also been questions of data
ownership when users discovered that their profile information still exist on the online social networking
websites even after they had cancelled their account (Buchegger et al, 2009). Moreover, every social
network medium remains a potential for big data. The centralised nature of user data repositories that
can be used for data mining and targeted advertising by the service providers also raise concerns
(Buchegger et al, 2009). These data are valuable information which ought to be at the exclusive reserve
of the user. Users should have the right to determine what happens to their data. Based on the argument
presented so far, the need to protect user data is overarching.

Firstly, users should know what is possible with the lots of data that accrue from their activities on the
network. Secondly, this usual practice of having exclusive right to user data by social network owners
needs to be reconsidered. This is because the practice puts users’ confidentiality at the risk of infringement
(Steel and Vascellaro, 2010; Greenwald and MacAskill, 2013; Opsahl, 2010). However, for users to have
some measure of control over their data, the issue of ensuring trust becomes critical. Though, social trust
holds a lot of promise in resolving this, there is a dearth of models to implement it for friend-to-friend
collaboration. This research work filled this gap using the leverage of the P2P collaborative paradigm.

2. LITERATURE REVIEW

This work was inspired by a large amount of previous works on peer-to-peer network, trust models,
friend-to-friend network and collaborative systems. The Turtle model developed by Popescu et al. (2006)
relates to this current work in that it was developed for the safe sharing of sensitive information in a P2P
network. The model was used to guarantee privacy, by organising data sharing as an overlay on top of a
pre-existing user trust relationship. However, the theoretics of the mutable nature of trust was not
considered. The belief in this current work is that trust is mutable. The trustworthiness of peers should
be upheld as a priority. In this study, trustworthiness was modelled to be updated after each collaboration.
In a similar study, Galuba (2009) developed a friend-to-friend collaborative model that allowed users’
information sharing groups to build their own ad-hoc network and collaborate without requiring the
service of a server or third-party service. As a result, the control of data was transferred to the users,
however the concept of social trust was not incorporated into the model.

In the area of collaborative models, Forster’s et al. (2012) Collaborative Business Process Modelling used
the Cheetah experimental platform to investigate how a business model can be collaboratively created.
The research presented a collaborative method for creating business models and analysed the modelling
process within a collaborative environment setting. This was with a view to using obtained data to improve
collaborative modelling editors. The tool allowed users to synchronously work on the same model and
do editing, while the users are separated using communication channel. The issue of trust is paramount in
the scenario. This is because of the fact that the quality and sanctity of any editing can only be guaranteed
by trust, which was clearly absent in the collaborative model. Varlamis et al. (2013) in their work used
social network metrics to generate personalized user recommendations. They suggested that the impact
of measures in recognizing trustworthy actors in a social network can be recommended to specific users.
Such measures include: opinion/trust of the actor for other actors, the opinion/trust of the actor’s
network of trust, and the overall ranking of all actors.
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This category of metrics falls into the category of local and global metrics, which were applied to
manipulate and tackle any shortcomings, thereby improving the quality of recommendations. This study
took a cue from Varlamis et al. (2013), by ensuring that only local metric (from personal trust conception)
is not considered for trust quantification. In this work, both local metric (from personal trust), and global
metric (from reputational/recommendation trust) were therefore drawn on. Chen and Pan (2014) in their
research work considered and developed the open-source software collaborative user model based on
social network and tag similarity. The model was used to detect contact and collaborative relationship
between collaborators from their contact and work information.

It also constructs a social network model to reflect the social relationships that exist between
collaborators. The goal was to be able to recommend accurate collaborators. The model uses a statistical
and decision support accuracy procedure to evaluate the performance of recommendation. Experimental
results showed that the model was effective in improving measurement of accuracy of relationship
between collaborators, detecting a collaborator’s role in a work team and detecting work teams in social
network. However, the entrants of a new participants were not considered with respect to trust in the
work. The trust-awareness concept has been highlighted as a resourceful solution to the traditional
problem of recommender systems.

Collaborative Filtering (CF) is widely used as techniques for Recommender Systems (RS). Based on CF,
RS as it does not require explicit content description, but rely on user’s opinion. The traditional problem
orchestrated by the CF is the blind searching for similar users and the using of the rating of the user to
predict items that are recommended to users (Massa and Avesani, 2004). This blind searching undermines
the level of trust between similar users that are searched. There is therefore, the need for a trust
mechanism like the one provided in this work to determine the trust value of similar users. In Haydar et
al. (2012), the hybridising collaborative filtering was introduced. It was to take advantage of the trust-
awareness concept in order to side step the blind searching for similar users.

Thus, both opinion and trust similarity were hybridized. The goal was to improve on their similarity since
they have been considered as different entities. The achieved trust level was commendable, except that
the issue of distrust was not considered. Unlike the work of Massa and Avesani (2004) and Haydar et al.
(2012), the work handled the issue of distrust by incorporating the trust manager. The trust manager
computes the trust of all peers-nodes in the network at every opportunity and also updates same. This
contribution solves the problem of distrust by isolating nodes without continual trust as distrust nodes

3. METHODOLOGY

The first model to be assessed was the Trust-aware Recommender Systems (TaRS); the system uses the
collaborative filtering model for its recommendations. This model employs the techniques of collaborative
filtering (Massa and Avesani, 2007). However, the system is faced with some challenges, including: (i) the
inability to find similar users, (ii) the creation of ad-hoc user profiles, which are supposedly similar to the
target user but make TaRS vulnerable to attacks by intruders, and (jii) the inability of TaRS to handle the
cold start problem - new users in the network. To assess the TaRS model in this research work, its global
nature - which considers global trust as a type of reputational trust - was considered. Similarly, similarity,
which is one of its mechanisms for recommendation, was therefore considered as a metric for TaRS
assessment.
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In Varlamis et al. (2013), the application of social network metrics to assess the Trust-aware Collaborative
Model (TaCM) was presented. Varlamis et al. (2013) examined the impact of measures in recognizing
trustworthy actors in a social network that can be recommended to specific users. The measures
considered include the opinion/trust of the actor for other actors, the opinion/trust of the actor’s network
of trust, and the overall ranking of all actors.

These were computed based on their position and interconnections in graphical form. In the work, both
local and global metrics were applied, since global trust metrics were easily manipulated. However, local
trust metrics were observed to be more resistant to attacks. Interestingly, conceptualizing both local and
global trust metrics helped in the assessment of TaCM, with the belief that a better understanding of the
metrics is needed to improve the quality of recommendations.

The Trust Singular Value Decomposition (TrustSVD) Collaborative Filtering model developed by Guo et
al. (2015) was also considered for assessment. This is because TrustSVD uses the explicit influence of user
trust and item ratings to resolve the problems of data sparsity and cold start associated with collaborative
filtering. Both implicit and explicit influences of rated items were conceptualized and leveraged for the
assessment of the TrustSVD collaborative model. TrustSVD is an extension of SVD++ (Koren, 2008),
drawing on the concept of social trust information. However, the influence of trusters and trustees was
not considered. In this research work, social trust information with a focus on harnessing the influence of
trusters and trustees was leveraged. This was conceived based on the claim of Young et al. (2013) that
incorporating trust, whether from a trustor’s or trustee’s perspective (or both), into collaborative systems
can significantly improve their recommender’s potential.

In this research work, the Trust-aware collaborative model for friend-to-friend networks (T-AM)
presented was able to handle cold start. This was a major difference between T-AM and the collaborative
models - TaRS, TaCM, and TrustSVD that were assessed. T-AM, as a collaborative model, was engineered
so that trusted members of the F2F network can recommend a new entrant into the network. This implies
that the continuous collaboration of a new entrant into the network will affect the entrant’s trust rating
of the recommender positively or negatively. It is interesting to note that based on the foregoing review,
it was observed that local trust and global trust, or personal and reputational trust, either implicitly or
explicitly, were a common trait. These conceptions were therefore operationalized towards raising the
metrics needed to assess TaRS, TaCM, TrustSVD, and T-AM. Based on the philosophy and theory
supporting this research work, trustworthiness becomes the nexus metric theme. Knowing that
reputational trust (global metrics, since its rating is based on the recommendation of other peers) better
influences personal trust (which is localized), reputational trust is adapted to assess trustworthiness.

This approach was considered plausible since (as earlier mentioned), the challenge of cold start was
handled by the T-AM collaborative model, unlike the others - TaRS, TaCM, and TrustSVD. So, their
assessment, therefore, adopts reputational accuracy, convergence, and effectiveness to be able to assess
the influence of similarity and proximity of users towards recommending trusted peers.

The practice is consistent with the practice in Lagesse (2012), where similarity metrics were
conceptualized and used. In Table 4.1, the actual trust metrics used and the weight attached to depict the
effect of the metrics on the trustworthiness of recommendation are presented. Since it is easier to trust
people with whom one has had a previous trust relationship than someone recommended, personal trust
was assigned 2 points.
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Trust relationships are a very important aspect of social information, and we are more likely to accept
viewpoints from people that we trust (Sinha and Swearingen, 2001; Ziegler and Lausen, 2004). Trust also
increases rapidly with higher recommendation (Netrvalova and Safarik, 201 1); therefore, reputation was
assigned 2 points, similarity 2 points, and proximity 2 points to be consistent with literature as presented
in Figures 4.1 and 4.2. The models for the assessment are presented in equations 3.1, 3.2, and 3.3.
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Figure 3.1: Trust Metrics and Weights
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Figure 3.2: Collaborative Models Trust Metrics Weights

4. RESULTS AND DISCUSSIONS

This Section presents the result and its discussion with respect to the assessment of existing collaborative
models for trust-awareness. Finally, the discussion of the result of the assessment and the prototype
system’s usability test are also presented. MATLAB 13.0 programming language was used to simulate the
assessment of the three collaborative models and the T-AM using the parameters in Tables 4.1, 4.2, 4.3
and 5.4. The models have been discussed earlier in Section 3.6 of Chapter Three (3). The aforementioned
models were simulated such that the models were evaluated for accuracy, convergence and effectiveness.
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The assessment of three existing collaborative models (TaRS, TaCM and TrustSVD) using reputational
accuracy, convergence and effectiveness as parameters as discussed in Section 3.0 provided information
as regards the trust-awareness of each of the models. The trust metrics used for evaluation of the models
were presented in Figure 3.2, the result of the model assessment for accuracy presented in Table 5.2 and
Figure 5.1 show that TrustSVD reputational accuracy is 0.750, TaCM reputational accuracy is 0.625 and
TaRS reputational accuracy is 0.50. The assessment of the existing models (TaRS, TaCM and TrustSVD)
for reputational convergence were presented in Table 4.3 and Figure 4.2, the result show that TrustSVD
had a convergent value of 0.250, TaCM convergence value is 0.375 and TaRS convergence value is 0.500.
Assessment the existing models (TaRS, TaCM and TrustSVD) for reputational effectiveness were
presented in Table 4.4 and Figure 4.3, the result showed that TrustSVD had a reputational effectiveness
value of 0.187500, TaCM effectiveness value is 0.234375 and TaRS effectiveness value is 0.250000.

Table 4.1: Collaborative Models Rating Per Metrics

S/N Trust Metrics Weight  TaRS TaCM TrustSVD T-AM
I Personal Trust 2 I I I 2
2 Reputation 2 I 2 2 2
3 Similarity 2 I I 2 2
4 Proximity 2 I I I I

LEGEND

TaRS: Trust-aware Recommender System | TrustSVD: Trust Singular Value Decomposition |
TaCM: Trust-aware Collaborative Model | T-AM:Trust-aware Collaborative Model for F2F Network

Table 4.2: Assessment of Existing Collaborative Models for Accuracy ()

TaRS Accuracy TaCM Accuracy TrustSVD Accuracy
No. of Predictors () () ()
I 0.125 0.125 0.125
2 0.250 0.375 0.375
3 0.375 0.500 0.625
4 0.500 0.625 0.750

LEGEND

TaRS: Trust-aware Recommender System | TrustSVD: Trust Singular Value Decomposition |
TaCM: Trust-aware Collaborative Model
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Table 4.3: Assessment of Existing Collaborative Models for Convergence ( ¥ )

TaRS Convergence  TaCM Convergence TrustSVD Convergence

No. of Predictors (x) (x) (x)
| 0.875 0.875 0.875
2 0.750 0.625 0.625
3 0.625 0.500 0.375
4 0.500 0.375 0.250

LEGEND

TaRS: Trust-aware Recommender System | TrustSVD: Trust Singular Value Decomposition |
TaCM: Trust-aware Collaborative Model

Table 4.4: Assessment of Existing Collaborative Models for Effectiveness (<)

TaRS Effectiveness TaCM Effectiveness TrustSVD Effectiveness

No. of Predictors (e) (e) ()
I 0.109375 0.109375 0.109375
2 0.187500 0.234375 0.234375
3 0.234375 0.250000 0.234375
4 0.250000 0.234375 0.187500
[ LEGEND |

TaRS: Trust-aware Recommender System | TrustSVD: Trust Singular Value Decomposition
TaCM: Trust-aware Collaborative Model

Plot of Accuracy

0.8
TaRS /
o7k TACM /////’ i
******** TrustSVD "

Accuracy

L L
1 2 3 4
No. of Trust Metrics

Figure 4.1: Collaborative Model Assessment for Accuracy
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Figure 4.3: Collaborative Model Assessment for Effectiveness
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The simulation result showed that TaRS out performed TaCM, while TrustSVD outperformed TaRS with
respect to recommendation accuracy and convergence. This actually buttresses the fact that trust
awareness improves the performance of collaborative systems like recommender system.

4.1 Result of the Assessment of TrustSVD and T-AM

In order to access the performance of T-AM, the performance of T-AM was benchmarked against the
earlier result obtained from the assessment of the existing models that showed that TrustSVD performed
better than the other models assessed as it had the highest reputational accuracy and converges faster
than other collaborative models considered during the assessment. The goal was to evaluate its
performance in recommending trustworthy collaborators. Table 4.5 and Figure 4.4, showed the result of
the assessment of T-AM and TrustSVD for accuracy. From the result T-AM had a reputational accuracy
of 0.875 compared to TrustSVD that had a reputational accuracy of 0.750. The assessment of T-AM and
TrustSVD for reputational convergence was presented in Table 5.6 and Figure 4.5, the result showed that
T-AM had a reputational convergence value of 0.125 while TrustSVD had a convergent value of 0.250.
The implication of this result is that T-AM converges faster than TrustSVD. Assessing T-AM and TrustSVD
for reputational effectiveness was presented in Table 4.7 and Figure 4.6, the result show that T-AM had a
reputational effectiveness of 0.109375 while TrustSVD had a reputational effectiveness value of 0.187500.

Table 4.5 Assessment of TrustSVD and T-AM for Accuracy

TrustSVD Accuracy T-AM Accuracy
No. of Predictors () (o)
I 0.125 0.250
2 0.375 0.500
3 0.625 0.750
4 0.750 0.875

Table 4.6 Assessment of TrustSVD and T-AM for Convergence

TrustSVD Convergence T-AM Convergence
No. of Predictors () (x)
I 0.875 0.750
2 0.625 0.500
3 0.375 0.250
4 0.250 0.125
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Table 4.7 Assessment of TrustSVD and T-AM for Effectiveness

TrustSVD Effectiveness T-AM Effectiveness
No. of Predictors (€) (€)
I 0.109375 0.187500
2 0.234375 0.250000
3 0.234375 0.187500
4 0.187500 0.109375

Plot of Accuracy Assessment

0.9

TrustSVD | e

0.8H rrerereses T-AM | e |

Accuracy

0.1 5 3 4
No. of Trust Metrics

Figure 4.4: Assessment of TrustSVD and T-AM for Accuracy

Plot of Convergence Assessment

TrustSVD

Convergence

No. of Trust

Figure 4.5: Assessment of TrustSVD and T-AM for Convergence

75



ontemporary Research in SCIENCE,
ENGINEERING & TECHNOLOGY

Vol. I'1. No. I, 2023

Plot of Effectiveness Assesment
0.25 —T— T
0.2F -
i
a
=
R
i
0.15F -
— TustEVD,
T-AM
0.1 L L
1 2 3 4

Mo. of Trust Metrics

Figure 4.6 Assessment of TrustSVD and T-AM for Effectiveness

5. CONCLUSION

The results of the assessment of existing collaborative models show that reputational accuracy increases
with increasing number of predictors and also converges faster as the number of predictor’s increases,
but the effectiveness of the model reduces as the number of predictors increases. Benchmarking T-AM
with TrustSVD that performed better than TaCM and TaRS during the assessment of the existing models
earlier presented in Section 4.2, result showed that T-AM have an edge over TrustSVD in the aspect of
reputational accuracy and reputation convergence whereas, TrustSVD performance is better in
effectiveness assessment. The T-AM’s better performance was a function of the number of metrics that

were considered in the model for trust evaluation.
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