
   
  
 
  
  
 
 

  

 
   

27 
 

Creative Research Publishers       
https://www.crossref.org/06members/50go-live.html 

     
Vol 8, No 4, December 2022 Series 

 

Impact of Digitalizing Healthcare Business Operations on 
Cybersecurity Landscape 

 

Yamcharoen P1, Folorunsho O.S2, Bayewu A3 & Ojo T.P4 

1 Washington University of Science and Technology, Vienna, VA, 22182, USA 
2 Washington University of Science and Technology, Vienna, VA, 22182, USA 

4Northumbria University, New Castle, NE1 8ST, UK 
4University of Indianapolis, IN, 46227, USA 

E-mail: 1ami.yamcharoen@wust.edu; 2olusolafatoye@gmail.com; 3omowunmisesekinatf@yahoo.com  
4titilikesyou@gmail.com  

 
ABSTRACT 
 

Abstract: The technological evolution and digitalization of business operations contributed to 
healthcare organizations' constantly changing cybersecurity landscape. It is compulsory and mandated 
by the covered entities to fully comply with the industry regulatory standards, procedures, laws, and 
guidelines. The compliance officer must pay attention to the change in the business operations and the 
laws governing the organization's business operation. Developing an automated cybersecurity team 
that will track the change in the cybersecurity landscape of healthcare businesses as the business 
operations move toward digitalization and adoption of artificial intelligence-driven solutions. Adopting 
AI as a defensive measure requires an organization to monitor and assess the patent application 
landscape before deploying any AI intellectual property for its risk mitigation strategy or infrastructure 
protection. The security team must ensure that the usage of AI at the organization complies with the 
US federal and state antitrust laws. The organization's security team will implement control to identify 
data retention limits and regulate and permit the use of personally identifiable information within the 
organization. The enforcement will be via an organization's processes, functions, or approved 
mechanisms. The security team will implement binding techniques to strengthen the information flow 
enforcement process. This paper will elaborate on the binding technique that will regulate the number 
of users accessing the organization's resources or information. 
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1. INTRODUCTION  
 
Hospitals and health institution are digitalizing their business operations and it is important for the 
cybersecurity team considered the industry, state, local, and federal laws when developing the 
cybersecurity architecture and strategy. Most organization are interested in the cybersecurity plan that 
aligns their cybersecurity goals and business goals.  



   
  
 
  
  
 
 

  

 
   

28 
 

Creative Research Publishers       
https://www.crossref.org/06members/50go-live.html 

     
Vol 8, No 4, December 2022 Series 

 

The technological evolution and digitalization of business operations contributed to the constantly 
changing in the cybersecurity landscape of healthcare organization. It is compulsory and mandated by 
the covered entities to fully comply with the industry regulatory standards, procedures, laws and 
guidelines. the compliance officer must pay attention not only to the change in the business operations 
but also to the laws governing the organization business operation. The change or evolution in the 
technologies requires the compliance officer or the security team to track or adjust the controls that 
regulate or prevent employees from violating any laws that might negatively impact the organization 
business operation. In this paper, the security team will adopt four emerging technologies and identify 
the current and anticipated changes in the compliance laws for the adopted technologies. The security 
team will compile adjustment controls that will support the change in the compliance law, and a robust 
plan of action that will enable dynamic adjustment of compliance needs will be discussed in this paper. 
 
2. LITERATURE REVIEW 

 
Healthcare business operations have been digitalized to enable customers to interact with the deployed 
applications, system, and portal from the comfort of their homes. As the technology keeps emerging, 
the security team and leadership of an organization must be prepared to adapt to the changing 
cybersecurity landscape, strategies, rules, and regulations that will help the organization secure its 
cybersecurity space from the threat actors. The digitalization of business operations increases the 
organization network infrastructure attack surface. Therefore, a defense system is required. The 
security team needs to strengthen the organization's cybersecurity protocols (Lewallen, 2021). The 
customer data needs to be protected, and the system that processes and stores the business operation 
data must be protected to enforce data integrity, confidentiality, and availability (Abbas et al., 2022). 
Understandably, the complexity of the security requirement poses a significant challenge for the 
security team to develop an advanced security system for a healthcare security system. The security 
team needs to develop enhanced data monitoring solutions as defense mechanisms to prevent threat 
actors from attacking the organization's network infrastructure. The cyber defense mechanism 
developed must detect attacks and vulnerabilities in real time. That is, the defense mechanism must 
detect any security flaws and correct them before an attack occurs (Pandey et al, 2022). 
 
The emergence of cloud computing and the Internet of Things allows the organization to transfer 
computing services and data. It also supports sharing among users from several points on the network. 
Though it is business friendly because it is cheap and efficient, it allows threat actors to exploit the gap 
in the security to open a breach that will allow them to settle into the organization network and 
compromise transactional data and customer data. The security team needs to adopt advanced 
network visibility solutions to reduce the impact of the risk. Cloud computing services and IoT share 
the same operating model. The security team must ensure that users' activities are tracked in real-time 
to avoid data flow compromise with IoT devices (Jang-Jaccard & Nepal, 2014). Machine learning (ML) 
and artificial intelligence (AI) are continuously influencing the evolution of cybersecurity. The 
digitalization of healthcare business operations has changed the cyber environment of the organization. 
It has led to the security team adjusting the governing laws to comply with the new cybersecurity 
architecture.  
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The security team needs to develop an autonomous and organic security solution that will immune the 
organization network from cyber threats. The security team needs to train its teams and employees 
to notify them of the constant change in the organization's cybersecurity space so that they can 
recognize and adapt to the new threats in the industry. The evolution of the technologies has increased 
the widespread threats, and the organization ecosystem depends on the AI line of defense to assess 
data reliability (Andrade et al., 2020). The security team will develop robust algorithms to process data 
from the network sensors, databases, logs, portals, and applications to detect threats. It will not depend 
on a single trusted sensor node for this threat detection analysis. The security team will reduce the 
vulnerability of the network infrastructure by ensuring that the node of the new assets added to the 
network is included in the algorithms mining the activities on the network operations. The security 
team will use machine learning algorithms to improve malware and spam detection, identify 
unauthorized activities, and detect new users in real time.  
 
Threat actors have developed numerous AI-driven solutions to attack network infrastructure. The 
security team must constantly develop a more advanced predictive defense mechanism as the 
organization's cybersecurity landscape evolves. The goal is to develop a zero-risk security to detect an 
attack and intervene in real-time. The security team will focus on changing the organization's preventive 
cybersecurity plan to a predictive cybersecurity plan to ensure that the defense mechanism is up and 
running with zero downtime. To achieve zero downtime for the predictive defense mechanism, the 
security team will deploy an artificial monitoring solution that will track both internal and external 
activities with the use of scalable machine learning algorithms that will align the organization's 
cybersecurity goal with the business goals for achieving optimal predictive defense solution for the 
organization. The security team will handle the human part of the predictive model calibration to 
ensure that the model constantly meets the evolving cybersecurity changes (Sarker et al., 2021).  
 
Digitalization in healthcare through advanced methods, tools, and the Internet are prominent social 
development factor. However, hackers and malpractices through cybercrimes made this digitalization 
worrisome for policymakers. The study analyzed the role of E-Government Development as a proxy 
for digitalization and corruption prevalence in healthcare sustainability in developing and 
underdeveloped countries of Asia from 2015 to 2021. Moreover, a moderator role of Cybersecurity 
measures has also been estimated on EGDI, CRP, and HS through the two-step system GMM 
estimation. The results show that EGDI and CRP control measures significantly improved HS in Asia. 
Furthermore, by deploying strong and effective Cybersecurity measures, Asia’s digitalization and 
institutional practices are considerably enhanced, which also has an incremental impact on HS and 
ethical values. 
 
The hospital business operation adopted hybrid cloud environments and switched most of its on-
premises database to the cloud to gain agility, easy use of data, and scalability. This switch will prevent 
the organization from avoiding traditional security strategies and use intelligent security operation 
center solutions capable of detecting, predicting, responding to, and avoiding threats in real time. This 
method is a new approach to protecting hospital databases by creating a forward-looking defense 
mechanism to detect real-time threats and extract data from different data sources for actionable 
insights. The organization cybersecurity goal is to develop a trusted cybersecurity solution as the 
business operation switch to digital operation.  
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The security team will deploy intelligent, flexible cybersecurity technologies to increase and improve 
the proactiveness of the organization's cybersecurity defense and security strategies by addressing and 
accelerating the future of advanced cybersecurity protocols of the organization (Tagarev et al, 2021). 
 
3. CURRENT AND ANTICIPATED CHANGES IN COMPLIANCE LAWS 
 
With the increase in the adoption of AI across the United States, the federal government has enforced 
that all parties involved during an AI contracting process must conduct a due diligence process during 
a merger and acquisition. The stakeholders must focus on the risk mitigation process and ensure data 
privacy, legal and regulatory compliance, and information security when implementing AI solutions for 
their business operations. Adopting AI as a defensive measure requires an organization to monitor and 
assess the patent application landscape before deploying any AI intellectual property for its risk 
mitigation strategy or infrastructure protection (Dash et al., 2022). The security team must ensure that 
the usage of AI at CHN complies with the US federal and state antitrust laws. The security team should 
prevent employees from amalgamating data through unapproved arrangements or through merger and 
acquisition activities and using big data that will frustrate competition in violation of the antitrust law. 
 
The security team must ensure that the AI governance plan includes the organization framework and 
a responsible C-suite level owner of the plan, auditing throughout the AI deployment, periodic testing, 
and documentation of findings that will mitigate risk controls and remediate adverse findings. The 
leadership must consider AI risk in transactions that require board review so that the organization 
does not violate the internal AI governance policies and protocol when implementing or deploying new 
AI solutions. The civil liability associated with using AI In consumer products might lead to product 
liability claims, liability under state and federal services, and consumer protection laws and regulations. 
Also, it has been established that using big data may give rise to liability of penalties and fines under 
various state and federal privacy laws. In most healthcare organization, the usage of AI may give rise to 
liability under theories of malpractices if the security team fails to conduct due diligence before 
deploying or implementing the AI solution (Siddiqui et al., 2021). 
 
4. IMPLEMENTING CYBERSECURITY ADJUSTMENT CONTROLS 
 
Data Mining Protection is an adjustment control that needs to be implemented to find patterns or 
correlations in the big data that will be fed into the machine learning algorithm for knowledge discovery. 
The data are stored in the organization repositories, and the security personnel developing the machine 
learning algorithm must have the required access control permission to pull access the data and pull 
the data from the databases. A role level access control needs to be adjusted for the security personnel 
to ensure that the developed Artificial Intelligence solution can be adopted as a centralized solution by 
the security operation center to track malicious activities. The security team will collaborate with the 
IT team to specify and enforce user permission and set up a principle of least privilege so that the 
person will only have read-only access to customer data to ensure that the quality and content of the 
database are not compromised should the user lack the professionalism or expertise to configure, 
manage, or deploy the AI solution to detect an attack or prevent the attack. The IT team will create a 
user account for all personnel using the AI solution (Ahmad et al., 2020).  
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An effective monitoring solution will be deployed to track user accountability, and alerts will be 
generated if the personnel violate permission within the organization's cybersecurity landscape. An 
appropriate account management control will be deployed to ensure users comply with the 
organization's user policies and protocols. 
 
Data mining protection control will protect the organization's sensitive information in the numerous 
organization and web-based repositories. The security team will establish a threat program for 
organization employees to deter, detect, and mitigate insider threats, including safeguarding sensitive 
information from exploitation, compromise, or other unauthorized disclosure. Data mining protection 
requires organizations to identify appropriate techniques to prevent and detect unnecessary or 
unauthorized data mining. An insider can use data mining to collect organizational information for 
exfiltration, and with the implementation of the data mining control, the insider's intent will be nullified 
(Muckin & Fitch, 2014). The security team will implement information flow control that regulates the 
transmission of information without regard to subsequent access to that information. The implemented 
flow control will restrict external traffic and evaluate export-controlled information before they are 
allowed to pass through the organization tenant.  
 
The control will only grant access to web-based information coming from trusted and registered third 
parties’ applications. Unrecognized web-based information will not make its way into the organization 
network. Inter-organization information transferred will be via a secured channel, and information will 
be encrypted using a robust encrypting technology to prevent federal and state law violations. The 
transfer will only be initiated after an agreement has been signed by the organizations, with both 
organizations paying attention to their data privacy policies and procedures. Information 
owners/stewards guide designated policy enforcement points between connected systems in such 
situations.  
 
The security team must implement security and privacy attribute control to ensure data quality is not 
compromised. The privacy attributes are used with security attributes to permit privacy and security 
enforcement for access and information control. The control will identify data retention limits and 
regulate and permit the use of personally identifiable information within the organization. The 
enforcement will be via an organization's processes, functions, or approved mechanisms. The security 
team will implement binding techniques to strengthen the information flow enforcement process. The 
binding technique will regulate the number of users accessing the organization's resources or 
information. The security team will define the attributes needed for the systems to support business 
functions and organization cybersecurity plans. 
 
5. DYNAMIC ADJUSTMENT OF COMPLIANCE NEEDS 
 
To implement a dynamic adjustment of compliance needs in a healthcare organization, the security 
team must implement these five elements risk assessment, standards and controls, training and 
communications, oversight, and leadership. A successful compliance program needs the approval of 
leadership for the program to be built on a solid foundation. Management must partake in the 
compliance process for the compliance program to be active and visible across the organization.  
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The Chief Compliance Officer must play an active role and provide resources and authority to manage 
the program daily. The compliance officer will have unrestricted access and report directly to the 
leadership for corporate conduct. The board of directors will ensure that systems, policies, and 
procedures are in place to monitor the effective implementation of the compliance program 
(Georgiadou et al., 2022). The security team will implement an effective compliance program, which 
must address the organization's compliance issues. The risk associated with non-compliance will be 
addressed to mitigate them and move forward to provide a risk assessment that will provide the overall 
compliance obligation at each business unit of the organization. The areas of high risk will be identified, 
and compliance officers will work with the business units to ensure that the risk level or gap is closed 
to prevent any cyber-attack because of exposure or vulnerability of the business units.  
 
The security team must implement standards and controls covering the organization's code of conduct 
to ensure that each business unit expresses its ethical principles. The compliance officer will constantly 
review the standards and policies to articulate the code-based policies and cover any areas that can 
lead to violations of local, state, and federal laws. Establishing the standards and controls aims to track 
compliance rates within the organization. The compliance officer will train the employee and third 
parties on the governing, relevant, prohibited conducts and corporate laws. The right people will be 
trained and cross-trained within each business unit to ensure that potential risk practices are controlled 
and mitigated. The compliance and training officer will pay attention to the employees during the 
training to ensure that the training yields the expected results and will protect the cybersecurity space 
of the organization. The security team will oversee by continuously monitoring the compliance 
program's ongoing assessment to detect real real-time issues. The security team will review processes 
that target the organization business operation and align with cybersecurity needs. The remediation 
methods must be fast and comply with the organization's cybersecurity goals and plan. The oversight 
must cover all the important components running on the organization network infrastructure. 
 
6. CONCLUSION 
 
The security team needs to develop enhanced data monitoring solutions as defense mechanisms to 
prevent threat actors from attacking the organization's network infrastructure. The security team 
needs to adopt advanced network visibility solutions to reduce the impact of the risk. The security 
team must ensure that users' activities are tracked in real-time to avoid data flow compromise with 
IoT devices. The security team will develop robust algorithms to process data from the network 
sensors, databases, logs, portals, and applications to detect threats. It will not depend on a single trusted 
sensor node for this threat detection analysis. With the increase in the adoption of AI across the 
United States, the federal government has enforced that all parties involved during an AI contracting 
process must conduct a due diligence process during a merger and acquisition. The security team must 
ensure that the usage of AI at the organization complies with the US federal and state antitrust laws. 
The security team should prevent employees from amalgamating data through unapproved 
arrangements or through merger and acquisition activities and using big data that will frustrate 
competition in violation of the antitrust law. Role-level access control needs to be adjusted for the 
security personnel to ensure that the developed Artificial Intelligence solution can be adopted as a 
centralized solution by the security operation center to track malicious activities. The specific action 
plan that will enable dynamic adjustment controls was discussed in this paper. 
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