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ABSTRACT

This paper presents a design model for an interoperable SOA-based system based on a case study of a
procurement system. We first describe a procurement system together with an architecture for the system.
Thereafter, we show how the Transaction Coordinator component of our proposed architectural framework (that
is, an extension of a standard web service transaction framework) maps to the architecture of the procurement
systems to provide transactional and security support for the procurement system. This paper also presents a
novel Distributed Transactional and Security Support (TSS) Algorithm for enhancing transactional support for an
interoperable SOA-based system. The TSS algorithm is an integration of three supporting algorithms, namely - the
admission control algorithm based on response time target, secure-tracer algorithm, concurrent transactions
scheduler (with asynchronous queuing) algorithm.
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1. INTRODUCTION

An interoperable SOA-based system (or service-oriented system) is composed of more web services that are
implemented in different platforms. These systems abound everywhere and are becoming very critical in business
operations. A typical example of an interoperable system is the purchase order system (traditional e-commerce
application), where for instance, a purchase order has to be submitted across multiple systems. Interoperable
SOA-based systems have several challenges including performance, availability and security. For example, it is
often difficult to connect concurrent business processes running on disparate platforms into a single transaction,
coupled with the problem of running concurrent transactions with interleaving operations spanning across different
applications and resources.

As a result of the relevance of interoperable systems and its challenges in ecommerce and other distributed
services, there is a need to formulate a motivating problem, together with a design model and supporting algorithms
that capture these challenges and design model to help system designers and developers, and architects build
interoperable systems to improve transactional and security support.
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The main contributions of the paper are:
i.  Design model for interoperable SOA-based systems based on a case study of a procurement system.
ii.  Description of a procurement system that requires transactions and security support, and then integrates
a proposed architecture into the procurement System.
iii.  Novel distributed transactional and security support (DTSS) Algorithm for enhancing transactional support
for an interoperable SOA-based system.

The rest of the paper is organised as follows: Section 2 discusses the designing of the procurement system. Section
3 describes the development of the procurement system including the design objectives, application structure,
description of the interoperable SOA-based system program specification, and system

2. DESIGNING THE PROCUREMENT SYSTEM

The Procurement System represents an interoperable SOA-based system and will also integrate the proposed
model and algorithm. One of key reasons for designing the procurement system is to help us generate sample
data to use for simulation. Figure 1 shows an overview of the features of a procurement system (which represents
an interoperable SOA-based system), while Figure 2 shows an expanded view of the purchase-order sub-system.

Customer 3ystem Purchase Order system
p Order Sermce [T Mmticie
Customar system
Sapvice
Supply Servies

Figure 1: Detailed deployment Diagram for the Procurement System
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Figure 2: An expanded view of the Purchase-Order subsystem

(sequence diagram for message flow between the three service handlers).

2.1 Features of the Procurement System

The distributed transaction scenario (or use case) which is adapted from Ochei et al (2021) is simple and
straightforward. It has the following features:

Vi.

Vii.

The procurement system is an interoperable SOA-based application. There are three sub-systems within
the procurement system — Customers system, Purchase-Order system and Manufacturing system.

The procurement system is modelled after a loosely coupled SOA architecture, where the Purchase-
Order sub-system exists within its own organizational context and is implemented as tightly-coupled
subsystem. This organization manages the purchase order system and is responsible for the operation
of all its components.

This scenario draws attention to the challenges of interoperability management in a distributed
environment.

There are concurrent transactions that span across different applications and resources, and for a
transaction to be completed there may be different operations that are involved and each of these
operations may be handled by the different subsystems.

The purchase order system is trying to portray a short-lived transaction that is deployed within the
boundaries of the same corporation. Again, it is expected that the level of trust among the participants is
fairly high. These are in fact, features of the WS-Atomic Transactions.

The purchase order subsystem is composed of three services (developed independently and specifically
for the application): order services- implemented using .NET platform, the inventory service- implemented
using the PHP platform, and the supply services- implemented using the Java EE platform. The purchase
order subsystem (i.e. all the web services) is connected to a shared database -SQL Server database.
The services could run on single or different computer systems with the same operating systems and
application servers.

There are databases that are shared by two or more components within the system.
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2.2 Description of the Purchase Order Subsystem of the Procurement System

This study is proposing a protocol that will significantly improve transactional and security support for asynchronous
applications in a distributed environment. This protocol (algorithm) will be integrated into a procurement system,
which represents an interoperable SOA-based application, where a specific subsystem, the Purchase-Order
system operates within its own organization. This system interacts with two other sub-systems, the Customer
subsystem, and the Manufacturer subsystem. The details and the composition of these subsystems are being
handled by the respective organizations, which may of course also be implemented using different platforms and
resources.

The purchase order sub-system is composed of web services deployed in a distributed environment. In a nutshell,
the procurement system is composed of three main web services - the order service, the inventory service and the
supply service. The order service is implemented in .NET, the inventory service is implemented in PHP, and the
supply service is implemented in Java EE. The implementations are not a demonstration of how to write a perfect
web service application in Java EE, .NET or PHP platform. It is also not how you would write a secure application
to handle a procurement system, but it provides a sample program which integrates our protocol. The model
transaction involved in the purchase order sub-system of the procurement system is simple: Client application
invokes a Web service to submit orders for processing. Thereafter the server application invokes a chain of web
services to process the order. The metric application reports the client metrics used in the transaction.

3. DEVELOPING THE PROCUREMENT SYSTEM

The phases involved in the development of the procurement system are as follows:
(a) Development of dependable reusable components (or services). The services could be developed in different
platforms (e.g., .NET, Java EE, and PHP).

This phase involves -
i.  ldentifying candidate services for implementation
ii.  Defining the service and interface
jii. ~ Implementing, testing and deploying the service.

(b) Development of the procurement application from these reusable components (or services).

3.1 Design Objective for the Procurement System
The main objective of the procurement system is to develop a sample program that is based on the motivating
scenario in a way that supports the collection of collect metrics for performance analysis and evaluation. The data
collected can then be used to develop a model to enhance transactional and security support for an interoperable
SOA--based system. Some of the objectives of the design of the procurement system are:
i.  Reproduce the motivating scenario so we can use simulation to study and obtain more information about
the system.
ii.  Design a system to use the client-oriented recording approach to collect client metrics for performance
evaluation without degrading the performance of the system.

ii.  The procurement follows the architecture of an enterprise transaction system.

iv.  The procurement system is an interoperable SOA-based system.

v. ltisalso a distributed system that handles distributed transactions, and which is deployed in a distributed
environment.

vi.  Inaddition to reproducing the transaction model described in the motivating scenario, the design supports
the simulation of concurrently running web service transactions where concurrency violations can be
triggered. That is, the design will allow for concurrency violations to occur, and thereafter we integrate the
proposed protocol to detect and handle the concurrency violations.
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3.2 Application Structure of the Procurement System

The development of any application system begins by first sketching a rough diagram of your design based on the
basic pages/modules/components that need to be created. The diagram shown below illustrates the flow of data
and information across the procurement system.

(Purchase Order Sub-system)

Procurement System

{ Client App J_, Server App
Oirder Details
Cueue

Metrics
Queue

I 3

L Metrics App

Figure 3: The Structure of the Purchase order subsystem

The above architecture maps well into the conventional three-tier client/server architecture. It is a distributed
systems architecture, where the information processing is distributed over several computers rather than confined
to a single machine.

The flow of data and information across the system is summarized below:

1.

N

The client Application (represented by ClientApp.aspx) invokes a web service to submit an order for
processing. In this implementation, the SOAP request apart from carrying the order details (in the SOAP
body) also carries client metrics data in optional headers in the same SOAP messages that are used to
complete the user operation.

The web service that processes the SOAP request places the order details in the order details queue.
The web service that processes the SOAP request strips off any metrics headers and place them on a
queue.

The server application retrieves messages from the order details queue and invokes a chain of three web
services to process the orders that were placed. Three web services are invoked- Orderservice,
InventryService and SupplyService. In the next section, we will describe the basic web service
methods.

The Metrics application de-queues client metrics data from the metrics queue and places them into the
metrics database designed to allow general-purpose transaction analysis and reporting.
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3.3 Description of the Interoperable SOA-based Application
There are three sub-application that work together to accomplish create orders, process order and gather metrics
for analysis. In the section that follows we describe the transaction logic of each of these applications:

3.3.1 Description of the Applications
(a) Client Application
The sequence of steps used in performing the functions in the client application is outlined below:
1. Start
2. Create two queues if it does not already exist. They are — orderdetails, metricsdetails.
3. Declare simulation parameter such as scale, number of transactions, number of client etc.
4. Generate client thread
5. For each client thread generated
5.1 Generate orderNO
5.2 For each OrderNo generated
5.2.1 Declare and set client parameters
5.2.2 Make asynchronous calls to Order Web Service
5.2.3 Get the result (transactionID) of the web service call
5.2.4 Declare and set more client parameters
5.2.5 Place client parameters in soap metrics queue
6. Stop

The flow of information between the client application and its components is shown in figure 4.

/

Client OrderNo |
Application -

MyOrderService
TransID

A

g Order Details
Queue

Metrics
Queue

Figure 4: Flow of information between the client application and its components

(b) Server Application

The steps used in performing the functions in the server application are outlined below:

1. Open the message queue

2. Retrieves message from queue and extracts orderlD

3. Invokes the OrderService asynchronously and passes the orderlD as a parameter to it.

4. Once processing is completed, the OrderService web service method returns the Purchase number (PO) to it.
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The flow of information between the server application and its components is shown in figure 4.

Order
Details
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¥

TR

I Y

Database

Figure 5: Flow of information between the server application and its components

(c) Metrics Application

The steps used in performing the functions in the metrics application are outlined below:
1. Open the metric database

2. Retrieve the metrics details from the metricsDetails queue

3. Insert the details into metricsTransaction table in the metrics database.

4. Report the number of messages retrieved.

The flow of information between the metrics application and its components is shown in figure 6.

Metrics
Queue
\ 4
Metrics
] . Metrics
Application Database

Figure 6: Flow of information between the Metrics application and its components
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3.3.2: Description of Transaction Logic for Web Service Methods
There are several web services methods that would be created for consumption by the procurement system. The
transaction logic for each of these web service methods are described below:

(a) OrderService web service method:

1.

Open the procurement database

Select all records in the Orderdetailssetings table whose OrderlD matches the one passed to it from the
OrderService from ASPX page that represents the server application.

For each order details record, capture the product number (ProductNo) and the quantity demanded
(QtyDemanded) by the customer.

Invoke the InventryService web service method pass the two parameters — productNo and QtyDemanded.
InventryService will return a Boolean value that indicates whether or not the quantity available for that
ProductNo less than that QtyDemanded(that is, QtyAvailable-QtyDemanded >0)

if the Boolean value returned is True, then it generates a Purchase order number (PurchaseNo).

The results (PurchaseNo) are saved in the POResult table of the Procurement database.

Open the OrderTransaction table in the procurement database and update the serverEndTime to the
current time and also the Transactionstatus to “Finished”

Returns a Boolean value to the web service method that invoked the inventryservice web service method.

(b) InventryService Web Service Method

Nookowh=

Open the product table

Select the record that matches the ProductNo passed it.

Capture the current quantity available for that product

Compute the current quantity available

CurrentQty = QtyAvailable-QtyDemanded

If QtyAvailable-QtyDemanded < 0, then invoke the SupplyService, passing to it the ProductNo.

The InventryService returns a Boolean value to the OrderService indicating whether or not the product is
available.

(c) SupplyService Web Service Method
1.

2.
3.

4.
5.
6.

Open product table

Generate a random number that represents a new product request.

Compute the quantity to reorder as difference between target level and current quantity available
(ReorderQty = TargetLevel —QtyAvailable).

Update product quantity (in the product table) with this value(i.e., ReorderQty)

Insert the RequestNo in the ProductRequest table in the product database.

No value is returned to the calling web service method.

(d) MyOrders Web Service Method

1.

2.
3.
4

No o

Set and initialize variables
Save transaction details into orderTransaction table(in procurement database)
Generate a random number for the number of items to order for.
For each No. of items to order
a. Generate the ProductNo
b. Generate the Quantity of the product
Send order details to queue
Save order details to the database
Return transactionlD back to the client application
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3.4. Program and Module Specification

Modules are implemented in this system as application logic in the web pages of the web application. A module
may contain several web pages each of which is used to perform a specific function. For example, the
ClientApplication page contains the application logic to perform the function of simulating a population of clients
submitting orders in which the OrderNO are generated randomly at a fixed interval.

Three main modules will be implemented in this system. These modules include:

(i) Client module — this module will be responsible for creating multiple threads to simulate many SOAP
clients submitting order requests (generated randomly) for processing. This module may have other
sub-modules that may be for example responsible for collecting client metrics and logging them into
the metric database. This module is implemented using the Client application.

(ii) Server module - this module is response for obtaining order details from the Microsoft Message
Queue (MSMQ), that is placeorderdetails queue, and logging them to the procurement database.
This module is implemented using the Server application. This server application can also be created
as a console application. The server application displays the result of the processing such as PO,
transaction ID, Client ID efc.

(iii) Metric Module — this module is responsible for retrieving client metrics from one or more databases
(data sources) and putting them in central repository and in the format that will allow for analysis and
evaluation of the metrics. At the end, it displays summary of the client metrics data for each
transaction. This module is implemented using the Metrics application. This client application, sever
application and metric application can be created as a console application in any platform such as
NET platform.

3.5 System Specifications
This section describes the various specifications of the system such as database, input, output, and interface as
well as program module specification.

3.5.1 Input Design

Input design addresses the design of the interface which would be used to collect information from the user for
input into the computer. For example client application is built as a console application, and so data is collected
directly by entering input parameters on the input screen using the keyboard. Given below is a sample interface
for capturing simulation parameters.

Simulation Parameters

Enter Size of maximum OrderNO: [ cursor |

Enter Number of Orders: [ cursor |

Enter Milliseconds between Clients submissions: [ cursor |
Enter Number of Clients: [ cursor |

Enter Seconds between Client starts: [ cursor ]

Press enter key to start simulation:

Figure 7. Input interface for client application
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3.52 Output Design

Outputs present information to system users. Outputs are the most visible component of a working information
system and are the basis for the user's and management's final assessment of the system's value. Each of the
three major applications simply displays on the output screen the transaction information that is related to the
processing that takes place in the application. The output screen can be formatted in such a way that the
information is displayed on a separate row (i.e., line by line). The Client Application Report could look like this:

Client Application Progress Report: Client 1
TransactionlD: 0d196626-00c8-4fd3-965¢-78b6ec0c29fb
ClientID: ff5bféd7-d67f-42f6-b1bc-340fd57aca32

Client Start time: 8/8/2012 12:13:11 AM

Elapsed Time: 3153

Server Start time: 8/8/2012 12:13:15 AM

Transaction Status: In progress

Figure 8. Sample Client Application Report

The Server Application will display every order details it receives from the order details queue plus the transaction
IDs for every transaction. The Server Application Report could look like this:

Server Application Report: Client 1, Transaction 1
ClientID: ff5bf6d7-d67f-42f6-b1bc-340fd57aca32
TransactionID: 0d196626-00c8-4fd3-965¢-78b6ec0c29fb
OrderlD: 880763

ProductNo: 5

Quantuty: 19

OrderDate: 8/8/2012 12:13:15 AM

Order Status: progress

Result: True

Figure 9. Sample Server Application Report
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The Metrics Application will display every metrics report it receives after it logs it in the Metrics database. It shows
the transaction and client IDs, the transaction start time, its elapsed time in milliseconds, and any other attribute
related to the client transaction. Take note that the transaction status for metrics report is “completed” whereas for
client report it is “in progress”. A sample metrics report follows:

Metrics Application Report: Client 1

TransactionID: 0d196626-00c8-4fd3-965¢-78b6ec0c29fb
ClientID: ff5bf6d7-d67f-42f6-b1bc-340fd57aca32

Client Start time: 8/8/2012 12:13:11 AM

Elapsed Time: 3153

Server Start time: 8/8/2012 12:13:15 AM

Transaction Status: Completed

Figure 10. Sample Metrics Report

3.5.3 Database Design

For this system, a relational database such as Microsoft SQL Server 2008, MySQL and Postgres is required to
create and manage the data. Each database will consist of several tables that will directly relate to a specific
process in that database. The databases and tables required for the systems are summarized below:

(i) Metric database contains the following tables - StartTransaction, EndTransaction, TransactionAttributes

(i) Product database contains the following tables - Product table and ProductReqeust

(iii) Procurement database contains the following tables - OrderTransaction, OrderDetailsSetting

The table specifications can be seen in Appendix A

3.5.4 Server Work Queues

Servers usually contain a collection of resources that can process customer request. A viable way of distributing
work to among these resources is to use queues. This study recommends using a Message Queue such as
Microsoft Message Queue (MSMQ), a queuing resource manager available in most Windows operating systems.
Message Queuing (MSMQ) technology enables applications running at different times to communicate across
heterogeneous networks and systems that may be temporarily offline. Applications send messages to queues and
read messages from queues.

Two message queues can be created programmatically for the system —
(i) placeorders to hold details of the order placed by customers
(ii) metricsdetails to hold the metrics details of the transaction

4. INTEGRATING THE PROPOSED MODEL INTO THE PROCUREMENT SYSTEM
From an implementation standpoint, the figure below (Figure 11) shows how our model is integrated into a web
service distributed transaction scenario to improve transactional and security support for the system. In our case,

this web service distributed transaction scenario simply represents the server application (that is, the one on the
server-side) that processes the order request.
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Figure 11. Deploying Transaction Coordinator component of our proposed framework on the server-side

The scenario illustrated above assumes that the messages are sent from a queue structure (such as message
queue-MSMQ). Messages are sent to the queue from the client application coordinator which we have extended
to allow for asynchronous queuing model. In this scenario, the Order handler web services calls the Inventory
service and initiates a transaction. We assume that all participants of the transaction register with the distributed
transaction coordinator (a component that implements our proposed model). The transaction coordinator
coordinates all other transaction coordinators across the different platforms. The coordinator is a web service that
could run either inside the server that runs the different handlers (for example, .NET, Java EE or PHP) or as a
separate Web service on the network.
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5. IMPROVING THE QUALITY OF SERVICE (QOS) FOR INTEROPERABLE SOA-BASES SYSTEMS

In the previous section, a high-level model of the simulated system is presented (Figure 12). In this section, we
construct a model (performance model) to enhance transactional support for the system through improved quality
of service. This focuses on response time and throughput, two important parameters that affect the quality of
service. One of the ways to guarantee good quality of service (QoS) is to control and limit the number of requests
handles concurrently by the system (Manasce, 2004). This is called admission control. The system load is directly
related to the number of concurrently executing request in the system. That is, overload occurs when the system
does not have enough resources (or capability) to handle the large magnitude of the concurrently incoming request.
If a proper admission control policy is implemented, the number of request within the system is limited so that
response time does not exceed a certain threshold. However, this is realized at the expense of rejecting requests.
This means that we have to design a model in such a way that while accepted request experiences an acceptable
level of service, the rejected ones do not have to suffer very large delays to be re-admitted. This also implies that
we have to provide transactional and security support to the rejected requests.

One of the mechanisms that limit the number of request in a system is the limits on the multiprogramming level
(MPL). Limiting the total number of request allowed in a system limits the amount of time spent by request at
various queues and therefore guarantees that the response time will not grow unbounded. Our approach in this
research is to first compute and set a limit, W, on the number of transactions allowed into the system. An arriving
transaction that finds W transactions in the system is blocked.

Two options are considered to handle the blocked request:
(i) Delaying subsequent transactions from arriving at the system
(ii) Placing the request in a temporary queue waiting to re-enter the system

This approach is consistent with other research (Schroeder et al, 2006). The issue of how to adjust the MPL to
achieve good system performance has been studied in the context of transactional workloads, both via extensive
experimentation and queuing theoretic analysis. Schroeder et al (2006) reported that the two most critical factors
in adjusting the MPL are the number of resources that the workload utilizes and the variability of the transactions’
service demands. He also developed a feedback-based controller, augmented by queuing theoretic models for
automatically adjusting the MPL.

In many cases, it may not be very easy to obtain and estimate the number of resources (that a workload utilizes)
and the service times in a production environment (Manasce, 2004). Therefore, we attempt to construct a model
for estimating the multiprogramming level of the system using the number of client threads, the number of request
that each client thread makes and the length of the delay before starting each client and the length of the delay
before each client makes the next transaction or request. These parameters are simple and easy to obtain from
each simulation run. This model may be deployed (or invoked) from the client side. Most admission control
algorithm assumes that the transaction takes place synchronously. That is, when a request is made, a response
is expected before sending the next request. This assumption does not hold in asynchronous transactions, and
this is what makes admission control very challenging.
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Figure 12. Improving Quality of Service with Admission Control

5.1 Admission Control Based on Response Time

Our approach is to design an efficient admission control that uses a combination of rate-limiting and automated
adjustment based on response time. The major difference is that we are using a limit on response time to
automatically control the invocation rate. This allows the system to close in on the optimal throughput value. Rate
limiting will be implemented before invoking requests (either on the client-side or server-side) while automated
adjustment based on latency target will be implemented after receiving responses. A class component is
implemented to store the current parameters and to also coordinate the interaction between the two modules that
implement rate limiting and automated latency adjustment. Two web services are involved on the client. The first
web service submits a request based on the rate-limiting procedure and the second checks and reports the
measured latency for a set period.

There are various approaches to rate limiting algorithms. The simplest form of rate-limiting is introducing delays
between action executions. The problem with this approach is the difficulty in estimating how long the action will
take to execute especially if the action is very complicated as in the case of multiple thread (Menasce, 2004).
Another approach is to limit the number of times we execute the action within a period. Yet another approach is to
use a rate-limiting algorithm like Leaky bucket (Schroeder et al, 2006). The last two approaches could allow the
rate limit to be exceeded, allows for bursts up to two or more time the rate limit are designed for average rate
limiting.

Within the context of this study, the following is required of an efficient rate-limiting algorithm:
1. Limit the number of web service invocations within any period of length in such a way that no burst would
be allowed.
2. The algorithm would perform a close to the rate limit as possible without exceeding it.
3. Enforce the rate limit whether the action is performed in a single thread or by multiple threads in parallel.
4. Enforce the rate limit whether the action is performed synchronously or asynchronously.

5.2 Description of the Enhanced Algorithm

The proposed algorithm will simply be a distributed algorithm. A distributed algorithm is designed to run on separate
processors where each processor is performing a different part of the overall algorithm at the same time and then
submitting the results. Distributed algorithms are typically executed concurrently, with separate parts of the
algorithm being run simultaneously on independent processors and having limited information about what the other
parts of the algorithm are doing. The atomic commit problem is one of the problems that can be solved using a
distributed algorithm.
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An example of a distributed algorithm for solving the atomic commit problem is the two-phase commit protocol
(Manikandan et al, 2012; Samaras, 1995). Other problems that can be solved using distributed algorithm are leader
election, consensus, distributed search, spanning tree generation, mutual exclusion, and resource allocation.

5.3 High-Level Description of Proposed Algorithms

This study presents four algorithms that can be implemented separately to improve transactional and security
support for interoperable SOA-based systems. In this section, we provide the pseudocode of these algorithms and
models. We present a series of algorithms for implementing our transactional model.

Algorithm 1. Distributed Transactional and Security Support (TSS) Algorithm

Input:

A set of n transactions(ty, to, ..., tr)
Output:

A Boolean variable indicating whether or not transaction has committed.
Start:

1 | set commit to false

2 | while(transaction has not committed)
3 |

4 /lcall procedures to perform tasks
5 call error procedure

6 call coordinator procedure

7 call scheduler procedure

8 call secure-tracer procedure
9 attempt to commit

10 if(commit is possible)

1 {

12 report success

13 set commit to true
14 }

15 else

16

17 report failure

18 }

19 1}
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Algorithm 2. Admission Control algorithm based on response time target

Input:

A set of n clients(c1,¢c2, ..., cn),a set of m transactions(t1, {2, ..., tn), targetresponsetime, targetthroughput, setperiod,
servicedemand, invrate

Output:
avg_responsetime, min_responsetime, optimal_throughput
Start:
1 set done to false,
2 set target_throughput to targetthroughput
3 target_responsetime to targetresponsetime
4 set min_responsetime to targetresponsetime
5 set measured_responsetime to 0
6 set sumresponsetime to 0
7 set set_period to setperiod
8 set txncount to 0
9 set service_demand to servicedemand
10 set inv_rate to invrate
1" while(!done)
12 {
open queue
12 for each transaction in the queue
{

15 set starttime to currenttime
16 compute initial stoptime
17 increament txncount
18 compute measured_responsetime
19 if (measured_responsetime is less than min_responsetime)
20 {
21 set min_responsetime to measured_responsetime
22 }
23 compute sumresponsetime
24 if (currenttime is greater of equal to stoptime)
25 {
2% compute avg_throughput
27 compute avg_responsetime
8 reset txncount and set sumresponsetime to 0
39 } set next stopttime to compute response time and throughput
2(1) if (avg_responsetime is greater than target_responsetime)
82 Decrement inv_rate
gi Decrement throughput rate

}
35 else
36 {
37 Increcrement inv_rate
38 Increment throughput rate
39 }
40 }
41 }
42
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Algorithm 2. Secure-tracer algorithm

Input:

A set of n transactions(ts, t, ..., t)

Output:

A set of m suspicious transactions(ts, to, ..., tm) such that mn
Start:

1 | Connect to central log

2 | foreach(transaction in central log)

3 |

4 Sender send message to recipient

5 Sender sends message to central log

6 Create a message correlation identifier(id, timestamp)
7 Recipient sends reply to sender

8 Recipient sends message to central log

9 Locate correlation ID

10 Apply security processing logic

11 if(message is suspicious)

12 {

13 Put suspicious messages in alert queue
14 }

15 |}

16 | Report suspicious messages for attention

Algorithm 3. Concurrent transactions scheduler (asynchronous queuing) Algorithm

Input:

A set of n transactions(ty, to, ..., tr)
Output:

A Boolean variable indicating completion
Start:

OO ~NOoO oI WwWwhN -

Coordinator(client) sends message to message queue
Scheduler(server) connects to message queue
foreach(transaction in message queue)

{
Make asynchronous call
Process message
Receive asynchronous response

}

Report completion of message processing
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6. CONCLUSION AND FUTURE WORK

This paper has presented a design model for implementing an interoperable SOA-based system in which there is
a need for transactional and security support. A case study of a procurement system was used to illustrate the
design model. Thereafter the web service transaction model was integrated into the application structure of a
procurement system. A description of the procurement system, as well as its architecture, has been provided. This
was followed by an illustration of how the Transaction Coordinator component of our proposed architectural
framework (an extension of a standard web service transaction framework) maps to the architecture of the
procurement systems to provide transactional and security support for the procurement system.

The Distributed Transactional and Security Support (TSS) Algorithm have also been provided to enhance the
implementation of the design model to be implemented to provide transactional and security support for the
interoperable system. In future we plan to incorporate the algorithm into an interoperable system to evaluate its
performance regarding transactional and security support.
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Appendices
Appendix A - Table Specification
1. Product database
Table 1. Product table
SN | Field Name Data Type Field Size Sample Data
1 ProductNo Number(PK) Long Integer 1
2 ProductName Text 255(default) A
3 ProductPrice Number Long Integer 34
4 ProductQty Number Long Integer 10
5 ReorderLevel Number Long Integer 5
6 TargetLevel Number Long Integer 10

(ii) ProductReqeust Table — stores the details for generating new product request
Table 4.2 - Product request table

SN | Field Name Data Type Field Size Sample Data
1 ID Autonumber(PK) Long Integer 2

2 ProductiD Text 255(default) 21

3 RequestID Number Long Integer 1263

2. Procurement database

(i) OrderTransaction Table — stores transaction details on the server side.
Table 4.3. OrderTransaction Table

SN | Field Name Data Type Field Size Sample Data

1 TransaNo AutoNumber Long Integer 1

2 TransactionlD Text 255(default) 74d5a6ec-185e-476a-8917-
fb341aee3ef0

3 OrderlD Number Long Integer 88309

4 ServerStartTime Date/Time General date 8/23/2012 2:42:15 PM

5 ServerEndTime Date/Time General date 8/23/2012 2:48:15 PM

6 TransactionStatus | Text 50 In progress

(i) OrderDetailsSetting Table — stores details of orders placed by customers
Table 4.4. OrderDetailsSetting Table

SN | Field Name Data Type Field Size Sample Data
1 ID AutoNumber Long Integer | 1
(indexed)
2 TransactionlD Text 255(default) 74d5abec-185e-476a-8917-fh341aee3efl
3 OrderID Number Long Integer | 88309
4 ProductID Number Long Integer | 88309
5 Quantity Number Long Integer | 88309
6 OrderDate Date/Time General date | 8/23/2012 2:42:15 PM
7 OrderStatus Text 255(default) In progress
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3. Metrics Database
(i) StartTransaction Table - stores client details that are generated just before a web service call is made.
Table 4.5. StartTransaction Table

SN | Field Name Data Type Field Size Sample Data

1 ID AutoNumber Long Integer 1

2 ClientD Text 16 d1046289-1e58-46f6-aec9-
322f33e62bfc

3 ClientStartTime Date/Time General date 8/23/2012 2:42:15 PM

4 TransactionType | Text 255(default) Place order

(ii) EndTransaction Table - stores client details that are generated after receiving response of a client's
asynchronous request is received.
Table 4.6. EndTransaction Table

SN | Field Name Data Type Field Size Sample Data

1 ID AutoNumber | Long Integer 1

2 ClientID Text 10 d1046289-1e58-46f6-aec9-322f33e62bfc
3 ClientEndTime Date/Time General date 8/23/2012 2:42:15 PM

4 | TransactionStatus Text 50 Completed

(iii) TransactionAttributes Table — stores attributes of the simulated transaction.
Table 4.7. TransactionAttibutes Table

SN Field Name Data Type Field Size Sample Data

1 ID AutoNumber Long Integer 1

2 TransactionAttribute Text 255(default) Number of clients
3 Attributevalue Text 255(default) 5

156



