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ABSTRACT 
 
With the advent of Smart Grids (SG) technology in some countries and resultant security issues associated with 
the deployment and implementation, implementing cybersecurity plans becomes very vital in the smart grid 
installations. Smart grid systems have been proposed for developing nations like Nigeria because of its 
numerous advantages in resolving the challenges of unidirectional flow of information, carbon emission and 
other factors alike associated with traditional grid system (hydroelectric power). However, with its advantages 
comes associated risks such as increasing rates of cyber-threats against power and other infrastructures in 
developing countries such as Nigeria. This paper takes a cursory look into some major issues militating against 
the deployment of a smart grid system in developing nations. We explore security plans put in place to minimize 
the effects cyber-attack on smart grid infrastructure. The authors opined that cyber-attacks issues are critical 
factors for the deployment of smart grid systems by any developing nation if Smart Grids are to enhance 
reliability and sustainability in energy delivery. We posited that emergence of 5G technology will further enhance 
the security of the smart grid sand making it more sustainable and manageable. 
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1.  INTRODUCTION 
 
The demand for electricity supply has been a major source of concern to many developing nations and this has 
been a major source of concern to the generality of inhabitants living in the country. The impact of power failure 
has affected the nation’s economy particularly, firms and industries. Its impact varies from the experience of the 
dark night to a lot of damages being caused to many electrical appliances and equipment, the damages are 
due to frequent power failures, small and Medium-sized enterprises are the worst receiving end with respect to 
power outages. Therefore, to achieve a suitable goal for the power system, the conventional method needs to 
transform into emerging technology which is the smart grid system. The technology also comes with its own 
security challenges, but if the security measures and plans are well managed its benefits would be sustained 
for lengthy periods of time. The essence of power system design and planning is to achieve a reliability target. 
In order to overcome out of this challenge, the smart grid system has been proposed to be a way out.  
 



 
 
 
 
 
            

96 
 

Proceedings of the 22nd SMART iSTEAMS SPRING  Multidisciplinary  
Conference in Collaboration with  

The ICT University Foundations, USA &  
Institute of Elerical & Electronics Engineers Nigeria Section Compter Chapter  

www.isteams.net/spring2019   

A smart grid is a network system that can be intelligently integrated and performs all the actions connected by 
the users to the grid in order to effectively deliver and provide an economic and sustainable manner to provide 
and secure electricity supplies. Smart grid technology has been identified to be better, reliable, better power 
quality, integrate isolated technologies: smart grid enables better energy management, protective management 
of electrical network during emergency situation, better demand, supply/ demand response, reduce carbon 
emissions, increased demand for energy but requires more complex and critical solutions with better energy 
management, smart grids (SG) is a self-healing system and has many advantages over the conventional system 
of electricity supply, for instance it can intelligently monitor, gives communication and control the electric power 
supply[1].  
 
One of the key concern is security in a smart grid system [2]. The smart grid also has its own shortcoming, the 
system lacks adequate intelligent to monitor the functionality of switches from the entry point to the end users 
meter and this development makes grid vulnerable to hacking by hackers [2]. The consequence of cyber-attacks 
on smart grid system operation have the conceivable to create a disruption of the power system, can cause 
severe damage to highly sensitive equipment of SG with great threatening to the safety of human life and 
properties [3]. The modern communication systems, information technologies and artificial intelligence methods 
of measurement of operating parameters have significantly improved electric power system in terms of 
observability, controllability, efficient transmission with great innovations in the area of smart grid development 
[4].  
 

 
Source International Telecommunication Union (Geneva,18-21 Dec.2011. 
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It is very important to take cognizant of the following factors, the environment where the technology is to be 
deployed i.e. environment impact assessment(EIA) [5]. Again is there market and commercial prospect for the 
technology? Are the end-users ready to key into the new technology; are the policies and regulatory framework 
friendly? The internet of things (IoT) plays an important role in the deployment [1]. The concept of Smart grid 
technology is to provide a secure, reliable source of electricity generation which is considered to be more 
efficient way of providing energy to the end-users and to also allow the use of renewable energy for electricity 
sustainability, this is in contrast with the traditional way of electricity supply [6]-[7].  It is however anticipated that 
emergence 5G will further enhance some the challenges and make the smart grid easier to manage and 
affordable. The aim is to provide security plans and measures for the implementation of Smart Grid Intelligent 
System as a reliable means of electricity supply for developing like Nigeria. 
 
2. RELATED WORKS 
 
SGs has been considered to have more advantages than the traditional grid used by most of the developing 
nations but the challenges of deploying SGs has been a major setback for its deployment [8]. SGs is an 
emerging technology that has the potential to the modernized electricity power supply in developing the nation 
with the benefits of providing quality electricity supply to the generality of people, to achieve this goal some 
critical issues concerning its deployment have to be resolved [9]. The deployment of smart grids have been 
good but it has generated lots of security challenges which if not properly handled may ripen into cyber-attacks, 
energy theft, infrastructural failure, privacy breach and other challenges alike [10]. According to the International 
Energy Agency (IEA) using energy more efficiently has the capability to restrain carbon IV oxide emission for 
the next 20 years than using hydroelectric power [5].  
 
In this modern technology very powerful computer machines, specifically, Artificial Intelligence are now being 
deployed in solving very difficult situations that arise in the area of power system operation, diagnosis, design 
and event planning [11]. The smart grid system report of 2018 shows that the incidence of cyber-attacks has 
dramatically increased over the last decade [3].  Appropriate cybersecurity controls are to be installed in every 
smart grids infrastructure to sustain cyber-attacks incident and avert interference of attacks to critical energy 
transfer functions [12]. Findings have shown that there are numerous threats of cyber-attacks incident 
specifically targeting smart grids and other critical infrastructure [13]. One of the reasons why SG is vulnerable 
to attack is because the technology of SG contains a big-data and proximity to attach is high [8]. 
 
Based on the above-related works the authors opined that in order to address the problem of cyber-attacks on 
Smart grid, security plans are required to be built into SG infrastructure right from its inception and provide 
adequate security measures to guide against vulnerabilities in the system before, during and after the 
installation SG infrastructure. Additionally, the practice of mitigating effect systems can be very useful in 
lessening the impact of cyber-attack.    
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3. PROPOSED MEASURES FOR SECURITY CHALLENGES IN SGS 
 
Installation of SGs are very expensive and required skillful personnel, provision adequate security for its 
protection is very important in order to avert a total failure as a result of cyber-attack, related verses and 
enhanced high reliability, security and resilient in the system.  
 
3.1 Cyber-attacks 
The Internet of things is one of the technologies used in smart grids and its operations are done via an open 
internet that is prone to attack by the hackers thus manipulating the information between the real-time 
production and the utility consumption, which will have a negative impact on the end users[14],however It is a 
known fact that what is good today might not be good for tomorrow, therefore the challenge of cyber-attacks 
can be minimized by building a state-of-the-art cybersecurity capability into smart grid infrastructure and 
networks as they develop in anticipation for future situation. The design of such a smart grid should for the next 
generation to give adequate resilient to the system with controls instilled into it [3].  
 
3.2 Planning 
Avoidance of system failure by implementing cybersecurity plans in anticipation of cybersecurity attacks, 
additionally, this requires a sustainable holistic planning approaches, in doing this, the participation of major 
stakeholders like end users who uses the utilities, developer, service providers in fighting this menace is very 
key.Smart grid infrastructure should be provided with automated control switches (sensors) which also serves 
a self-healing system to protect the critical infrastructure of the smart grid. 
 
3.3 Risk Analysis and Cost Analysis  
 In transiting from conventional grid to smart grid necessary protection needed to be provided, hence the call 
for risk analysis to evaluate the critical infrastructure of SG, threats and vulnerability impact to SG and users. 
Therefore, a system must be put in place to review and update the risk analysis from time to time to ensure the 
security of all SG infrastructures. 
 
3.4 Mitigating effects systems  
Mitigation is a process of making an attack less severe, dangerous and reduces the impact of attack, therefore, 
introducing mitigating effect measures can go along to solve the challenges of cyber-attacks, done by 
concurrently carrying out mitigation that lessens the likelihood of an attack and mitigation that lessen the 
consequence of an attack occurring [15]   
 
3.5 Technology 
Provision and applications of technology can be a technology that easily interfaces and synchronize with other 
applications to allow easier transformation from one generation to another i.e. from 4G-5G and has the ability 
to adapt dynamic conditions with the ability to control and secure other equipment on the grid system. 
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4. CONCLUSION AND FUTURE WORK  
 
Building in cybersecurity into SG during the design, construction and installation stages is imperative to avert 
cyber-attacks in the SG infrastructure, its consequence can give rise to failure and unstainable system. 
However, in this research work, we discussed some measures that could be put in place to guide against a 
cyber-attacks scenario in the smart grid system. Future review of this study will further give more insight on the 
mitigating factors that can lessen the effects of cyber-attacks on the smart grid system. 
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