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ABSTRACT

The increased adoption/adaptation of multi-and-hybrid clouds, fueled by improved data security and
integrity concerns for enhanced identity access and management, and user privacy conservation. We
propose a multi-cloud approach with zero-trust fused blockchain identity management - which posits
a design architecture with encryption layer, and learning-based threat detection validated via
CloudSim, Etherum and AWS EC2 tests. Results were found to be statistically significant for security
(t(128) = 12.47, p < 0.001), privacy (t(95) = 8.93, p < 0.001), and throughput (t(156) = 15.21, p <
0.001). Proposed scheme achieved a 0.94 efficacy in utility-privacy tradeoffs. With a 0.67 reduction
in false positive rate (FPR) - scheme yields a synergistic homomorphic encryption and differential
privacy gains with practical application that witnesses enhanced compliance by 0.78, security
operations of 0.23, and a scalable cross-cloud policy model enforcement. The study contributes
conceptually with its end-to-end Al-augmented, zero-trust integrated Blockchain-based approach with
its methodical proof-of-concept for adaptive threat modeling and secure data collaboration scheme.
The study advances and delivers a proven, high-performance security for safe, privacy-sensitive
operations in modern multi-cloud environments, allowing for standardization and widespread use.
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1. INTRODUCTION

The rapid adoption of cloud computing has continued to transform storage, processing, and access
of data in organizations, as attributed to the need for on-demand (Ojugo & Eboka, 2020b), scalable,
and cost-effective infrastructure (Setiadi et al., 2026). Both multi-and-hybrid cloud architectures exist
in various platforms to help users process workloads as either public, private, or both (Akazue,
Okofu, et al.,, 2024). Thus, it gives greater flexibility, redundancy, and cost-effectiveness to data
outsourcing (Akinrintoyo et al., 2025).
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Multi-cloud is the use of two or more cloud providers, wherein hybrid cloud merges private and public
clouds to ease portability (Ojugo & Otakore, 2018, 2020, 2021). Cloud databanks are exposed to a
range of security and privacy risks via the increased heterogeneity, third-party dependence, and
single-point entry failure of central control (Akazue, Debekeme, et al., 2023). A crucial issue in cloud
infrastructure is the increased attack, layers of trust boundaries, and disparate security policies.
Challenges from data leaks, unauthorized access, service leakage, and non-adherence to policy
governance of privacy regulation (Patel et al., 2024) are noted as porting and deployments to
address digital transformation; existing security models engineered for single-cloud, on-site cases
are inadequate. Also, privacy-protection with encryption or access-control models by their design are
unable to handle cross-domain, multi-tenant designs prevalent in hybrid deployments (Ojugo et al.,
2015). Its simplicity that accomplishes trust models, is witnessed between cloud providers and
requires policy enforcement and identity management features to be traded off (Kaiser et al., 2025;
Pratama et al., 2025; Zuama et al., 2025).

Data security refers to multi-cloud protection of data from unauthorized access, breach, and
corruption whilst in storage, or in processing (Agboi, Emordi, et al., 2025; Agboi, Onoma, et al.,
2025). With Big-Data stored in numerous administratively and geographically-based cloud
infrastructures, there are no guarantees for end-to-end security; whilst, static (conventional-mode)
encryption has since become ineffective against dynamic threat scenarios due to anti-malware
ineffectiveness (Omede et al., 2024; Omosor et al., 2025) and latency (Ojugo et al., 2013; Ojugo &
Eboka, 2019a). Thus, the rise today in the use of adaptive homomorphic cryptography across
dynamic multi-cloud scenarios (Manickam et al., 2022). Moreover, hybrid clouds' perception across
various regulatory domains increases the risk of non-compliance as well as data misuse. Hence, the
development of smart security monitoring and context-aware encryption policy forms the essence of
data confidentiality and integrity maintenance in federated cloud platforms (Allam et al., 2024).

Privacy preservation hides user data from public view, profiling, which also includes unintended
processing, especially by third-party cloud services. As cloud infrastructures grow more distributed,
privacy issues seem to increase in scale due to poor tenant isolation and the possibility of cross-
cloud data inference attacks. In multi cloud, traditional anonymization and masking do not provide
the needed protection (Quamara & Singh, 2023), and the rise of privacy-enhanced forms that today
lean on secure multi-user computation, differential privacy, and zero-knowledge proofs that do better
in distributed modes. These, protect data use (Okpor et al., 2025; Okpor, Aghware, Akazue, Eboka, et
al., 2024; Okpor, Aghware, Akazue, Ojugo, et al., 2024) and preserve individual and organizational
privacy, which in turn we see play out when we look at the sharing of data across cloud providers for
the purposes of analysis and machine learning.

In hybrid/multi-cloud mode - identity access management (IAM) helps to manage user identities and
outsource access control across different platforms, which use various authentication protocols and
have different trust models. Overtime, traditional IAM systems that were designed for single cloud do
not scale or interoperate in a federated cloud environment. As a result, identity spoofing, privilege
escalation, and session hijacking are still very much issues (Sinha, 2024). Presently, IAM reports
now experience greater use of federated identity models, blockchain for identity verification, and
zero trust architectures, which in turn enable real-time, context-aware access control across many
cloud services (Atuduhor et al., 2024; Brizimor et al., 2024; Otorokpo et al., 2024).
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These changes leans on continuous verification of users and applications, which in turn makes static
credentials a thing of the past (Ojugo et al., 2024; Ojugo, Ejeh, et al., 2023). Trust is at the core of
secure interactions in the cloud platform ecosystem. In multi-cloud environments, data flows
between which the security and business practices may differ greatly. We find that it is of great
importance to develop a solid trust model which in turn will support secure inter-cloud cooperation,
also at the same time as we reduce the risk of data leakage or mismanagement (Binitie et al.,
2023). Studies now report trust models utilization of machine learning schemes with smart contracts
for a dynamic assignment of trust to cloud nodes/services. These new systems are for the detection
of malicious service providers’ and at the same time, they are put in place to improve the security of
service delivery in the field of open infrastructure (Ojugo & Eboka, 2018c; Oladele et al., 2024).

The study seeks to address as an effective framework - challenges of security and privacy
preservation in multi-hybrid cloud infrastructures as thus: (a) it develop a safe framework that would
fit in multi-cloud and hybrid cloud environments, (b) it simulates the privacy-enhanced framework,
and (c) it evaluates the capacity of the framework to counter the security and privacy risks faced. Its
significance is to provide a robust, resilient model of security and privacy tailored to recognize the
sensitivities of multi-cloud and hybrid cloud environments. The proposed model is expected to
provide organizations with enhanced data confidentiality, access integrity, and compliance with
cross-border data protection legislations such as the GDPR and Nigeria's NDPR.

2. LITERATURE REVIEW

Cloud computing has since transformed data-based infrastructure and services - and with on-
demand, user requests to shared resource-pool, cloud computing eases this via: (a) infrastructure as
a service (laaS), (b) platform as a service (PaaS), and (c) software as a service (SaaS) (Ifioko et al.,
2024). Deployed as either of public, private, community, and hybrid - clouds help businesses to
outsource tasks, reducing capital outlay and operational complexity (Ejeh et al., 2024). This, raises
the concerns of control, visibility and accountability as data often extends beyond the traditional
network bounds (Ojugo & Ekurume, 2021; Zetzsche et al., 2020). With digital transformation - there
is an increased dependence on cloud computing due to its flexibility and scalability, which changes
the traditional security perimeters (Aghaunor, Omede, et al., 2025; Malasowe, Aghware, et al., 2024;
Malasowe, Edim, et al., 2024; Ojugo & Eboka, 2018b; Ojugo & Yoro, 2013).

With the cloud multi-tenant and resource sharing models available, major threats within cloud
infrastructure includes data breaches, insecure interfaces, account hijack, etc (Obasuyi et al., 2024).
While these place businesses at greater risk - native solutions such as encryption, tokenization, and
runtime app self-protection (Bishop et al., 2009) do not yield an effective risk mitigation (Dwi &
Asriningtias, 2025). The shift in automation and orchestration to simplify cloud operations -
continues to report their inadequacy of security measures that further, increases the attack surface.
Thus, witness both, technical issue in securing cloud platforms that requires governance policies to
align technical controls, regulatory compliance and organizational practices (Krishna et al., 2023;
Onoma, Agboi, Ugbotu, et al., 2025; Onoma, Ugbotu, Aghaunor, et al., 2025). Multi-clouds are quite
flexible, improves processing performance and regulatory compliance (Nur et al., 2025). It allows
businesses utilize at same time, varying cloud infrastructure that breaks the chain of single vendor
lock, provisioning the best options for cost and performance. In addition, it helps businesses to track
sensitive data over public cloud’s large scale while focusing on less critical tasks (Odun-Ayo et al.,
2020).
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While both of these models do bring operational benefits they also introduce what is in report terms
new sets of security and privacy issues due to the fact that they are a very distributed and different
make up (Ahmad et al., 2023). The challenge of maintaining same security policies across differently
set up clouds, by different vendors, with different protocols - can be quite tedious. Furthermore, this
imposes conflicts of inaccessibility controls (Samuel Onimisi Dawodu et al., 2023), identity crosswalk
between accessing user systems (Marasco et al., 2023), and inconsistent data encryption practices
(Rehman, 2024). Security challenge in hybrid mode has continued to report over 65percent of
breaches due to misconfigurations, and the lack for integrated monitor with native apps spread
across clouds and realtime threats detection - as a major issue.

This fusion with machine learning, has become a new dimension to resolve trust management
between diverse service providers in federated setting, especially where no central authority exists.
This makes identity and trust - harder to manage and provision the integrity of services or data
exchanged (Geteloma et al., 2024h, 2024a, 2025). This opens up such services cum data exchange
to various attack forms, service injection, and violation of service-level agreements (Ojugo &
Nwankwo, 2021). Today, zero-trust and Blockchain schemes for cross-provider trust negotiations
(Binitie et al., 2025). Even so, such platforms present scalability and latency as issues in a cloud’s
changeable environment - with other concerns towards the enforcement of policy consistency and
trust (Deon & Best, 2025; Salam et al., 2024; Ugbotu, Ako, et al., 2025).

2.1. Knowledge Gap

Various frameworks have been advanced to support enhanced privacy and security in cloud; with
many found inadequate when applied across multi/hybrid cloud environment with multiple service
providers. Binitie et al. (2023) deployed a privacy-friendly, hybrid cloud using the ciphertext-policy
attribute encryption on fog computing. It provided edge for data access; But, lacked IAM between
providers (Binitie & Babatunde, 2024). Rehman et al. (2024) explored the federated Blockchain
identity model for secure authentication across the clouds using decentralized digital identity
verification. It reinforced authentication potency and removed central-trust authorities. Though,
untested in realtime latency sensitivity, scalability, high-availability multi-providers collaboration
scenarios (Rehman, 2024). Rivera et al. (2024) explored homomorphic encryption, which ensures
confidentiality; But, demands higher computation overhead, slows service responses and increase
consumer costs - all of which, places restriction on its usage (Jose Diaz Rivera et al., 2024).

But, model expressed improved performance for interoperability, realtime threats detection, trust
negotiation, and low-latency processing in hybrid cum multi-cloud platform. Wu et al. (2024)
investigated the efficiency in differential privacy and conventional anonymization in hybrid clouds.
They note that differential privacy proffered improved resistance to re-identification attacks, but
suffered trade-offs in data utility (Wu et al., 2024). Thus, businesses rely on ad-hoc (hard-to-audit,
and inconsistent) solutions, that serves to reinforce the patchwork character of cloud securities, and
the need for comprehensive, interoperable models (Eboka, Aghware, et al., 2025; Eboka, Odiakaose,
et al., 2025). Gaps are summarized as: (a) lack of end-to-end security model that comprehensively
address privacy, trust, and access control structures for several cloud service providers. With
solutions now dedicated to discrete environ, it raises interoperability concerns with insecure data
exchanged via various administrative feats and boundaries (Cena, 2024), (b) privacy-preserving
cryptographic method implies greater execution overhead. And though homomorphic encryptions are
extremely secure - they yield delays in realtime use.
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In addition, the adoption/adaptation of, light-weight cryptography models also compromise security
depth and disallow complex computations like secure multiparty computation (Aghaunor, Agboi, et
al., 2025; Anthony-Akhutie et al., 2025). However, security strength, computational efficiency, and
ease of use balance - still eludes us today (Aleisa et al., 2025), and (c) absence of dynamic trust
management processes to complement the dynamic nature of federated cloud systems. Trust in
multi-cloud setups requires constant monitor and update for service reliability, compliance, and
performance evaluation (Oyemade & Ojugo, 2021; Ugbotu, Aghaunor, et al., 2025; Yoro et al.,
2025). Most frameworks overlook trust and exercises in either static and centralized form - which
often degrades scalability and increases latency issues with real-world application (Onoma, Ako,
Anazia, et al., 2025; Onoma, Ako, Ojugo, et al., 2025). Use of legacy IAMs ushers in provider-centric,
interoperability for public/private clouds. Though, existing federated identity protocols that are un-
immune to burgeoning threats like session hijacking, token leakage, etc - on cross-platform
environments (Okonta et al., 2013, 2014; Wemembu et al., 2014).

3. PROPOSED METHODOLOGY

The research used a mixed-method design with both qualitative and quantitative methods. The
qualitative component is the development of the framework's architecture, policy logic, and protocol
models using iterative literature synthesis and expert consultation. The quantitative component is
simulation experiments on CloudSim and performance evaluation of cryptographic schemes (AES,
RSA, Paillier HE) across multi-clouds. Encryption latency, query overhead, and decision time in
access control mechanisms are recorded to gauge the performance of the framework. A comparative
benchmarking analysis is conducted in order to compare the suggested model with traditional
models like CP-ABE, federated identity models without blockchain, and simple RBAC systems. Both
conceptual solidity and technical viability of the solution are provided by this two-layered strategy.
The six-layered architecture includes User Interface, Security Orchestration, Privacy Engine, Trust
Management, Cloud Integration, and Storage. As in Figure 1 - all layers are dependent upon each
other so that end-to-end data confidentiality, integrity, and availability can be enforced. The user
dashboard presents an interface that fuses: (a) the security orchestration, (b) privacy engines, (c)
trust management for user profiles, and (d) cloud integration. The output is thereafter stored in the
storage layer as anchored on the cloud service cum platform.

1
1
1 | Security Orchestration Cloud Integration :
. Storage
: a. Zero-Trust Enforcement a. Federated Identity _p
User Interface i | b. Realtime Threat Detection b. ABAC with context constraint : Layer
a. Access Portal | : c. Policy Distribution ¢. Multi-cloud API Gatewav |
b. Visualization Dashboard 1 ¢ T :
! 1
: Privacy Engine Trust Management 1
|oa Homomorphic Encryption »| a. Blockchain Smart-Contracts :
1| b. Differential Privacy b. SLA verification & Audit logs |,
: c. Token transaction mining 1
1
e e e e e e e e == 3

Figure 1. Proposed Secure Framework
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Step-1 - The Security Orchestration layer enforces zero-trust access whereas the privacy engine
includes anonymization, homomorphic encryption, and differential privacy (Aghware et al., 2023b,
2024). To counter insider attacks, external breaches and unauthorized user access, this layer
implements on the framework three (3) modules that adequately integrated, upholds a fine-grained,
real-time authentication coupled with adaptive authorization based on real-time attributes as in
Figure 1: (a) Zero Trust Architecture, (b) federated identity management (via OAuth 2.0 and SAML
2.0), and (c) contextual constraints-based attribute-based access control (ABAC) respectively.

Step-2 - Privacy Engine layer explores three (3) basic techniques to accomplish enhanced privacy of
data for the proposed framework as thus: (a) homomorphic encryption for computation on encrypted
data (Okofu, Anazia, et al., 2024), (b) differential privacy for security at an aggregated level (Okofu,
Akazue, et al., 2024; Oyemade & Ojugo, 2020; Ugbotu, Emordi, et al., 2025), and (c) secure multi-
party computation for collaborative computation without sharing raw data as in Figure 2.

I
1 | Data Sources Key Manager & Rotation : Encrvoted
I'| a. Input Files a. Key orchestration —Ly X _yp
User : b. Sensitive Data b. Multi-cloud Vault integration : glsttrlé);lte:il
ata ou
Interface - : l c. Cloud API & Gatewav : Storage
| _ 1 |
1
: Asymmetric Encryption Homomorphic Paillier Engine |1
1| (AES-38R) »| a. Computation on Encryption data :
1| a. Bulk data encryption b. Support for privacy-preserving \
: b. Large dataset encryption analytics 1
1

Figure 2. Proposed Workflow for Privacy Preservation

Step-3 - Multi-Cloud Trust Management - Utilizes a hybrid encryption mode via advanced encryption
standard (AES-256) for bulk-data encryption, and asymmetric key-exchange with RSA-2048/ECC. In
addition, we integrate homomorphic encryption with Paillier engine support for cloud-safe algorithmic
computation (Yoro & Ojugo, 2019a, 2019b). Key rotation and orchestration are managed by KMIP-
compliant key vaults. A distributed trust mechanism on Ethereum blockchain as in Figure 3 - is
designed and enforced to allow auditability (Ojugo & Eboka, 2019b, 2020a) guaranteed via the
blockchain-based smart contracts. All access requests and computation tasks are immutably stored,
further increasing provider accountability and non-repudiation. In addition, the ABAC engine
provisions dynamic access control as well as processes access requests in real-time with respect to
contextual attributes like device trust level, location, user behavior patterns, and resource sensitivity.
The policies are defined in XACML and validated by distributed PDPs and PEPs within cloud regions
as in Figure 3 - showing the experimental setup and workflow.
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Figure 3. Blockchain-based Identity Management Workflow
4. RESULT FINDINGS

To implement the system - we explore the tools as thus: (a) CloudSim, AWS EC2, Azure, GCP IAM
simulation tools (Jaber & Fritsch, 2023), (b) secure libraries like the Py-Cryptodome, Charmcrypto, (c)
the Etherum Goerli blockchain infrastructure (Setiadi, Muslikh, et al., 2024), and (d) the WS02
Identity Server with XACML policy engine for access control (Akazue, Edje, et al., 2024; Odiakaose et
al., 2025). The system was tested via encrypted file transfers, federated authentication sessions,
and dynamic access evaluations between AWS and Azure (Aghware et al., 2025). The logs are
anonymized and performance are collected with encryption, access request, decryption, and audit
logging. Every module in the framework is extensively tested with unit testing and integration testing
on virtual test environ. Functional verification is supplemented with expert inspection through threat
modeling (STRIDE) and data flow analysis.

4.1. Multi-Cloud Security Framework Implementation

The proposed multi-cloud security framework was successfully implemented across three major
cloud providers (AWS, Azure, and Google Cloud Platform) to validate its effectiveness in real-world
scenarios. The implementation demonstrates significant improvements in security posture and
privacy preservation capabilities. Some key achievements for the proposed system includes: (a) a
centralized, unified security management interface with realtime monitoring across all cloud
environments (Odiakaose et al., 2024), (b) automated threat detection with 0.972 accuracy
(Muhamada et al., 2024), (c) provision of a cross-cloud (homomorphic) data encryption scheme for
secure computation on encrypted data (Ako et al., 2025; Binitie et al., 2024), and (d) utilization of
the zero-trust approach across hybrid infrastructure (Jose et al., 2023). Implementation of privacy
preservation resulted in improved data confidentiality and compliance with regulatory requirements
that witnessed a successfully deployed differential privacy mechanisms with € = 0.1 privacy budget -
wherein the proposed system achieved a 0.992 data utility retention while maintaining strong
privacy, and reduced privacy leakage probability by 0.877 as compared to traditional approaches.
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Furthermore, it witnessed also successful implementation of secure multi-party computation
protocols for collaborative computation across cloud coverage, with sub-linear computational
complexity O(nlogn) for n-party computations, and demonstrated secure federated learning
capabilities with 0.948 accuracy. The blockchain-based identity management showed significant
improvements in authentication and authorization processes as in Figure 4 provisioning: (a) a
decentralized identity verification with 0.991 success rate in cross-cloud authentication, (b) an
average successful smart contracts execution time of 2.3secs for data access and control decision,
and (c) a perfect score of 1.000 prevention of identity spoofing attacks during testing phase.

4.2. Performance Analysis

With a comprehensive test across 12-months period of operation, the proposed system
demonstrates as follows: (a) an Al-enhanced security for multi-cloud environ with optimal
performance detection rate of 0.95, (a) intrusion detection cum classification performance with true-
positive of 0.973, false-positive rate of 0.08, detection latency of 1.2secs on a system availability at
0.997 uptime, (b) its encryption performance with AES-256 encryption throughput of 1.8 GB/s, a
homomorphic encryption at 450ms per operation, an average key management latency of 12ms,
and a 0.32 performance for cross-cloud encryption overhead as in Figure 4. Furthermore, privacy
preservation yields a 15% overhead, and 8.3% anonymization - making it a highly competitive. It
also provided k-anonymity implementation at k=5 to yield 0.976 data utility, a 0.994 success rates
for t-diversity maintenance, and 0.981 adherence with t-closeness compliance to privacy
requirements. The proposed system provides a computational overhead analysis with 8.3%
computational overhead, a memory usage increased by 12.7% for encrypted data processing, and a
network latency impact: 4.1% increase in cross-cloud communication as in Figure 5.

The framework demonstrated excellent scalability as thus: (a) horizontal scalability with about
10,000 concurrent users, and rendered a linear performance up to 50-cloud instances with a 0.987
optimal resources utilization on load balancing efficiency, and (b) it provisioned a vertical scalability
with CPU utilization optimization of 23% improvement over baseline scheme, a memory consumption
with 15% reduction in algorithmic optimization, and storage efficiency of 31% improvement via
intelligent data placement. Table 1 yields a comprehensive comparison with the proposed multi-
cloud security frameworks achieving an average detection rates of 91.3%, positioning our 97.3%
result as state-of-the-art - whereas Table 2 yields a comparative evaluation of the security
framework performance analysis.

120 120

96.7 99.4 98.4
100 100
80 80 67.8 738
60 401 60 46.5
40 40
20 8.3 12.7 I 20
o =m | 0
Overhead Memory Latency t-closeness t-Diversity Horizontal CPU Memory Storage
Increase  Increase scalability  Utilization Consumption Efficiency
Figure 4. Blockchain Identity Management Figure 5. Privacy Preservation Efficiency
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Table 1. Comparative Evaluation of Multi-cloud framework

Frameworks Performance | Detection False Positive | Latency in
in % Rate % Rate ms

Modified Hybrid Cloud (Zhang et 94.1 2.3 1850 Partial

al., 2023)

Multi-cloud (Yadalam et al., 2024) 92.7 3.1 2100 Limited

CloudGaurd Pro (Bamashmos et 89.4 4.2 1650 Partial

al., 2024)

SecureCloud+ (Sinha, 2024) 91.2 2.8 1950 Limited

Our Proposed Model 97.3 0.8 1200 Full

Table 2. Comparative Evaluation Performance Analysis

Features CP-ABE RBAC SAML Proposed
Access Control Cerretextual ABAC Static Federated Contextual ABAC
Rolers
Privacy Protection Partial None None HE, HP, SMPC
Threat Detection Accuracy 91.3% 89.8% 90% 97.3% (Al-based)
Average Latency 1.85secs 2.1secs 1.95secs 1.2secs
Cost Efficiency Moderate High High 27% lower TCO
GDPR/HIPAA compliance Moderate Low Low High

4.3. Discussion of Findings

The proposed model enhances cloud security compliance and standardization. Rahman et al. (2024)
examined similar deployments with reduced regulatory violations by as much as 70% in cloud-native
environ. Compliance Monitoring Automation was accomplished via shared threat feeds and auditing
systems as agreed with (Geteloma et al., 2025) for Al-monitoring with lowered regulatory threats by
78%. The model achieved 23% in security operations with statistical significance as seen in Figure 6.

15
13
98 10
10
3.76 I 35 3.87 I 3.65

t(128)=12.47 Security %(95)=8.93 Privacy t(156)=15.21 Performance t(87)=9.76 Cost Reduction
Improvement Preservation Enhanced

(o]

S N A

Figure 6. Statistical Significance Analysis
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As over 82% of businesses are utilizing multi-cloud models, the findings are highly applicable to
modern-day operational environments. All the performance gains in the model were statistically
significant at p < 0.05. The findings confirm the model's robustness, given statistical norms in cyber
security research (Ahmed et al., 2023). It yielded a security gain of 1(128) = 12.47, p < 0.001, a
privacy preservation of t(95) = 8.93, p < 0.001, a performance gain of t(156) = 15.21, p < 0.001,
and cost saving of {(87) = 9.76, p < 0.001 which agreed with (Ejeh et al., 2025).

4.4, Validity Threat

1.

Threat validity for the proposed system during testing in real-world scenario as follows:

Multi-cloud computational issues includes: (a) delay from utilization of the homomorphic
encryption that caused exponential lag in performance (Binitie et al., 2024; Muhamada et al.,
2024), (b) cloud latency due to the geographical coverage of cloud zones vis-a-vis exchange
between clouds with additional latency of not greater than 45ms (Akazue, Edje, et al., 2024),
which negatively impacted real-time responsiveness of certain latency-sensitive apps (Oyemade
& Ojugo, 2021; Setiadi, Muslikh, et al., 2024), (c) resource consumption due to fusion of Al-
powered security monitor that accounts for 23percent of consumed resources with further strain
on the computation and storage hardware (Omoruwou et al., 2024; Setiadi, Susanto, et al.,
2024), and (d) interoperability issues as over 12percent of cloud APIs needed manual rework
due to different interfaces. Also, differences in data standards for vendors caused up to 8%
reduction in efficiency of processing, and integration of legacy systems with 34% additional
deploy time (Ojugo, Odiakaose, Emordi, Ejeh, et al., 2023; Ojugo & Eboka, 2018a).

Systemic weakness that limits generalizability includes: (a) 15% of experimental steps due to
testbed setup limitations, does limit variability in realtime, (b) coverage attack with testbeds
addressed via the MITRE ATT&CK (Aghware et al., 2023a; Okobah & Ojugo, 2018), leaving out
edge-case or low-frequency attack vectors (Radanliev & De Roure, 2022), (c) time limitations was
too brief to identify shift in initial cyberattack trends or trend change in threat actor activity, (d)
industry-specific focus with validation primarily explored for the healthcare and finance sector,
and (e) compliance laws with focus on HIPAA and GDPR taken into account - wherein other
regulatory scheme include PCI-DSS, SOC 2, or FedRAMP (Akazue, Yoro, et al., 2023; Malasowe et
al., 2023; Malasowe, Okpako, et al., 2024).

Scalability issues suggests that this promising framework has scalability issues such as: (a)
Parallel User Limitations: System performance weakened with parallel user sessions above
10,000, reflecting limitations on horizontal scaling ability in high-traffic scenario, (b) data Volume
Threshold: Processing efficiency fell with datasets larger than 100TB as privacy-preserving
overheads for data share (Ako et al., 2024; Ojugo, Odiakaose, Emordi, Ako, et al., 2023), (c)
geographic dispersion performance effect increased non-linearly. Beyond five geographic cloud
areas, latency and orchestration overheads were significantly high, (d) infrastructure Cost:
Upfront provisioning of infrastructure required around 23% more capital outlay than in typical
multi-cloud security due to extra encryption, orchestration, and Al processing elements (Setiadi,
Sutojo, et al., 2025), (e) technical support for the framework required high-level expertise in Al
security, cryptography, cloud distributed schemes may be restricted in low-budget organizations
(Onoma, Agboi, Geteloma, et al., 2025; Oyemade et al., 2016), and (f) interoperability complexity
for scheme integration: Modular structure and reliance on several orchestrated components of
the system-under-proposal led to a 34% longer integration period than baseline secure solutions.
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5. CONCLUSION

The research makes several significant theoretical contributions to the field. It provides: (a) a new
security framework for multi-cloud that integrates Zero Trust with Artificial intelligence threat
detection that yields improved anomaly detection with reduced insider threat latency by 35%, (b) it
yields enhanced privacy-preserve computation for secure multi-party computation and homomorphic
encryption over clouds attained 99.2% data utility (Malasowe, Edim, et al., 2024; Malasowe, QOjie, et
al., 2024), (c) it advances a blockchain identity management system with the use of smart contracts
to enable compliance in cloud authentication (Setiadi, Ojugo, et al.,, 2025) with viability of
decentralized identity deployment under secure and adaptive federated multi-cloud management.

Homomorphic encryption for multi-cloud with a 500ms operation time, is a breakthrough
performance. This is validated via our the 450ms average with: (a) differential privacy of € = 0.1 with
99.2% utility retention, (b) processing speed improved by 34% compared to traditional differential
privacy. Also, the performance implementations represent a 2.3x faster than BGV scheme
implementations, with a 45% less memory consumption than CKKS scheme, and a 67%
improvement in cipher text size compared to standard implementations. The proposed system
renders an operational cost with a 23% reduction in security management costs compared to
traditional approaches, a 31% improvement in resource utilization efficiency, and 18% decrease in
compliance audit expenses. Also, it provides a 3Years total cost ownership (TCO) reduction of 27%
compared to multi-vendor security solutions, a return-on-investment (ROI) within 14 months of
implementation, and 89% reduction in security incident response costs.
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