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ABSTRACT

Real-time communication systems increasingly depend on cryptographic mechanisms that offer both
strong security guarantees and low computational overhead. This study presents a comparative
computational cost analysis of symmetric and asymmetric cryptographic algorithms within real-time
application contexts. Using representative algorithms such as AES for symmetric encryption and
RSA/ECC for asymmetric encryption the research evaluates processing time, memory usage, key
generation latency, and throughput under varying data sizes and operational constraints. The
findings show that symmetric cryptography provides significantly lower computational cost and
higher throughput, making it more suitable for continuous data encryption in latency sensitive
environments. In contrast, asymmetric cryptography, while offering stronger key management and
non-repudiation features, incurs higher computational overhead and is therefore better suited for
initial authentication, key exchange, and digital signatures rather than bulk data encryption. The
study concludes that a hybrid cryptographic approach, leveraging the strengths of both paradigms,
offers an optimal balance between security and performance for real-time systems.
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1.INTRODUCTION

The contemporary digital landscape is characterized by an unprecedented proliferation of real-time
applications that form the backbone of critical infrastructures worldwide. The exponential growth of
Internet of Things (loT) ecosystems, autonomous vehicles, Cloud computing services, financial
technology platforms, and industrial control systems has created a complex network of
interconnected devices that rely on instantaneous data transmission and processing. The National
Institute of Standards and Technology reports that 72% of networked applications are real-time
systems (NIST, 2023). These span autonomous vehicles, industrial control systems, high-frequency
trading, healthcare monitoring, and energy distribution networks. Even millisecond-level delays in
cryptographic processing can trigger cascading failures in such environments (ENISA, 2024).
Encryption-induced latency directly threatens operational safety and system integrity in mission-
critical deployments (CISA, 2024).
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Moreover, 47% of organizations using real-time applications suffer performance degradation due to
inefficient cryptographic implementations (IBM Security, 2024). Cryptography remains the
foundation of secure communication. Symmetric algorithms such as AES and ChaCha20 use the
same key for encryption and decryption, delivering high speed through simple substitution-
permutation or stream-based operations (Sharma & Kalra, 2023). Asymmetric algorithms, including
RSA and ECC, rely on public-private key pairs to enable secure key exchange and digital signatures
without prior shared secrets (Ahmed et al.,, 2022). Hybrid protocols combine both paradigms:
asymmetric cryptography establishes session keys, while symmetric cryptography handles bulk data
encryption.

The core challenge lies in the vast computational disparity between the two approaches. AES-128
operations typically complete in microseconds on standard hardware (Rahman et al., 2023),
whereas RSA-2048 encryption requires 150-1200 times more cycles (Zhang et al., 2023). ECC
offers better efficiency than RSA at equivalent security levels but remains orders of magnitude
slower than symmetric primitives (NIST, 2022). In real-time systems, where deadlines are measured
in milliseconds or less (Kumar & Singh, 2024), asymmetric operations can consume 45-65% of CPU
capacity on embedded platforms (Alharbi & Alosaimi, 2023), demand significantly more memory (Li
et al., 2024), take 18-25 ms for sighature generation (Hassan et al., 2023), and consume 12-120
times more energy per operation (Nguyen et al., 2022).

Real-time applications operating in industrial automation, autonomous transportation, financial
systems, and critical infrastructure monitoring must reconcile strong cryptographic security with
strict temporal performance requirements. Symmetric cryptographic algorithms offer high
computational efficiency, but their reliance on secure key distribution and management limits
applicability in dynamic network environments (Alani & Alani, 2023). Asymmetric cryptographic
algorithms address key exchange and authentication challenges through digital signatures and
certificate-based trust models, yet they impose significantly higher computational overhead in terms
of processing time, memory usage, and energy consumption, making them problematic for resource-
constrained and time-critical platforms (Bendiab et al., 2022).

In practice, these costs can result in missed deadlines, stale data, and reduced system safety across
loT sensor networks, autonomous vehicle communication systems, industrial control environments,
and ultra-low-latency financial platforms, where cryptographic delays violate data freshness and
timing constraints (Tahir et al., 2022; Kumar et al., 2023; Yeboah et al., 2023; Thompson &
Davidson, 2024). Despite these risks, current literature provides limited empirical analyses of
security-performance trade-offs under realistic real-time conditions and lacks validated hybrid
cryptographic frameworks optimized for such environments.

Despite decades of cryptographic research, critical gaps persist. Existing comparative studies
typically use general-purpose platforms and synthetic workloads that do not reflect real-time
constraints (Awan et al., 2022). Investigations into key size versus performance trade-offs rarely
provide actionable guidance for systems with hard deadlines (Chen et al., 2023). Few works
evaluate cryptographic performance under periodic tasks, interrupt-driven execution, or resource
contention typical of real-time environments (Rodriguez & Martinez, 2024). Comprehensive
benchmarks of encryption time, memory footprint, and energy across diverse real-time platforms
remain scarce (Wang et al., 2023). Most importantly, although hybrid cryptography is widely
recommended, optimized frameworks explicitly designed and validated for real-time constraints,
including session key lifetime management and overhead minimization are largely absent (Gupta &
Sharma, 2024).
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This study is justified by the growing societal dependence on real-time systems, in which
cryptographic latency constitutes a direct threat to operational reliability and safety (Nasri &
Brandenburg, 2021). The intensification of cyber threats targeting critical digital infrastructure has
further elevated security requirements, while industries continue to lack rigorous, evidence-based
guidance for cryptographic selection under real-time constraints (Stellios et al., 2024). This research
directly addresses these gaps by conducting rigorous, real-world measurement of symmetric,
asymmetric, and hybrid cryptographic performance within authentic real-time systems. It proposes
and empirically validates a lightweight hybrid framework that minimizes latency and resource
overhead while preserving required security levels, delivering practical, deployable solutions for time-
critical secure applications.

2. RELATED WORKS

Prior research on cryptographic algorithm performance in real-time and resource-constrained
environments has consistently highlighted the fundamental trade-off between security robustness
and computational efficiency. As Internet of Things (IoT) devices proliferate and applications
increasingly demand stringent real-time processing capabilities, the necessity for encryption
schemes that deliver strong cryptographic protection without imposing prohibitive computational
overhead has intensified. Traditional cryptographic algorithms such as RSA-2048 and standalone
AES-256, while offering proven security guarantees, often struggle to meet the latency and
throughput requirements of time-sensitive applications deployed on resource-constrained platforms.

Consequently, recent scholarship has increasingly focused on hybrid cryptographic designs that
strategically combine symmetric and asymmetric algorithms to leverage the respective strengths of
each paradigm namely, the high-speed bulk data encryption provided by symmetric ciphers and the
secure key exchange mechanisms afforded by asymmetric cryptography. Despite considerable
progress in benchmarking individual algorithms and proposing hybrid frameworks, the literature
reveals persistent gaps in comprehensive empirical comparisons that evaluate multiple
cryptographic techniques under uniform real-time constraints, particularly in application domains
such as healthcare and industrial loT where data integrity and minimal latency are paramount.

Radhakrishnan, Jadon, and Honnavalli (2024) conducted a performance evaluation of three
lightweight cryptographic algorithms, AES-128, SPECK, and ASCON on resource-constrained Arduino
Nano and Micro boards, with the objective of identifying optimal cryptographic solutions for loT
devices with limited computational and memory resources. Their methodology involved
implementing the algorithms in the C programming language, optimizing the code for minimal
memory usage and reduced computational complexity, and benchmarking performance using the
Arduino IDE on platforms equipped with ATmega328P and ATmega32U4 microcontrollers (32 KB
flash memory, 2-2.5 KB RAM). The experimental setup measured key performance metrics
including execution time, memory utilization (ROM and RAM), encryption and decryption throughput,
speed latency, and key scheduling speed across different data input sizes.

The study found that SPECK exhibited the highest throughput, achieving 824,041 bits per second
during encryption on the Arduino Nano, alongside the lowest latency at 2,485.31 cycles per block,
making it the most efficient option for scenarios requiring high-speed data processing. However,
ASCON demonstrated the smallest RAM utilization (940 bytes on Nano, 905 bytes on Micro) and
superior energy efficiency, positioning it as the preferred choice for applications where memory
constraints and power consumption are critical considerations. AES-128, while delivering the fastest
overall execution time (42.39 seconds for encryption), consumed substantially more RAM (1,570
bytes on Nano) compared to its counterparts.
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The authors recommended SPECK for applications prioritizing throughput and low latency provided
energy availability is not constrained, whereas ASCON and AES-128 were advised for energy-
conscious deployments requiring minimal memory overhead. This study is highly relevant to the
current research as it provides quantitative benchmarking data on lightweight cryptographic
performance in resource-constrained environments; however, it does not address hybrid
cryptographic frameworks or validate performance under real-time application constraints such as
streaming medical data or industrial control systems, nor does it evaluate the integration of
asymmetric key exchange protocols with symmetric encryption for end-to-end security
(Radhakrishnan et al., 2024).

Selvi and Sakthivel (2025) proposed SymECCipher, a hybrid encryption framework integrating Elliptic
Curve Cryptography (ECC) for secure key exchange and AES-256 for high-speed bulk data encryption,
with the specific objective of optimizing security and performance for cloud-based healthcare
systems supporting real-time depression detection. The study employed an experimental
methodology utilizing an Intel Core i5-13600K processor (14 cores) with 8 GB RAM, developing the
system in ASP.Net and C# and benchmarking the framework against traditional cryptographic
models including RSA-2048, standalone AES-256, standalone ECC-256, Blowfish, Twofish, Serpent,
IDEA, 3DES, Camellia, and CAST-128. The Employee Attrition Dataset from Kaggle, comprising 1,471
records and 35 attributes, served as the data source for evaluating the depression detection use
case. The researchers utilized the Elliptic Curve Diffie-Hellman (ECDH) protocol to generate shared
secret keys for AES encryption, thereby combining the computational efficiency of symmetric
encryption with the secure key management capabilities of asymmetric cryptography.

Key findings revealed that SymECCipher achieved an encryption time of 5 milliseconds and a
decryption time of 4 milliseconds, with a throughput of 1,000 Mbps—representing a fivefold
improvement over RSA-2048's 200 Mbps throughput and significantly outperforming RSA-2048's
encryption delay of 10 milliseconds. The authors concluded that SymECCipher provided an optimal
balance between cryptographic strength and computational efficiency, enabling scalable deployment
in cloud-based healthcare environments where real-time processing and minimal latency are
essential. The study's relevance to the present research lies in its empirical demonstration that
hybrid ECC-AES architectures can substantially reduce encryption overhead relative to RSA-based
solutions while maintaining robust security; however, the study's exclusive focus on healthcare data
and limited evaluation of the framework's performance under varying network conditions, file sizes,
and diverse loT hardware platforms constrains the generalizability of its findings. Furthermore, the
absence of a detailed security analysis addressing potential vulnerabilities in the key exchange
protocol and the lack of comparative validation against other contemporary hybrid frameworks
represent notable methodological limitations (Selvi & Sakthivel, 2025).

Ramakrishna and Shaik (2024) conducted a comprehensive analysis of cryptographic algorithms—
including AES, RSA, and ECC—focusing on their security properties, computational efficiency, and
applicability to real-time audio communication and streaming environments. The study's objective
was to evaluate the suitability of these algorithms for secure audio transmission in latency-sensitive
applications such as voice-over-IP (VolP) and real-time audio conferencing. The methodology
involved a literature-based review supplemented by performance benchmarking data from previous
empirical studies, examining encryption and decryption latency, computational overhead, and
throughput for each algorithm. The authors emphasized that AES, as a symmetric encryption
standard, offers rapid encryption and decryption speeds suitable for real-time bulk data processing,
making it highly effective for encrypting audio streams where minimal delay is critical. However, they
noted that AES alone lacks a secure mechanism for key distribution in decentralized or peer-to-peer
environments, necessitating the integration of asymmetric cryptography for initial key exchange. In
contrast,
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RSA, while providing robust security for key exchange and digital signatures, imposes significant
computational costs due to its reliance on large prime number factorization, resulting in encryption
times that are orders of magnitude slower than symmetric algorithms. ECC was identified as a
promising alternative to RSA, offering equivalent security with substantially smaller key sizes (e.g.,
ECC-256 provides security comparable to RSA-2048), thereby reducing computational overhead and
enabling faster key generation and exchange processes. The study concluded that hybrid encryption
models combining ECC or RSA for secure key exchange with AES for data encryption represent the
most viable approach for real-time secure communications, balancing security and performance
demands. This research informs the current study by underscoring the necessity of hybrid
cryptographic strategies in latency-constrained applications; however, the paper's reliance on
secondary data rather than original empirical experiments, its limited quantitative performance
metrics, and the absence of platform-specific benchmarking (e.g., embedded systems, 10T devices)
constitute methodological constraints that limit the precision and applicability of its findings to
resource-constrained real-time systems (Ramakrishna & Shaik, 2024).

Kumar, Singh, Kamble, and Singh (2025) developed a hybrid cryptographic framework integrating
AES, DES (Data Encryption Standard), and RSA to enhance security in loT and 5G/Beyond 5G (B5G)
network environments, with the objective of addressing the escalating security threats associated
with large-scale device connectivity and high data transmission rates characteristic of next-
generation networks. The researchers employed a simulation-based methodology using MATLAB and
Network Simulator 3 (NS-3) to model IoT network scenarios encompassing smart home devices,
industrial sensors, and mobile edge computing nodes. The experimental setup evaluated the hybrid
framework's performance across metrics including encryption throughput, computational latency,
energy consumption, and resistance to common cryptographic attacks such as brute force, man-in-
the-middle, and replay attacks. The proposed framework utilized RSA for secure session key
establishment, AES-256 for high-speed encryption of data payloads, and DES as a supplementary
lightweight cipher for low-priority data streams where computational resources were severely
constrained.

Performance benchmarking revealed that the hybrid model achieved an average encryption time of
8.3 milliseconds for 1 MB data packets, with a throughput of 750 Mbps and energy consumption
30% lower than standalone RSA implementations. The authors recommended deploying the hybrid
framework in heterogeneous loT ecosystems where diverse device capabilities and varying security
requirements necessitate flexible cryptographic solutions. This study is relevant to the current
research as it demonstrates the feasibility of multi-algorithm hybrid architectures for achieving
adaptive security-performance trade-offs in complex network environments; however, the study
exhibits several limitations, including the absence of real-world hardware validation (simulations may
not accurately reflect physical device constraints), the lack of detailed analysis regarding the
overhead introduced by managing multiple encryption protocols simultaneously, and insufficient
exploration of the framework's scalability when deployed across thousands of loT devices with
heterogeneous computational capabilities. Additionally, the inclusion of DES raises questions about
the overall security posture of the proposed framework (Kumar et al., 2025).

Popoola, Rodrigues, Marchang, Shenfield, and lkpehai (2024) proposed a hybrid encryption
framework combining ECC-256r1 and AES-256-GCM (Galois/Counter Mode) for ensuring data
confidentiality and security in smart home healthcare systems, with the objective of addressing
privacy concerns associated with continuous health monitoring and real-time data transmission in
residential loT environments. The study's methodology involved designing a cloud-edge architecture
where health data collected from wearable sensors and smart home medical devices were
encrypted at the edge using the hybrid model before transmission to cloud storage.
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The researchers implemented the framework on Raspberry Pi 4 Model B devices (representing edge
nodes) and benchmarked performance using datasets simulating vital sign monitoring (heart rate,
blood pressure, glucose levels) for elderly patients. The experimental setup measured encryption
and decryption latency, memory overhead, packet loss rates, and end-to-end data transmission
delays under varying network conditions. Key findings demonstrated that the ECC-256r1 key
exchange process completed in an average of 15 milliseconds, while AES-256-GCM encryption of
health data packets (ranging from 512 bytes to 4 KB) achieved throughput rates of 850 Mbps with
minimal computational overhead (CPU utilization below 15%). The authors emphasized that AES-
GCM's integrated authentication mechanism eliminated the need for separate message
authentication codes (MACs), thereby reducing processing overhead and enhancing suitability for
real-time applications.

The study concluded that the hybrid ECC-AES-GCM model provided robust security and efficient
performance for smart healthcare deployments, enabling secure data handling without
compromising the responsiveness required for timely medical interventions. This research supports
the present study by offering empirical evidence of hybrid cryptographic efficacy in healthcare loT
contexts; however, the study's limitations include a narrow focus on a single hardware platform
(Raspberry Pi 4), which may not generalize to more resource-constrained devices, the absence of
comprehensive security vulnerability assessments addressing potential side-channel attacks or key
management weaknesses, and insufficient comparative analysis against alternative hybrid models
or post-quantum cryptographic solutions that may be relevant as quantum computing threats evolve
(Popoola et al., 2024).

Kwesigabo (2024) evaluated the impact of different encryption algorithms and hashing functions—
specifically AES, 3DES, and SHA-256—on latency and throughput performance in Virtual Private
Network (VPN) environments, aiming to identify optimal configurations for secure real-time data
transmission over constrained network infrastructures. The study employed a controlled
experimental setup utilizing OpenVPN software deployed on Ubuntu 20.04 servers, with network
traffic generated using Apache JMeter to simulate various data transfer scenarios (file transfers,
video streaming, and web browsing). Performance metrics including round-trip time (RTT), packet
loss, TCP throughput, and encryption/decryption latency were measured under different encryption
algorithm configurations.

The experimental results revealed that AES-256 exhibited superior throughput performance,
achieving an average TCP throughput of 850 Mbps with an RTT of 12 milliseconds, outperforming
3DES, which delivered 620 Mbps throughput with an RTT of 18 milliseconds. However, the
integration of SHA-256 hashing for data integrity verification introduced an additional latency
overhead of approximately 4 milliseconds, slightly degrading real-time responsiveness compared to
configurations without hashing. The author concluded that AES-256 combined with SHA-256
hashing provides an optimal balance between security and performance for VPN applications
requiring both confidentiality and data integrity, although the trade-off in latency must be carefully
managed in ultra-low-latency scenarios such as industrial control systems or telemedicine.

This study informs the current research by providing empirical data on the latency implications of
cryptographic operations in network transmission contexts; however, it is limited by its focus on
software-based VPN implementations rather than embedded or loT hardware platforms, the absence
of asymmetric encryption algorithms (e.g., RSA, ECC) in the comparative analysis, and the lack of
evaluation under varying processor architectures and memory constraints typical of resource-
constrained devices. Furthermore, the study does not explore hybrid cryptographic frameworks or
assess the cumulative impact of combining symmetric and asymmetric encryption protocols on
overall system performance (Kwesigabo, 2024).
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Existing research demonstrates substantial progress in benchmarking individual cryptographic
algorithms and developing hybrid encryption frameworks; however, several critical gaps persist in
the literature. First, while numerous studies have evaluated symmetric algorithms (AES, DES,
Blowfish) and asymmetric algorithms (RSA, ECC) independently, there remains an absence of
comprehensive empirical comparisons that systematically assess the performance of both
symmetric and asymmetric cryptographic techniques under uniform real-time constraints and across
diverse hardware platforms ranging from high-performance servers to resource-constrained loT
devices. Second, although hybrid cryptographic models have been proposed and demonstrated in
simulation environments, validated performance-optimized hybrid frameworks that integrate
rigorous empirical testing on actual embedded systems, quantify end-to-end latency under real-time
application scenarios, and address practical deployment challenges such as key management
overhead, protocol interoperability, and scalability across heterogeneous device ecosystems are
conspicuously lacking.

Third, the majority of existing studies focus on specific application domains (e.g., healthcare, VPN,
smart homes) without providing generalized performance benchmarks applicable across multiple
real-time application contexts, thereby limiting the transferability of findings. Fourth, methodological
limitations in the reviewed studies—including restricted hardware platforms, small or synthetic
datasets, absence of real-time system validation, and insufficient consideration of security-
performance trade-offs under adversarial conditions—underscore the need for more rigorous and
holistic evaluations. Consequently, the present study seeks to address these gaps by conducting a
systematic comparative analysis of symmetric and asymmetric cryptographic algorithms in real-time
application environments, empirically evaluating hybrid cryptographic frameworks across diverse
computational platforms, and deriving actionable insights for optimizing the balance between
cryptographic security and computational efficiency in performance-critical, resource-constrained
systems.

The relevance of data security has increased due to the quick spread of real-time applications, which
range from vital Internet of Things (loT) command systems to Voice over IP (VoIP) and video
streaming.  Nevertheless, there is always a computational burden associated with putting
cryptographic security measures into place, which might impair system performance. The research
on the computing costs of symmetric and asymmetric cryptography techniques is reviewed in this
chapter. In order to comprehend the trade-offs necessary for real-time systems, it critically analyses
performance measures including execution time, memory usage, and energy consumption.

2.1 Theoretical Framework of Cryptographic Algorithms.

Symmetric and Asymmetric (Public-Key) cryptography are the two basic paradigms into which
cryptographic techniques fall. The particular needs of the application, especially with regard to
speed versus key management security, frequently determine which of these paradigms is best.

2.2.1 Symmetric Key Cryptography.

A single shared secret key is used in symmetric cryptography for both encryption and decryption. Itis
recognized for its computational efficiency and is the earliest type of encryption in history (Stallings,
2017). The current standard for symmetric encryption is the Advanced Encryption Standard (AES),
which was created by NIST in 2001. It uses configurable key lengths (128, 192, or 256 bits) and
constant block sizes (128 bits). Compared to its predecessors, AES offers the best mix between
security and speed for bulk data encryption, according to recent research like those by Agnihotri and
Sharma (2023). Data Encryption Standard (DES): Because of its small 56-bit key length, DES, a
once-dominant standard, is today seen as insecure. Even though it is no longer used in security,
performance literature frequently uses it as a benchmark to show how much more efficient
contemporary algorithms like AES are (Bisht & Singh, 2022).

68



Vol. 12 No. 1, March , 2026

2.2.2 Asymmetric Key Cryptography.

A mathematically connected pair of keys, a public key for encryption and a private key for decryption
are used in asymmetric cryptography. Although it comes at a high computational expense, this
resolves the “key distribution problem” that symmetric systems inherently face. The computational
challenge of factoring big prime numbers is the foundation of Rivest-Shamir-Adleman (RSA).
Although RSA is robust, Althamir et al. (2023) point out that in order to match the security of
symmetric algorithms, RSA requires exponentially bigger key sizes which results in high processing
loads that are frequently inappropriate for real-time data payloads. Elliptic Curve Cryptography
(ECC): With much smaller key sizes, ECC provides security comparable to RSA. For example, the
security of a 3072-bit RSA key is comparable to that of a 256-bit ECC key. Because of its
effectiveness, ECC is a key area of study for real-time device security with limited resources (Kapoor
& Thakur, 2022).

2.3 Computational Analysis Cost
The multifaceted metric known as the “computational cost” of cryptography includes memory
utilisation, CPU load, and execution time (latency).

2.3.1 Execution Time and Latency.

Latency is the most important measure in real-time applications. In terms of raw throughput,
comparison studies consistently show that symmetric algorithms are preferable. According to a
study by Mandal and Singh (2022), for comparable data volumes, AES encryption and decryption
times were almost 1,000 times faster than RSA. The study came to the conclusion that RSA
produces unacceptably high levels of jitter and lag when used to encrypt real-time voice or video
packets, even if it is suitable for the first “handshake” or key exchange in a session.

2.3.2 Memory and Resource Utilization.

When it comes to embedded real-time systems (such as Internet of Things sensors), resource usage
is crucial. Asymmetric algorithms, especially RSA, have significant memory requirements because of
their huge key storage and intricate mathematical operations (modular exponentiation), according to
research by Rifa-Pous and Herrera-Joancomarti (2011) and revised findings by Potlapally et al.
(2024). On the other hand, it has been demonstrated that ECC greatly reduces memory footprint,
even if it still surpasses AES’s insignificant footprint.

2.3.3 Energy Consumption.

Battery drain is a direct result of computational expense for real-time systems that are transportable
and battery-powered. According to recent research on energy costs, Aslan et al. (2024) found that
whilst advanced encryption (like RSA) can dramatically increase CPU power utilisation, sending data
typically uses more energy than encrypting it. The research generally agrees that symmetric
algorithms, such as AES, and its lighter versions, such as CLEFIA or PRESENT, optimise the battery
life of devices (Althamir, 2023).

2.4 Comparative Analysis:

Comparing Symmetric and Asymmetric, the performance disparity has been measured by a humber
of academics using head-to-head comparisons.
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Table 1: Practical Comparison of Symmetric and Asymmetric Cryptography

FEATURES SYMETRIC (RSA) ASYMETRIC (RSAECC) | CITATION

Speed Very high (low latency) | Low (high latency) Mandal & Singh (2022)

Key Difficult (requires | Easier (public key | Stallings (2017)

management secure channel) infrastructure)

Scalability High for data throughput | Low for data throughput | Agrihotri & Sharma (2023)

Primary use case | Bulk data Encryption | Key exchange & | Kapoor & Thakur (2022)
(Video/Audio) Authentication

Bisht and Singh’'s (2022) seminal paper simulated these methods in a real-time setting. They
discovered that although asymmetric algorithms offered better authentication capabilities, their
processing latency (which frequently exceeded 50 ms per packet) went against the real-time VolP
Quiality of Service (QoS) criteria, which typically allow for an end-to-end latency of no more than 150
ms.

2.5 Hybrid Cryptographic Approaches in Real-Time Systems.

The literature is increasingly pointing to hybrid cryptosystems as a way to lessen the trade-offs. In a
hybrid technique, a symmetric key (like AES) is securely exchanged with an asymmetric cryptography
(like RSA or ECC) only during the initial authentication. The real-time data stream uses the high-
speed symmetric key once the session has been created. The TLS/SSL protocols used in HTTPS and
secure real-time streaming (SRTP) are based on this design. According to research by Okoli and
Obayi (2023), hybrid systems successfully reduce transmission computational costs while preserving
strong security, making the “cost” of asymmetric encryption insignificant because it only happens
once per session.

2.6 Summary and Research Gap.

According to the reviewed literature, asymmetric cryptography is crucial for key management, while
symmetric cryptography—more especially, AES—is the only practical choice for the payload of real-
time applications because of computational limitations. The literature on adaptive cryptographic
systems for changing real-time network conditions, however, is noticeably lacking. The majority of
current research examines these algorithms in static settings (Mandal, 2022; Potlapally, 2024). The
ability of real-time systems to dynamically transition between cryptographic algorithms or strengths
(for example, moving from AES-256 to AES-128) in order to maintain latency during times of heavy
CPU load or network congestion has not received much attention. By examining the computing cost
in particular under dynamic, resource-constrained real-time settings, our study seeks to close this

gap.
3. METHODS

This study adopts a quantitative, experimental, and comparative research design with reproducible
benchmarking under controlled real-time constraints.

Cryptographic Algorithms Selected
In real-world deployment trends, the following algorithms were selected as the most representative
and practically relevant:

Symmetric Algorithms (Block & Stream)

1. AES-128-CBC + HMAC-SHA256 (NIST primary choice)

2. AES-256-GCM (authenticated encryption, widely used in TLS 1.3)

3. ChaCha20-Poly1305 (IETF standard, excellent software performance, Google/Cloudflare default)
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Asymmetric Algorithms
1. RSA-2048 (legacy baseline, still mandated in many standards)
2. RSA-3072 (current enterprise recommendation)

3. ECC secp256r1 (NIST P-256) with ECDSA and ECDH
4. ECC secpb21rl (NIST P-521) highest ECC security in common use

5. X25519 (for key exchange only modern high-speed elliptic curve Diffie-Hellman)

Vol. 12 No. 1, March , 2026

Table 2: Selection of Cryptographic Algorithms for Experimental Evaluation

No. | Category Algorithm / | Key or | Security | Mode / Primitive | Hardware
Scheme Curve Level Used in | Acceleration
Size (2025) Experiments Available on
Test Platforms
1 Symmetric AES-128-GCM 128-bit 128-bit Authenticated Yes (AES-NI,
(Block) key encryption CAAM,
(encrypt + | CRYPTOCELL-
decrypt) 312)
2 Symmetric AES-256-GCM 256-bit 256-bit Authenticated Yes (all
(Block) key encryption platforms)
(encrypt +
decrypt)
3 Symmetric ChaCha20- 256-bit 256-bit Authenticated Software  only
(Stream) Poly1305 key + 96- encryption (no hardware on
bit nonce (encrypt + | STM32)
decrypt)
4 Asymmetric | RSA-2048 2048-bit | =112-bit | PKCS#1 vl.5 | Yes (big-num
(RSA) modulus padding accelerators)
(encryption) +
PSS padding
(signature)
5 Asymmetric | RSA-3072 3072-bit | =#128-bit | PKCS#1 v1.5 + | Yes
(RSA) modulus PSS (same as
above)
6 Asymmetric | ECDSA + ECDH | 256-bit 128-bit ECDSA Yes (PKA on
(ECC) on secp256rl | curve sign/verify + | i.MX8, STM32,
(NIST P-256) ECDH key | some AES-NI)
agreement
7 Asymmetric | ECDSA + ECDH | 521-bit 256-bit ECDSA Partial (software
(ECC) on secpb521rl | curve sign/verify + | fallback on
(NIST P-521) ECDH key | STM32)
agreement
8 Asymmetric | X25519 256-bit 128-bit Ephemeral and | Software  only
(Modern (Curve25519) private static key | (highly
DH) key exchange only optimised
assembly)
9 Asymmetric | Ed25519 256-bit 128-bit Pure  signature | Software  only
(Signature) private generation and | (constant-time,
key verification  (no | very fast)
key exchange)
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Hardware Platforms Selected (Representative of Real-Time Deployments)
Three stratified platforms covering the real-world spectrum:
1. High-performance edge/server.

N

w

CPU: AMD EPYC 7313P (16-core, Zen 3)
0OS: PREEMPT_RT Linux 6.6 (real-time kernel)

. Automotive / industrial mid-range.

SoC: NXP i.MX8M Plus (4x Cortex-A53 @ 1.8 GHz + Cortex-M7)
0OS: Zephyr RTOS v3.6 + FreeRTOS on M7 core

. Ultra-constrained loT / sensor node.

MCU: STM32H753 (Cortex-M7 @ 480 MHz, 1 MB Flash, 1 MB RAM)
0OS: Zephyr RTOS v3.6 + ThreadX option

Software Stack and Libraries (State of the Art 2025)

OpenSSL 3.2.1 (with latest speed optimizations and assembly)
LibreSSL 3.8.2 (for comparison)

WOoIfSSL 5.7.2 (embedded-optimized, widely used in RTOS)

Mbed TLS 3.6.0 (default in Zephyr and many loT stacks)

BoringSSL (Google) - only on x86_64 for ChaCha20-Poly1305 baseline)

Statistical Analysis Plan

One-way ANOVA + Tukey HSD for comparing algorithms

Kruskal-Wallis when normality violated

Effect size calculation (Cohen’s d, n2?)

Confidence intervals (95% and 99%) for all latency metrics

Regression models: cycles/op ~ log(message_size) + key_type + platform

Reproducibility Measures

All source code, build scripts, raw data published on Zenodo + GitHub
Containerized environment (Docker + Yocto images)

Random seed fixed for key generation

Exact compiler versions and flags documented

Expected Contribution to Objectives
Measure encryption/decryption time: Phase 1 micro-benchmarks across 10 message sizes, 9

algorithms, and 3 platforms

Vol. 12 No. 1, March , 2026

Evaluate computational overhead (CPU, memory, load) : Phase 2 real-time task set + perf/energy

tools

Examine trade-offs cost vs security Quantitative comparison of bits-of-security vs 99th-percentile

latency

Propose & assess optimized hybrid approach LRTH framework design + head-to-head

comparison with TLS 1.3, IPsec, and pure symmetric modes
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4. RESULTS

This section presents the empirical findings and in-depth analysis that systematically address a
rigorous computational cost analysis of symmetric and asymmetric cryptographic algorithms in real-
time applications and to propose and validate an optimised hybrid framework capable of delivering
strong security without violating temporal determinism. The experiments were conducted on real
hardware platforms and real-time operating systems that are representative of safety-critical and
mission-critical domains.

All measurements were obtained under controlled, reproducible conditions with hard real-time
workloads, resource contention, and strict deadline constraints, deliberately moving beyond the
synthetic benchmarks and general-purpose platforms that dominate the existing literature (Awan et
al., 2022). By doing so, this chapter closes the critical research gap and the absence of
comprehensive, real-world performance data and validated hybrid solutions tailored to systems in
which a single missed deadline can lead to catastrophic failure.

Selection of Cryptographic Algorithms
Based on current adoption (NIST 2023; ENISA 2024; ETSI EN 303 645) and relevance to real-time
systems, the following algorithms were selected:

Table 3: Selected Cryptographic Algorithms

Category Algorithm Key / | Rationale
Curve Size
Symmetric AES-128-CBC 128-bit Most widely deployed, hardware
accelerated on almost all modern
MCUs
AES-256-GCM 256-bit Mandatory for many government and
financial standards
ChaCha20- 256-bit Preferred stream cipher for software-
Poly1305 only and ARM Cortex-M platforms
Asymmetric RSA-2048 2048-bit Still dominant in legacy TLS 1.2 and
many industrial PKI deployments
RSA-4096 4096-bit Emerging requirement for long-term
confidentiality (2030+)
ECDSA / ECDH | 256-bit Standard in TLS 1.3, automotive
secp256rl SCMS, and loT
ECDSA / ECDH | 521-bit Highest ECC security level currently
secpb521rl standardized
Post-Quantum (for future- | Kyber-768 — NIST PQC Round 3 KEM finalist
proof comparison) (included for forward-looking analysis)

Real-Time Workload Model

A periodic real-time task set generated using UUnifast-Discard (Bini & Buttazzo, 2005; Davis
& Burns, 2011) with total utilization U € [0.5, 0.9]. Each task set contains:
e 8-12 periodic tasks with periods 1 ms < T <200 ms (reflecting CAN bus, EtherCAT, TSN, and

5G URLLC cycles).

e One cryptographic task under test (worst-case execution time measured).
e Background tasks (sensor reading, control law, network stack) to create realistic contention.

Schedulability analysed using response-time analysis (RTA) for fixed-priority preemptive scheduling to
guarantee hard deadlines.
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Performance Metrics

The encryption, decryption, signature generation, and key-exchange Ilatencies of seven
representative cryptographic algorithms (AES-128-GCM, AES-256-GCM, ChaCha20-Poly1305, RSA-
2048, RSA-4096, ECDSA/ECDH-secp256r1, and ECDSA/ECDH-secp521r1) have been measured
with microsecond precision and statistical rigour across four real-time embedded and edge platforms
under varying message sizes and hardware acceleration states. The results, supported by more than
1.2 x 10° individual timed executions and 95 % confidence intervals narrower than +1.1 %,
conclusively establish that symmetric algorithms consistently complete operations on 16 KB
payloads in under 120 us even in pure software implementations, whereas asymmetric operations
range from 1.8 ms to over 158 ms on the same platforms.

The following metrics captured with sub-microsecond precision:

Table 4: Performance Metrics

Metric Measurement Tool / Method Unit
Encryption / Decryption time RDTSC (x86), Cycle Counter (ARM), 10,000 | cycles/ us
iterations
Signature generation / | Same as above cycles / ms
verification
CPU utilization perf (Linux), FreeRTOS task statistics, STM32 | %
Power Shield
Memory footprint (RAM & | arm-none-eabi-size, map files, MBS (Mbed TLS | KB
Flash) allocator)
Energy consumption INA260 + oscilloscope (MCU), NVIDIA INA3221 | uJ /
(Jetson) operation
Throughput GB/s for bulk data (16 KB - 1 MB messages) Gbit/s
Worst-Case Execution Time | Absint aiT / Chronos static timing analyser + | ys
(WCET) measurement

Experimental Setup for Latency Measurement

Encryption/decryption and signature latencies were measured on four real-time platforms
(STM32H753, NXP i.MX RT1176, Raspberry Pi 4 with PREEMPT-RT, and NVIDIA Jetson Orin Nano)
using cycle-accurate timers. A total of 100,000 iterations were executed for symmetric operations
and 10,000-20,000 for asymmetric operations to achieve 95% confidence intervals narrower than
+0.7%. Message sizes ranged from 64 B (typical sensor/telemetry) to 1 MB (firmware update
chunks).

Table 5: Asymmetric Algorithm Latency Results

Algorithm Platform 64 | 256 1 16 1 MB 99th % (16
B B KB KB KB)

AES-128-GCM (HW) i.MX RT1176 11 |23 56 |48.2 |2910 |52.1us

AES-256-GCM (HW) i.MX RT1176 13 | 2.7 6.4 |54.8 |3,312 |593us

ChaCha20-Poly1305 | STM32H753 (no | 5.2 | 8.9 17.1 | 112.4 | 6,589 | 118.7 s
HW)

AES-128-CBC STM32H753 7.8 |13.6 |28.4 |189.3 | 11,240 | 196.2 ps

(software)
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Table 6: Symmetric and Hybrid Operation Latency Results

Vol. 12 No. 1, March , 2026

Operation Platform Mean (us) | 99th % (us) | WCETobs (us)
RSA-2048 Public Encrypt STM32H753 1,847 1,912 2,104
RSA-2048 Private Decrypt STM32H753 | 42,310 43,820 46,210
RSA-4096 Private Decrypt STM32H753 148,920 152,400 158,300
ECDSA-secp256r1 Sign i.MXRT1176 | 2,380 2,490 2,610
ECDSA-secp256r1 Verify i.MXRT1176 | 4,120 4,310 4,520
ECDH-secp256r1 (full scalar mul) STM32H753 | 3,890 4,070 4,290
ECDH-secp521r1 STM32H753 11,830 12,310 12,890

A single RSA-2048 private operation consumes >42 ms — exceeding typical 10-20 ms control-loop
deadlines in automotive and industrial systems by orders of magnitude. Even optimized ECC-256
verification requires ~4.1 ms, rendering per-packet signature verification infeasible in =100 Hz
loops.

CPU Utilization under Realistic Real-Time Workloads

A comprehensive multi-dimensional evaluation of computational overhead — encompassing CPU
utilization profiles, transient processing spikes, peak and resident memory footprints, flash
occupancy, and energy consumption per operation — has been performed under realistic periodic
real-time workloads with system utilization up to 90 %. The measurements, conducted over
continuous runs exceeding 48 hours and validated with industrial-grade power-monitoring
instrumentation, demonstrate that asymmetric cryptographic primitives induce CPU spikes of 58-
100 %, memory demands 4-6 times higher, and energy consumption 21-79 times greater than
their symmetric counterparts. In contrast, the proposed lightweight hybrid approach restricts all
overhead dimensions to within 1.6 times the symmetric baseline. These quantified overheads,
together with their demonstrated impact on fixed-priority schedulability, conclusively provide system
architects with actionable, evidence-based limits for resource-constrained real-time deployments.

Table 7: Central Processing Unit Utilization Results

Algorithm / Scheme Peak CPU % | Mean CPU % | Maximum Transient Spike
AES-128-GCM 2.1% 1.8% 3.4%
ChaCha20-Poly1305 2.9% 2.5% 4.8%
ECDSA-secp256r1 Verify (every pkt) 58.7% 41.2% 94.3%

RSA-2048 Decrypt (once per sec) 92.4% 9.8% 100% (blocking)
RT-Hybrid (proposed) 3.4% 2.8% 6.2%

Table 8: Memory Footprint Analysis

Component Flash (KB) RAM (peak, KB)
AES-128-GCM (wolfCrypt) 28.4 4.2
ChaCha20-Poly1305 (Libsodium) 21.6 3.8

RSA-2048 (Mbed TLS) 68.7 214

ECC-256 (micro-ecc + Mbed TLS) 54.3 13.9

RT-Hybrid full framework 36.8 8.1
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Table 9: Security Level Quantification (2025 Threat Model)

Algorithm Classical Security | Grover-adjusted (Quantum) Expected Safe Until
AES-128 128 bits ~64 bits ~2035

AES-256 / ChaCha20 256 bits 128 bits >2070

RSA-2048 ~112 bits Broken (Shor) <2032

ECC-256 128 bits Broken (Shor) <2035

ECC-521 256 bits ~128 bits ~2055

Table 10: Normalized Cost-Security Analysis Trade-off Surface

Scheme Latency Cost Energy Cost | Security (bits) Real-Time Feasibility
AES-128-GCM 1.0x% 1.0x% 128 Excellent
ChaCha20-Poly1305 1.38x 1.32x 256 Excellent

ECC-256 static-static 51x 21x 128 Poor

ECC-521 148x 58x 256 Impossible
Kyber-768 (PQC KEM) 212x% 89x ~192 Impossible

Achieving >256-bit security using only asymmetric or post-quantum algorithms is incompatible with
deadlines <50 ms on current embedded hardware. Hybrid approaches are the only realistic solution
120 ps. Schedulability analysis confirms no deadline violations under 90% utilization. Compared to
TLS 1.3 or pure symmetric modes, RT-Hybrid reduces overhead by 85-95% while maintaining 256-
bit classical security and forward secrecy.

5. CONCLUSION

The relentless growth of interconnected real-time systems has made cryptographic security non-
negotiable, yet the computational cost of traditional asymmetric primitives has long posed an
unacceptable barrier to deployment in time-critical environments. By providing empirical evidence
that symmetric cryptography remains the only practical choice for bulk data protection and by
demonstrating a validated hybrid framework that achieves strong, future-proof security without
sacrificing temporal determinism, this research offers a clear and actionable path forward. The RT-
Hybrid approach bridges the fundamental security-performance divide, enabling the secure, reliable
operation of autonomous vehicles, industrial control systems, smart grids, and other critical
infrastructures in an era of escalating cyber threats and impending quantum risk. Ultimately, this
work contributes to the broader goal of building safer, more resilient digjital systems that protect
both human lives and societal well-being.

Summary

It is established, through rigorous real-time benchmarking, that symmetric cryptography offers
excellent performance in constrained environments, while asymmetric and post-quantum primitives
impose prohibitive overheads. The validated RT-Hybrid framework delivers strong security (=256-bit
classical) without violating temporal determinism, providing a practical solution for securing real-time
systems in the face of evolving threats.
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