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Abstract
This chapter x-rayed the cyberspace viz-a-viz cyber criminality, victimization and cyber security. The
thrust of the discourse is to identify threats to users in cyberspace occasioned by the exponential
increase in the number and complexity of threats, as compared to the shortage of cyber security
workforce. The chapter propose cyber security automation as viable tools that can ensure cyber
resilience in cyberspace.
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Introduction
The digital ecosystem has been on a steady expansion, however during the year of the Covid-19
pandemic, it experienced an overwhelming amount of digital activities as businesses and
institutions digitalized most of their activities to ensure continuity. This accelerating digital
transformation has opened more opportunities for cyber crimes. More of cyber threats are seen in
the “working from home” (WFH) practice, where employees use home computers and networks to
carry out official transactions, thereby giving uncontrolled access to cyber criminals who take
advantage of these weak architectures and unpatched systems.
Since the era of the pandemic, the activities carried out on digital and online environment have
increased sporadically, and unfortunately, cyber attacks have also moved in the same direction.
Digital transformation has accelerated now more than ever seen in history, as governments and
institutions now operate in perimeter-less and interconnected online environment. This has
attracted more of cyber crimes, and it is inevitable to have a cyber space without cyber criminals,
hence it becomes a proactive step to go beyond cyber security and look towards cyber resilience.
Cyber Resilience
Cyber resilience according to [1] is the ability to prepare for cyber attacks, respond to them and
recover seamlessly from these attacks.
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Fig 1: How to Achieve Cyber Resilience in 7 Steps Source:
https://www.cybersecobservatory.com/2018/08/27/achieve-cyber-resilience-7-steps/
A key tool to ensure cyber resilience is cyber security automation, and this is because of the
exponential increase in the number and complexity of threats, as compared to the shortage of
cyber security workforce [2]. Institutions can however make a move towards maintaining a resilient
digital ecosystem by establishing a proactive and systematic process for maintaining standard
system hygiene, creating a multi-functional team of senior management to develop a plan for cyber
security events, review existing cyber attack patterns and develop a tailored approach to protecting
company’s assets, focusing on rough figures rather than precise estimates while assessing and
measuring, so as to avoid analysis paralysis.

Fig 2: Cyber Resilience Component
Source: https://www.theresilience.ml/cyber-resilience/
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Institutions should also invest in risk mitigation measures so as to protect all assets at greatest
cyber risk. Cyber insurance should also be obtained to provide contingent capital in unforeseen
attacks [3]. Cyber security automation using artificial intelligence techniques and algorithms with
yield predictions that will further provide valuable insights which will assist organizations mount
multilayered cyber security strategy that will be resilient against disruption and compromise.
Emerging Cyber Security Challenges & Emerging Technologies
Emerging cyber security challenges threatens economic and national security, and security leaders
need to pay attention to potential mitigation strategies to help deter the evolving methods of cybercriminals. While dealing with the present cyber security challenges within the digital ecosystem,
the future of cyber security is still worrisome as the wider adoption to digital environment makes
individuals and industries more vulnerable to cyber crimes. For instance, the number of IoT devices
is expected to surpass 20 billion by 2023, and the consequence of this exponential growth in IoT
devices, is that the number is equivalent to the potential access points that cybercriminals look to
gain access to digital systems, same goes for edge computing devices [4]. Emerging technologies
such as self-driving cars, robots, drones, mobile wallets payment platforms, blockchain networks,
internet of senses, quantum computing, cryptocurrency technology, autonomous vehicles, cloud
computing, and mobile computing, among others, also opens us more to the vulnerability of cyber
crimes.
Cyber Criminality
Cyber criminals carry out cyber theft using common methods such as; Botnets, Phising,
Ransomware, Browser Hijacking, Fraud Identity and Flood attacks [5]. These attacks are becoming
more frequent each passing day, and institutions are working round the clock in putting a solid
incident response plan (IRP) in place to always secure their cyber space. The IRP includes the
preparation of the incident response team of every organization, identification of the right security
tools to use in collecting evidence and deciding on what to do about every incident, containment
of affected systems, identifying the main course of the incident and eradicating it, recovering from
the cyber attack and applying measures to prevent similar attacks in future, and finally being able
to draw out lesson learned as a team.
Threats to Security of Information Systems
There are several issues that threaten the security of information systems. The ransomware
remains the number one threat on the list, as modern ransomware attack has been on the rise [6].
Other types of cyber-attack includes; cloud attacks, phishing attacks, outdated hardware, IoT
attacks, malware and various software vulnerabilities [7]. An effective method of tackling cyber
attack is by educating users and the public, about the types of threats that lies in the cyber space.
Sensitization and awareness talk is a useful tool in protecting the public from these vulnerabilities.
A domestic user can adopt some security measures such as installing a firewall as an extra security
layer for the personal computer; it is also a good practice to use latest software and hardware for
our digital needs [8]. Businesses should also consider cyber security resilience and exposure as a
priority factor when establishing partnership and collaboration.
Conclusion
In conclusion, the digitalization of the different aspects of human life has led to creation of a myriad
of data, including sensitive data, which if not properly secured and managed will lead to significant
damage. In moving from cyber security to cyber resilience, everyone has a part to play, individually
and collectively. Emerging technologies will also be leveraged on to maintain a secured cyber
space, and there will be a need to grow forensic skills. As cyber attacks become more
sophisticated, cyber security measure should also be advanced to curb the menace and ensure a
safe cyber space for all.
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