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ABSTRACT 
 

 
Cyber Threat Intelligence (CTI) sharing is a key element of collaborative cyber defense, enabling 
organizations to anticipate, detect, and mitigate threats proactively. Traditional centralized CTI 
platforms, however, face ongoing challenges in trust, privacy, data integrity, and governance. 
Blockchain, with its decentralized, immutable, and cryptographically secure design, has emerged as 
a potential solution. This systematic review, conducted using the PRISMA framework, synthesizes 
peer-reviewed studies from 2016 to 2025, examining blockchain-based CTI architectures, privacy 
mechanisms, consensus protocols, incentive models, and their integration with cyber risk 
management. Findings show that blockchain can enhance transparency, accountability, and trust in 
CTI sharing, yet significant challenges remain, including scalability, interoperability, computational 
overhead, and regulatory compliance. The study concludes by highlighting research gaps and future 
directions for advancing practical blockchain enabled CTI systems. 
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1. INTRODUCTION 
 

 
Cyber Threat Intelligence (CTI) sharing has become crucial for modern cybersecurity, allowing 
organizations to collaboratively assess, detect, and respond to evolving threat. As attacks grow in 
scale and sophistication, timely intelligence exchange is critical. Technology is a good thing, which 
ensures interaction among some devices and makes things work faster, thereby finding Information 
Communication and Technology as a valuable tool to achieve individual or organisational quest. 
Unfortunately, the use of Information Communication and Technology (ICT) devices positively and 
negatively impact on people and organisation (Egejuru et al., 2022). Traditional CTI platforms, 
however, are often centralized, raising issues of trust, data integrity, privacy, and single points of 
failure. The rapid expansion of digital infrastructures has been accompanied by increasingly complex 
and impactful cyber attacks, which include advanced persistent threats, ransomware, and large-
scale data breaches that cross across organizational and national boundaries.  
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Cyber Threat Intelligence (CTI) sharing has emerged as a strategic tool for collective defense, which 
will enable stakeholders to exchange indicators of compromise, threat actor tactics, and mitigation 
strategies (Skopik et al., 2016; Wagner et al., 2019). Despite its importance, CTI sharing faces 
limitations due to trust deficits, concerns over sensitive data exposure, lack of transparency, and 
centralized systems that create single points of failure (Conti et al., 2018). Participants are often 
reluctant to share high-quality intelligence without getting assurances regarding privacy, attribution, 
and data sharing. Nakamoto (2008), carried out a systematic study, focusing on architectures, 
privacy mechanisms, and persistent challenges in blockchain-enabled CTI sharing. The work offered 
decentralization, cryptographic security, and immutability without relying on a central authority. 
These features have spurred research into blockchain-based CTI systems designed to enhance 
privacy, accountability, and collaborative risk management. 
 
Several recent surveys provide a broader perspective on CTI sharing. Li et al. (2023) presents a 
systematic review of blockchain-based CTI sharing, identifying scalability, privacy, and trust as 
persistent challenges. Zhou and Sun (2023) survey privacy-preserving blockchain data sharing 
techniques, concluding that while many frameworks exist, few adequately balance performance and 
confidentiality. Also, Nguyen et al. (2024) emphasize the lack of standardized metrics for evaluating 
CTI sharing frameworks, highlighting a need for holistic performance, privacy, and usability 
assessments. These surveys confirm that while blockchain and privacy-preserving techniques are 
promising, further integration of risk management, compliance, and automation is needed. 
 
Blockchain technology suggests a promising solution with its immutable, decentralized, and 
cryptographically secure architecture. By reducing reliance on central authorities, blockchain-based 
CTI systems aim to enhance trust, accountability, and data integrity among participants. Despite 
growing research interest, these systems continue to face significant technical, organizational, and 
regulatory challenges. This systematic review examines the current literature to highlight key 
approaches, limitations, and research gaps that warrant further investigation. 
 
Despite blockchain and AI potential, to enhance CTI, significant research gaps remain. First, there is 
limited work on practical implementations of blockchain-based CTI systems, particularly those that 
combine on-chain verification with off-chain storage to balance security and performance. Second, 
while AI-assisted analytics can prioritize threats and provide predictive insights, integration of 
explainable AI (XAI) into CTI platforms is still underexplored, leaving decision-makers without clear 
reasoning behind automated threat assessments. Third, most existing studies focus on conceptual 
models or small-scale simulations, with few real-world evaluations demonstrating scalability, 
efficiency, and reliability in dynamic network environments. Finally, secure and standardized 
mechanisms for sharing intelligence across organizations remain an open problem, as tampering, 
poisoning, and privacy concerns continue to limit trust and collaboration. Addressing these gaps is 
critical for developing robust, intelligent, and interoperable CTI frameworks that can support timely 
and effective cyber defense in real-world settings. 
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2. LITERATURE REVIEW 
 
Recent literature on blockchain-based CTI sharing has rapidly evolved, focusing on architecture, 
privacy, incentives, and governance. Many studies propose permissioned blockchain designs that 
balance decentralization with access control, offering better scalability and regulatory compliance for 
business CTI systems (Zhang et al., 2019). Similarly, smart contracts have been shown to support 
the automation of cyber threat intelligence validation and secure information sharing in 
decentralized environments (Liu et al., 2020). Privacy remains a central concern due to the sensitive 
nature of shared intelligence. Techniques such as encryption, anonymization, and attribute-based 
access control are commonly used to protect data and contributor identities, though they add 
computational overhead and system complexity (Conti et al., 2018). Dorri, et al., (2017) emphasize 
the need for optimized blockchain architectures that balance performance and scalability in IoT 
systems, addressing overhead issues that pure on-chain storage can cause (e.g., by layering 
lightweight local ledgers with broader distributed ledgers). Incentive mechanisms, often token-based, 
are explored to encourage participation, but empirical evidence of their effectiveness is limited.  
 
Hybrid architectures combining on-chain and off-chain storage have been suggested to address 
performance constraints. Overall, the literature presents fragmented solutions with limited 
integration of comprehensive risk management strategies, leaving practical deployment and real-
world validation as key areas for future research. 
 
There are more than thirty journals that were reviewed. The summary of some of the works reviewed 
are included in this work. 
 
Ali et al. (2025) proposed TrustShare, a Hyperledger Fabric-based blockchain framework designed to 
enable secure and trusted CTI sharing. The system uses smart contracts for fine-grained access 
control and it ensures immutability of shared threat data. While the framework significantly improves 
trust and transparency in CTI sharing, it faces potential scalability challenges when handling high-
volume threat data across multiple organizations. Arikkat et al. (2025) introduced SeCTIS, which 
integrates swarm learning with blockchain to facilitate secure, multi-organization CTI sharing. The 
framework ensures privacy while enabling collaborative analysis of threat data. Its main limitation is 
the complexity of implementing swarm learning across heterogeneous organizational systems. 
 
Alevizos (2025) discussed how smart contracts and blockchain can automate cybersecurity 
compliance and threat-informed responses, illustrating the potential for decentralized automation in 
CTI contexts. Dunnett et al. (2024) developed Priv-Share, a privacy-preserving CTI sharing framework 
that employs trustless delegation and encryption to protect sensitive threat information. Their 
approach allows organizations to share CTI without exposing raw data. However, the framework has 
been primarily evaluated in simulated environments and lacks deployment in real-world 
organizational networks. Huff et al. (2024) proposed Cyber-Trust, a distributed ledger system for 
automated CTI dissemination. It ensures data integrity and provenance, allowing secure automated 
sharing across organizations. While effective in maintaining data authenticity, the framework lacks 
advanced privacy-preserving features, limiting its applicability in sensitive contexts. 
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Khan & Ali (2023) presented a smart contract risk assessment framework for blockchain-based CTI 
sharing platforms. Their work identifies vulnerabilities within smart contracts and proposes 
automated evaluation to reduce potential threats. While it enhances security at the software level, it 
is limited to contract-level risks and does not address network-level or organizational security issues. 
Chen et al. (2023) highlighted that integrating machine learning with CTI can improve predictive 
analytics and proactive defense.  
 
Rahman & Chowdhury (2023) developed an automated attack detection system integrating 
blockchain for CTI risk scoring. It provides early detection and mitigation of cyber threats while 
maintaining data integrity. However, the computational resources required are significant, which 
could limit scalability in large networks. Fenz et al. (2023) emphasized that automated risk scoring 
reduces analyst workload, increases response speed, and minimizes human error. Zhou & Li (2023) 
applied Secure Multi-Party Computation (SMPC) combined with blockchain to enable collaborative 
CTI analysis without revealing sensitive data. This approach strengthens privacy and data protection 
but adds significant system complexity and may affect performance in large-scale deployments. 
 
Singh & Kumar (2023) designed a blockchain-based IoT CTI sharing framework, emphasizing privacy 
preservation for sensitive IoT-derived threat data. The system ensures confidentiality but suffers 
from high resource consumption, limiting large-scale deployment. Chen et al. (2022) developed the 
HIoT Cybersecurity Risk Framework, which integrates blockchain-based identity systems for 
comprehensive risk assessment. It allows proactive identification and mitigation of cyber risks in IoT 
and CTI systems. Its limitation is that it primarily focuses on IoT environments, potentially reducing 
applicability to broader enterprise networks. 
 
Alhassan & Mohammed (2022) studied incentive mechanisms in CTI sharing to encourage active 
participation among organizations. They propose blockchain-based reward and penalty models; 
however, designing fair and effective incentives remains a challenge. Patel & Kumar (2022) 
proposed a conceptual blockchain-based CTI framework emphasizing smart contract-driven access 
control and automated validation of shared threat intelligence. The framework provided a robust 
conceptual foundation for secure CTI sharing, but minimal implementation details limit its immediate 
practical application.  
 
Singh et al. (2022) developed PrivySharing, which focuses on blockchain-enabled secure IoT threat 
intelligence sharing. By combining encryption with distributed ledger technology, it preserves the 
privacy of sensitive IoT-derived data. The main drawback is its high computational overhead, which 
may limit real-time application in resource-constrained environments. Wang & Zhang (2022) 
implemented federated learning for privacy-preserving CTI sharing, allowing organizations to 
collaboratively analyze threat data without exposing raw information. While it significantly enhances 
privacy, network latency and synchronization among participants may reduce operational efficiency. 
Blockchain-based cyber threat intelligence (CTI) systems have gained attention for enhancing 
security, automation, and trust in threat management. Dorri, Kanhere, and Jurdak (2017) emphasize 
the need for optimized blockchain architectures that balance performance and scalability in IoT and 
distributed systems, addressing overhead issues inherent in pure on-chain designs.  
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Similarly, Huff and Li (2021) explore blockchain-based CTI sharing mechanisms that safeguard data 
integrity and authenticity through distributed ledgers, although most evaluations remain conceptual 
or limited to small testbeds. Furthermore, blockchain-enabled frameworks can support automated 
threat validation and response, improving proactive defenses while highlighting the need for further 
testing in large-scale networks (Chatziamanetoglou & Rantos, 2024). Despite the growing adoption 
of Cyber Threat Intelligence (CTI) systems, several gaps continue to limit their practical effectiveness. 
A major challenge is the lack of standardization in data formats and sharing protocols, which makes 
it difficult for organizations to exchange intelligence seamlessly. Many CTI platforms still rely on 
proprietary or inconsistent structures, creating integration bottlenecks and the risk of 
misinterpretation. In addition, the quality, relevance, and timeliness of threat data remain 
inconsistent. Outdated or incomplete intelligence can lead to delayed responses or misprioritization 
of threats, while privacy and compliance concerns often make organizations hesitant to share critical 
information, further weakening collaborative defense efforts. 
 
Another key problem lies in the ability of CTI platforms to handle the volume, velocity, and complexity 
of modern cyber threats. Traditional systems struggle with large-scale and dynamic datasets, leading 
to slower analysis and delayed threat mitigation. Moreover, many CTI solutions lack intelligent 
automation, such as AI-assisted threat scoring, predictive analytics, and contextual reasoning, which 
are essential for identifying the most critical risks efficiently. Security of the CTI feeds themselves is 
also a concern, as shared intelligence can be tampered with or poisoned, eroding trust. Integrating 
blockchain and AI into CTI has the potential to address these issues by providing secure, verifiable, 
and tamper-resistant intelligence sharing, while enabling smarter, automated decision-making. Such 
innovations promise to make threat intelligence more reliable, actionable, and timely, bridging the 
gap between raw data and meaningful cyber defense. 
 
The integration of blockchain, privacy-preserving cryptography, and automated risk scoring remains 
underexplored, presenting an opportunity for novel research contributions. 
 
3. METHODOLOGY 
 
This study employed the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-
Analyses) framework for its review. A comprehensive search of IEEE Xplore, Web of Science, Scopus, 
and ScienceDirect identified peer-reviewed articles published within a period of ten years (2016-
2025). It included studies focused on blockchain-based CTI sharing, privacy preservation, or 
cybersecurity risk management, while duplicates, non-peer-reviewed works, and studies lacking 
technical relevance were excluded. Data extraction focused on blockchain architectures, privacy 
mechanisms, consensus protocols, incentive structures, and reported limitations. The selected 
papers were analyzed using a descriptive synthesis approach to recognise recurring themes, 
strengths, and weaknesses in the literature. 
 
4. RESULTS 
 
A review of over thirty studies revealed several key trends in blockchain-based CTI systems. Most 
frameworks rely on permissioned or consortium blockchains to manage participation and 
governance, while privacy is typically maintained through encryption and access control, with 
advanced techniques like zero-knowledge proofs rarely applied.  
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Scalability testing is often limited to simulations, and few systems demonstrate real-world 
deployment. A notable gap is the weak integration of cyber risk management. Although threat 
intelligence exchange is emphasized, few systems link intelligence outputs to organizational risk 
assessment or decision-making. Overall, while these platforms enhance data integrity and 
decentralized trust, challenges remain in scalability, privacy, practical deployment, and alignment 
with existing cybersecurity infrastructures. 
 
5. IMPLICATIONS FOR RESEARCH AND PRACTICE 
 
The findings highlight the need for scalable blockchain systems, strong privacy safeguards, and 
validation through real-world case studies. Future research should explore hybrid models, 
interoperability standards, and regulatory compliance. Practitioners are advised to carefully assess 
performance, integration challenges, and legal implications before adopting blockchain-based CTI 
solutions. 
 
6. CONCLUSION 
 
This systematic review examines blockchain-based systems for sharing Cyber Threat Intelligence 
(CTI), focusing on privacy protection and risk management. Blockchain offers potential to enhance 
trust, transparency, and data integrity, but current solutions face challenges in scalability, privacy, 
and practical deployment. By synthesizing existing knowledge and identifying research gaps, this 
study provides insights to guide future development of robust and sustainable CTI ecosystems. 
Future research should explore hybrid architectures, comprehensive risk integration, and empirical 
validation to improve real-world applicability. 
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