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Abstract

The tremendous growth and developments facilitated by Information and Communication
Technology among 21st century business organizations comes with numerous risks, resulting from
their reliance on digjtal services and complex supply chains. One of the most notable risks
concerns cybersecurity, which can take numerous forms and can have very significant negative
consequences for the victims. In every economy, Small and Medium Scale Enterprises (SMEs) are
seen as a pivotal instrument of economic growth and development. This paper summarizes the
arguments and counterarguments within the scientific discussion on the issue of cyber security
management in small and medium scale enterprises. SMEs today continue to use networks and
the Internet as vital business tools. SMEs are utilizing the opportunities offered by advances in
ICTs to adopt innovative business operations, to offer user friendly and competitive products and
services, and to develop customer-centric strategies. While connectivity is indispensable for
achieving business success, being connected also implies being exposed to a myriad of cyber-
security challenges. This paper in its exploratory nature employed the use of a phenomenological
approach to examine the rhetoric of cybersecurity in SMEs.
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Introduction

The past thirty years have seen tremendous growth in the capabilities and reach of information
and communication technologies (ICTs). Harwood (2014) opined that the society is increasingly
dependent upon the internet and the systems delivered through it. Our critical infrastructure sector
is reliant on networked environments for its daily operation. The Internet, especially, has become
a critical enabler of social and economic change, transforming how government, business and
citizens interact and offering new ways of addressing development challenges.
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Klimburg, (2012) opined that the role that Information and Communication Technology (ICT) plays
in all aspects of human endeavors is well documented and evident. ICT has integrated different
economies of the world, through the aid of electronics via the internet. According to the World
Economic Forum’s report Globalization 4.0, more organizations than ever are conducting business
online (Whitehead, 2020). To carry out daily activities, people are becoming increasingly
dependent on complex and dynamic cyber systems. The spate of rising preponderance of digital
footprints and sophistication in cyber-attacks has prompted the urgency to intensely secure data
and other organizational resources from exposure to activities of cybercriminals. Digitalized digital
technologies and software applications have been interwoven at practically all human and
community activity levels, from personal banking to controlling military power to coordinating a
massive network of aviation traffic.

Although this integration has resulted in enormous increases in process improvement productivity,
it has also been subjected to a wide variety of provocations from devious cybercriminals, groups,
or even state government agencies. Such cyber threats have evolved over time to attack many
cyber capabilities, like Distributed Denial-of Service (DDoS), data theft, modification to data code,
computer virus attack, and a variety of other threats. There is a significant rise of the internet as
a medium of business operation for Small and Medium Enterprises (SMEs), and it has exposed
SMEs to the threats of Cybercrime. Over time, Information Technology (IT) has offered a range of
opportunities to SMEs as the global means of communication and business operation (Amrin,
2015).

The dependency of SMEs on IT has made them vulnerable to newer IT security threats. SMEs can
be one of the popular targets of cybercriminals for their affiliation with bigger companies as their
clients. Hence, protecting SMEs from cybercrime and cyber security risks should be a major
concern for SMEs themselves (Amrin, 2015). As our reliance on the Internet grows, our
interconnected networks become more vulnerable to cyberattacks. Cyberattacks and other cyber
threats can cause disastrous results, especially if a coordinated targeted attack hits multiple
networks at the same time (Lu, Wang, Ouyang, Roningen, Myers & Calfas, 2018). Zhang, Wang,
Liu and Wei (2021) posits that the wide spread applications of the information and communication
technology (ICT) introduce higher risks on cybersecurity in modern cyber-physical systems.

SME’s dependency on Information Technologies and Internet has opened the door to
vulnerabilities to cybercrime. Cybercrime is one of the biggest threats to modern businesses.
Hence, the cybercrime in the Small Medium Enterprises (SMEs) environment is a growing concern.
The threat is particularly poignant for SMEs with limited budgets and resources to protect
themselves. These vulnerabilities are making information security a critical issue for all SMEs.
Unfortunately, cybercrime prevention is often neglected within the SME environment (Amrin 2015).
The inadequate cyber security protection in SMEs has led to an increasing number of attacks and
subsequent cyber security incidents (Whitehead, 2020).

Literature Review

Cyber Security

The Fourth Industrial Revolution and thus the new emerging threats, have established new
requirements for state security, such as control and protection of information in cyberspace
(Eurostat, 2021). These activities allow to counteract attacks by criminal groups and to prevent
penetration by hostile entities (Gérka, 2018). Therefore, cybersecurity covers a set of issues
related to providing protection in the area of cyberspace. The concept of cybersecurity is related,
inter alia, to the protection of the information processing space and the interactions taking place
in ICT networks (Przysucha, 2020). According to the Ponemon Institute, over the course of 12
months from 2013 to 2014, 110 million Americans (about half of the country’s adults) fell victim
to hackers who exposed their personal information (CNN Money, 2014). In 2014 alone, the Federal
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Bureau of Investigation (FBI) alerted over 3,000 US companies that they had been victims of cyber-
attacks (PwC, 2015). Hackers have utilized attacks encoded on sophisticated malicious software
(malware) in order to steal individuals’ private information and compromise the integrity of
organizations, such as the aforementioned attack on Target, and other major organizations,
notably Sony and the US Office of Personnel Management (OPM). Cybercrimes are perpetrated
leveraging the internet, and advancement in ICT could provide a handy tool for the proliferation of
criminal activities, if not properly regulated.

Although the cyber security and its concepts change over the time, it is worth saying that it was
mentioned first time in Computer Science and Telecommunications Board’s report: “Computers at
Risk: Safe Computing in the Information Age” (CSTB, 1991) which defined this term as: “protection
against unwanted disclosure, modification, or destruction of data in a system and the safeguarding
of systems themselves’ (CSTB, 1991). When defining cybersecurity, Nissenbaum (2005) refers to
three categories. Firstly, protection from dangerous, antisocial and disruptive communications and
organizations that come from computer networks, secondly, protection for societal infrastructures
such as for example banks, healthcare, communication media and government administration and
lastly, protecting ISs from being partially or completely disabled.

According to the US Department of Homeland Security’s (DHS) National Initiative for Cybersecurity
Careers and Studies (NICCS) and adopted from the National Institute of Standards and Technology
(NIST), cybersecurity is “the activity or process, ability or capability, or sta te whereby information
and communications systems and the information contained therein are protected from and/or
defended against damage, unauthorized use or modification, or exploitation. Cyber security is the
protection of systems in the organizations, their data and network in the cyberspace (Cyber Security
Products and Services, 2016). Cybersecurity is a critical issue for many businesses. In a business
or any organization, there are different threats associated with their systems, data, and networks.
The threats include cyber crime, cyber war, and cyber terror (Cyber Security Products and Services,
2016).

Small and Medium Scale Enterprises

The definition of SMES is amorphous as it varies from country to country and even within the same
country, it may vary from sector to sector depending on the purpose for which the definition is sort
(Ogunleye, 2004). Ayaggari (2003) contends that the definition of SMEs varies according to
context, author and countries. The conceptualization of the concept of SMEs depends to a large
extent on a country’s level of development and this makes it difficult to have a universal definition
of what an SMEs are. It is however quick to note that there are some common indices of the
definition such as number of employees, value of assets and turnover. The concept of SMEs is
dynamic and relative (Ogunleye, 2004; Olorunshola, 2004; Otokiti, 1987).

A review of the literature on SMEs shows that the definition of SMEs significantly varies from
country to country depending on factors such as the country’s state of economic development, the
strength of the industrial and business sectors, the size of SMEs and the particular problems
experienced by SMEs (Ogunleye, 2004; Olorunshola, 2004; Otokiti, 1987). . Several institutions
and agencies defined SMEs differently with parameters such as employee’s size, asset base,
turnover, financial strength, working capital and size of the business (Olutunla, 2001).

SMEs are firms with number of employees that is lesser than 250 and the financial annual turnover
must not exceed 50 million euro (European Commission, 2003). More specifically, in the group of
small enterprises belong the enterprises that employ less than 50 employees and with a financial
annual turnover less than 10 million euro and in the group of the medium enterprises belong the
enterprises that employ less than 250 employees and their financial annual turnover does not
exceed 50 million euro (European Commission, 2003).
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In every economy, Small and Medium Scale Enterprises (SMEs) appears to have been seen as a
pivotal instrument of economic growth and development either in developed or developing
economies. This is why SMES occupy place of pride in virtually every country or state. SMES are
seen to represent an engine of growth and catalyst of socio-economic transformation in any country
as they represent a veritable vehicle for the achievement of national economic objectives of
employment generation and poverty reduction at low investment cost as well as the development
of entrepreneurial capabilities including indigenous technology (Aremu, 2014). According to
Ayyagari, Beck and Demirguc-Kunt (2007), SMEs are a core sector element for fostering the growth
of economy, increasing employment and alleviating poverty. On the global level, SMEs perform
more than 90 percent of the worldwide business economy (Vives, 2006).

Cyber security in SMEs

The Internet was created to expand opportunities for individuals to electronically communicate
with each other without much regard to law and order. Indeed, the lack of order is one of the
primary positive characteristics of the Internet, but it comes with fostering a somewhat lawless
environment. Over time, more sophisticated communication networks have been created.
Improved communications have created a multi-billion dollar global economy. Virtual network
gateways used to protect transactions and other proprietary information has been insufficient
against criminal hackers (Sinrod, Eric & Reilly, 2000).

Cyberspace has become the “Wild West” of business opportunities for companies. The explosion
of growth opportunities has also created substantial cyber insecurity for such companies. Large
companies have the budget and resources to manage cybersecurity risks with the ability to hire
experts to provide guidance and technology to address problems on a large corporate scale. Small
and medium sized enterprises (SME), on the other hand, lack the funding, knowledge, and human
capital to sufficient defend itself against the various criminals (Chak, 2015).

In order to keep providing their services to customers, companies need to be able to handle large
amounts of data (Solita, 2017). This data may contain critical information about the company, its
products, services and customers, and it is one of the most important assets businesses have.
Because of its importance, the data is a high value target for cyber criminals. It is essential for
companies to keep their data and systems secured against attackers, since incidents such as data
breaches may end up costing businesses millions of dollars (Ponemon Institute, 2018). Since
smaller businesses usually have fewer information and system security resources, criminals are
increasingly targeting them (Hiscox, 2018). There are numerous different threats that attackers
create for companies, e.g. phishing, emails with malicious attachments, malware, denial-of-service
attacks and data breaches (Helsinki Region Chamber of Commerce, 2016). One of the most
popular attack types against SMEs (small and medium-sized enterprises) is spear-phishing, a
phishing attack that targets specific individuals using previously collected information about them
or their organization (Hong, 2012).

In the private sector, large corporations have the resources and funds to manage its individual
cybersecurity risks and policies and respond to incidents. However, small and medium enterprises
(SME) are less likely to have the same kind of budget and resources to manage their cybersecurity
risks effectively while they are more likely to be targeted by criminal hackers. Companies will have
to continue to rely on proprietary measures for cybersecurity while the overall framework to
manage cybersecurity and cybercrimes are formulated (Chak 2015). Small and medium
enterprises (SME) generally have fewer resources to mitigate risks of operating in cyberspace.
SMEs are less likely to have skilled IT employees, much less a dedicated IT department to
formulate IT policies to mitigate breaches, and business continuity planning. The lack of skilled
employees to champion the importance of risk mitigation will also affect investments in
memberships such as ISACs. More often than not, SMEs are likely to contract out active monitoring
to third party companies with turnkey software or simple anti-virus software.
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This can pose a risk in itself that vulnerable software offered by third party companies are likely to
add exposure to data breaches if vulnerabilities can be systemically exploited or defenseless
against skilled hackers. SMEs have smaller balance sheets or operating accounts to absorb direct
losses stemming from cybercrimes. They are more likely to struggle from cybercrimes because they
are also less likely to own adequate insurance to losses related to digital assets. While SMEs are
less obvious targets, the assets and inherent vulnerabilities of SME can be attractive to criminal
hackers (Weise, 2014)

Empirical Review

Osborn (2014) conducted a study on Business versus Technology: Sources of the Perceived Lack
of Cyber Security in SMEs. SMEs were surveyed to establish what barriers they might face in terms
of cyber security. The results were combined with publicly available information to identify how
stakeholders in the SME cyber security ecosystem interact, and establish whether the perceived
lack of uptake of cyber security measures in SMEs was accurate. The paper concluded by
discussing how the refined understanding of the barriers faced by SMEs might influence
development of future SME security solutions. Amrin (2015) conducted a study on The Impact of
Cyber Security on SMEs. To achieve the aim of the study a questionnaire instrument was utilised.
Sixteen SMEs from different business operations, registered in Europe, were interviewed on their
recent IT security trends, cybercrime victimization, and cybercrime prevention practices.

The main findings indicate that the level of IT security of the respondent SMEs is not to a decent
point. The implementation of written security policy is present in the SME environment, but it is not
very common. In addition, European SMEs fall behind than Australian organizations in order to
implementing IT security measures and policy. 4 out of 16 respondent SMEs reported cybercrime
victimization incidents over the period 2013-2014. SMEs are simply unaware of IT-related security
incidents, because victimized SME does not spread the news fearing further reputational damage.
Referable to the smaller sample size, the results are inconclusive to prove any fact related to
cybercrime practices.

Chak (2015) conducted a study on managing cybersecurity as a business risk for small and
medium enterprises. The study analyzed three solutions for some of the major categorical
problems for SMEs looking to manage cybersecurity risks without necessarily large investments in
only highly technical solutions which include community policing for broad cooperation within
industries, cyber insurance, and cyber hygiene. The collected data analysis that is based on
interviews with IT professionals across 6 organizations in Republic of Slovakia revealed that cyber-
security is yet to be developed among SMEs and it is an issue that must not be taken lightly. Results
show that the IT professionals in these organizations need to strengthen and develop their security
thinking and to bring their awareness to a higher level, in order to decrease the vulnerability of
informational assets among SMEs.

Haverinen (2019) conducted a study on the Implementation Of Information Security Controls In
Small And Medium-Sized Businesses. The research surveyed a group of Finnish companies with
10-250 employees to find out what information security controls they are using as defense
measures against hostile actors. Although no alarming shortcomings are discovered, there is a lot
of variation in what controls different companies are using. Whitehead (2020) in his research on
Investigation of factors influencing cybersecurity decision making in Irish SME's from a senior
manager/owner perspective used a qualitative approach with the aid of semi-structured
interviewed to accomplish all research objectives. Five participants were selected using purposive
sampling that fit the outlined criteria. A conceptual model derived from existing literature consisted
of 9 themes forming the basis of questions for semistructured interviews.
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Interviews were analysed using thematic analysis and findings were critically assessed in the
context of extant literature. Findings from his study revealed that the six factors influencing
cybersecurity investment decisions in Irish SMEs were cost, company reputation, monetary loss,
awareness, regulation and expertise.

Conclusion and Recommendations

The exponential growth of an innately fluid cyberspace has also increased the complexity of which
companies have to navigate while conducting business. The constant change within cyberspace
has created as many obstacles as opportunities for leadership of both private and public sectors
Cybercrime can no longer be considered a threat that can be effectively managed. Cyberspace is
an evolving environment that provides significant opportunities and risks. SMEs have access to
greater innovation, cost reduction, and marketing opportunities than ever before. The lack of
governance in cyberspace has provided opportunities taken advantage by SMEs, but few are
managing the risks related to the lack of law and order in cyberspace. SMEs need develop tools to
manage risk because evident vulnerabilities will be eventually exploited by the criminally minded.
Some of the risks can be managed by the company itself as shown with cyber hygiene and cyber
insurance and another takes a collective effort such as community policing but all require
awareness of what the particular risks for operating in cyberspace.
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