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ABSTRACT

Internet-based attacks have become common and are anticipated to become more
commonplace as technology becomes more widely available. As a result, cybersecurity has
evolved as a critical notion in everyday life. Cybersecurity awareness (CSA) is an important line
of defense in the defense of people and systems. The study described in this article sought to
analyze the levels of CSA among students a public university in Ghana. A questionnaire was
used to assess students' cybersecurity knowledge, self-perception of cybersecurity skills, and
cybersecurity attitudes. The responses revealed various misalignments, including instances of
"cognitive dissonance" between variables, which exposes the students to cyber-attacks. The
findings highlight the necessity for specialized CSA initiatives that address the distinct
limitations of specific user communities.
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1. INTRODUCTION

This study seeks to understand cybersecurity awareness amongst students in a public university
in Ghana. Cybersecurity a suite of security ideas, regulations, tools, security mechanisms,
guidelines, laws, risk management techniques, training, activities, best practices, assurance,
education and technology that may be used to secure the cyber environment, as well as the
assets of organizations and computer users (Craigen et al., 2014). Information and computer
literacy is described as an individual's capacity to use computers to study, create, and
communicate in order to engage effectively and safely at home, school, the workplace, and
society (Torley, 2020).
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The capacity to share information is defined as a person's ability to use email, wikis, blogs,
instant messaging, sharing media, and social networking websites. Internet-based
communication platforms offer several opportunities for users to share information. This facility
carries the risk of misuse, particularly when dealing with sensitive information on the
internet/cyberspace (Torley, 2020.).

Advancements in information and communications technology (ICT) and societal transformation
have fundamentally altered how people think, work, and live (Ghavifekr et al., 2013). Schools
and other institutions of education that are responsible for preparing pupils to live in a
"knowledge society" must consider incorporating ICT into their curricula (Ghavifekr & Rosdy,
2015). As a result, a variety of technology solutions are being used in the educational sector,
and students are becoming more vulnerable to these innovations as they enroll into institutions
of higher learning (O’Connor & Domingo, 2017). Students in Universities are exposed to a variety
of technological dangers and vulnerabilities as a result of ICT use. Students must be aware of
various information security dangers and attacks, as well as how to use technology securely
without jeopardizing themselves or the University. People (the human factor) are the most
common source of information technology (IT) security issues, according to security
professionals (O’Connor & Domingo, 2017).

According to statistics, a huge percentage of students enrolling in higher education nowadays
are mainly digital literates, having been raised interacting with technology in many aspects of
their lives (Cerretani et al., 2016). The Commission for University Education (CUE) in Kenya, for
example, expects universities to develop, deploy, and sustain IT services that enable their
fundamental functions (Paniagua, 2019). This rising use of IT in the academic setting brings
with it a slew of new dangers. There is a need to promote cybersecurity awareness (CSA) within
various academic groups has never been urgent. Ransomware attacks are the largest danger
to colleges (Hansch & Benenson, 2014). According to Hansch and Benenson (2014) the average
cost of a ransomware assault in 2020 will be $447,000, or over 3,7 million. Not only have
ransomware attacks against Universities and educational institutions gotten more costly and
frequent, but the attack surface at Universities has also grown as a result of the Covid-19
outbreak and the use of digital learning tools. Following ransomware, data breaches and data
theft by foreign countries are the second and third most common threats, respectively (Hansch
& Benenson, 2014).

Many studies globally have illustrated breakthroughs and shortfalls in CSA inside academic
circles (AlTameemy, 2017). Lack of diverse studies focusing on students in universities in
developing countries, particularly Africa in literature on cybersecurity awareness makes this
study highly relevant. Some efforts to narrow this divide focus specifically on students enrolling
in higher education institutions (Rezgui & Marks, 2008). Additionally, the literature search
around cybersecurity awareness in Ghana that was conducted utilizing databases including E-
Journals, Google Scholar, Education Science, Research Gate, Emerald, and Academic Journals
produced insufficient results. This clearly demonstrates the need to conduct cybersecurity
awareness studies in under-researched nations such as Ghana. Taking all of this into account,
the main goal of this study is to contribute to the existing literature on cybersecurity awareness
in developing-country higher education institutions.
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2. RELATED LITERATURE

Previous research has shown that cybersecurity is critical in mitigating the risks associated with
cybersecurity breaches. Line users' inexperience and inadvertent behavior are regarded as the
most common causes of cybersecurity breaches (Kenya et al., 2018). As a result, increasing
cybersecurity awareness levels among line users reduces the likelihood of them causing in
cybersecurity breaches and, as a result, improves the effectiveness of countermeasures that
universities implement to protect themselves and their students from cybersecurity-related
threats and exploits. It is critical that persons who utilize information technology (IT) resources
understand the importance of cybersecurity and related resources (Kenya et al., 2018).
Cybersecurity a suite of tools, regulations, security mechanisms, security ideas, guidelines, risk
management tools, activities, education, best practices, assurance, and technology that may be
used to secure the cyber environment, as well as the assets of organizations and computer
users (Craigen et al., 2014).

Cybersecurity awareness a socially defined and an informal construct (Tsohou et al., 2008). As
a result, many definitions exist throughout existing literature, resulting in a lack of common
understanding of cybersecurity awareness (Tsohou et al., 2008). This has most certainly
enhanced the degree to which the notion has been utilized inconsistently. Such discrepancies
may make it difficult for researchers to connect various studies on cybersecurity awareness
(Kenya et al., 2018). It is important to note that many works on CSA omit to define the word in
specific terms (Kenya et al., 2018). The literature has extensively covered the usage of IT in
academics. For instance, national developments, expanding supportive laws, and support
structures in Africa continue to encourage the use of IT in higher education institutions (Carr,
2013). The use of IT to help teaching and learning is thus still embraced by a number of African
higher education institutions. The dangers and vulnerabilities brought on by such use are as
widespread in the educational sector as technology itself (Carr, 2013).

Cybersecurity is still receiving attention, with many academics and professionals putting
emphasis on the topic (Budzak, 2016). Many studies have stressed how important it is to fix any
information security chain's flaws. These flaws are more likely to show up when individuals
intentionally or unintentionally interfere with the functioning of the current systems. As a result,
cybersecurity awareness is required. However, raising awareness and altering behavior in the
area of cybersecurity can be a daunting task given that one must be aware of the reality of the
escalating threats and be knowledgeable about the methods for identifying and mitigating a
variety of cybersecurity-related threats and attacks (Budzak, 2016). The majority of
cybersecurity awareness-related measurements used do not always result in the desired
behavioral change (Kenya et al., 2018).

For instance, in Kenya, colleges continue to expand their online course offerings, and the
demand for virtual universities continues to guide academic institutions' strategic planning
(Kenya et al., 2018). On the other side, the Communication Authority of Kenya's 2010 National
ICT Survey found that youth between the ages of 20 and 34 were more likely to utilize and have
access to IT equipment and facilities (Annual-Report-for-the-Financial-Year-2016-2017, n.d.).
Munien (2010) looked into the connection between users' knowledge of the issue and their
propensity to become victims social engineering (phishing) that utilizes mails to deceptively
request sensitive and personal information from users, such as financial account data or login
information. The study came to the conclusion that even while individuals were aware of the
significance of phishing, they still fell prey to it.
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This was ascribed to improper internet security behavior habits. Using replicated emails to raise
user awareness was studied by Chandarman and Niekerk (2017). Their research aimed to
examine students' levels of awareness at the United States Military Academy in order to inform
their awareness programme. The study discovered that, in addition to assisting people in
adjusting their awareness drive, the activity itself boosted awareness.

According to Volkamer et al. (n.d.), students studying in institutions of higher learning are not
unaware of smartphone security problems, but they are also not completely aware of all security
dangers and essential security procedures. Pretorius and Niekerk (2015) proposed awareness
and training campaigns. These studies serve as more examples of how cybersecurity attitudes,
understanding, and behavior can be inconsistent. After finding weaknesses in systems caused
by users' weak password handling, omitted software updates, and out-of-date or uninstalled
anti-virus and malware protection. Kim (2014) observed that a whole lot of students in the
America did not take part in it. Another conclusion of the study was that students learned about
security in bits and pieces from various sources, and that in order for them to build long-lasting
secure behaviors, they needed to take part in more concentrated information security and
awareness training. Another example of the mismatch between having enough information and
comprehension and excellent security practice.

Users will attempt to bypass safeguards if security procedures are excessively time-consuming
or challenging, which may also lessen the impact of earlier and ongoing awareness initiatives.
In order to positively influence behaviors and attitudes, influencing techniques must be used in
addition to information transmission and awareness (Chandarman & Niekerk, 2017). According
to (Peltier, 2005), in order to direct training, it is necessary to have a mark of attitudes ,
cybersecurity perception levels, competence and knowledge, as well as the linkages among
them.

& Cybersecurity Quick Win

Cybersecurity Awareness Training: A Vital Security Strategy
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Figure: 2.1. Cybersecurity Awareness
Source: elynx Technologies
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Aliyu et al. (2010) identified Malaysia university students identified by to be serious violators of
computer security and ethics because they were regularly careless while publishing material
and surfing and frequently engaged in unlawful activity by sharing and downloading fake
software, TV shows, and movies. The pupils were discovered to not be generally engaging in safe
computing due to a number of issues, including lethargy and financial situation (Aliyu et al.,
2010). Therefore, the goal of this study is to add to the body of knowledge already available on
CSA in African institutions of higher education. We do this by looking into the prevalence of CSA
among students at a public university in Ghana.

3. RESEARCH GAP

Many studies globally have illustrated breakthroughs and shortfalls in CSA inside academic
circles (AlTameemy, 2017). Lack of diverse studies focusing on students in universities in
developing countries, particularly Africa in literature on cybersecurity awareness makes this
study highly relevant. Some efforts to narrow this divide focus specifically on students enrolling
in higher education institutions (Rezgui & Marks, 2008). Additionally, the literature search
around cybersecurity awareness in Ghana that was conducted utilizing databases including E-
Journals, Google Scholar, Education Science, Research Gate, Emerald, and Academic Journals
produced insufficient results. This clearly demonstrates the need to conduct cybersecurity
awareness studies in under-researched nations such as Ghana. Taking all of this into account,
the main goal of this study is to contribute to the existing literature on cybersecurity awareness
in developing-country higher education institutions.

4. FINDINGS

The link to the survey was issued to students that were readily available on campus as at the
time of data collection. Out of the 200 students who completed the questionnaire, a filter was
done to see if any questions were left unanswered or blank. Due to not answering any of the
provided questions, a total of 17 people were found and eliminated from the results. The
analysis will be performed using the 183 samples that have been determined to be genuine.

5. IMPLICATIONS FOR CYBER SAFETY IN AFRICA

From the findings, the implication of Cybersecurity Awareness on Cyber Safety in Africa will mean
that more cybersecurity campaigns and trainings should be held by universities and other
governmental and non-governmental organizations to help create awareness on Cybercrime and
ways to prevent it. This will help reduce the number of cyberattacks in Africa, especially amongst
students.

6. CONCLUSION

All internet and computer users in Africa are affected by CSA, hence it is necessary to survey a
wide swath of the population to determine the country's knowledge levels. A "generic" CSA survey
should be developed to be relevant across population segments, organizations, demographics,
and economic groupings in order to establish a baseline for CSA in Ghana. The success of
established CSA programmes can be observed over time by conducting bigger longitudinal
studies using the baseline data.

146



Proceedings of the 33 ECOWAS iSTEAMS Emerging Technologies Multidisciplinary Conference

To better understand the interactions between these variables within different population
segments, more in-depth qualitative approaches in CSA are also required. These studies should
look into the underlying causes and motivations for particular users' awareness, personality,
actual skills and abilities, and attitudes.
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