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ABSTRACT

The security of banking infrastructures viz-a-viz customer funds, investments and deposits are Germaine to
successful banking operations. This study reviews computer and network security strategies employed in the
banking sector using Access Bank Nigeria PLC, Bariga Branch in Lagos state. Our efforts discovered that some of
the strategies put in place to mitigate cyber-attacks include the use of passwords, antivirus, firewalls, encryption,
intrusion detection systems and intrusion prevention systems. We posited that the deployment, adoption and
utilization of the integrated banking systems used by Nigerian banks provides a certain layer of security that aids
banking systems security thus mitigating attacks and ensuring that Nigerian banks rarely experience malicious
attacks of any form on their systems. We elucidated some of these strategies and provide insights into their
effectiveness.
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1. INTRODUCTION

Access Bank PLC, commonly known as Access Bank, is a Nigerian multinational commercial bank, owned
by Access Bank Group. It is licensed by the Central Bank of Nigeria, the national banking regulator. Originally a
corporate bank, the organization acquired personal and business banking platforms from Nigeria's International
Commercial bank in 2012. Access Bank is presently one of the five largest banks in Nigeria in terms of assets,
loans, deposits and branch network.
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The merger of Access Bank and Diamond Bank on 1 April 2019 has made Access Bank the largest bank in Africa.
In conclusion of its merger with Diamond Bank, Access Bank Plc, unveiled its new logo, signaling the
commencement of a new enlarged banking entity.

2. POTENTIAL BANKING SYSTEMS INTRUSIONS

Technology nowadays gives an opportunity to satisfy the need of faster and efficient banking transaction.
Information system that is used in a bank is not only between business to business (B2B) but also between business
to customer (B2C). Intrusion is an action of accessing one place or system without the permission of the owner. If
a system has been intruded, it means that it has compromise with the security aspects that is applied in the system.
Intrusion might be done by anyone with security knowledge and could happen for any purpose — to gain and alter
confidential data or to steal sum of money from the financial institution. Fault and failure caused by this intrusion
not only decrease the system performance but also client and customer’s trust towards this financial institution due
to the risk of losing their money and assets in the bank. In U.S, the government requires banks to report all losses.
According to Michael Higgins, a financial computer security consultant of Para-Protect in Alexandria, Virginia, banks
usually want to avoid bad publicity by reporting losses as accounting efficiency errors (Marc, 2013).

2.1 A Distributed Denial-of-Service Attack

Denial of Service (DoS) is ranked as FBI's third highest threat after terrorism and espionage. Financial institutions
that facing DoS attack could experience great lose of money due to losing clients and customer. It is also required
high cost to repair the damage done by the attack (Jerry, 2012). Distributed Denial of Service (DDoS) is the most
common attack that could happen in the banking system. DDoS involve hundreds or more ‘zombie’ computers to
launch the attack to the targeted system. Before an attack is occur, attacker build an attack network by scanning
for open port, poorly secure computer with no firewall or anti-virus software. A new program is installed in the
‘zombie’ computer. The program can self-propagates and automatically create a large attack network (Larry, 2014).
It might possibly contain both the code for sourcing a variety of attacks and some basic communications
infrastructure that allow remote control (David, 2013).

These ‘zombie’ would send large number of packets to the system at the same time and force the real requested
packets to drop due to time out. This type of intrusion can affect the availability and continuity of the banking system.
The financial institution would fail to conduct transaction with its customer, business partner and vendors. Another
risk posed by the distributed denial of service attack is it can result a great number of loss of time, customers,
money, and also compliance violations. Common risk that any financial institution or banking system would
encounter is their operational, reputation and their regulatory. The operational risk may arise from fraud, error, or
unavailability of products or services. Reputation risk is all about operational disruption cause by denial of service,
which includes errors, delays, unavailability of information and the unauthorized access towards the system
information or the banking systems. The regulatory risk covered about the lawsuit and enforcement actions towards
the banks (Ruth, 2010).

2.2 Data Breach

Financial institutions have to aware about threats that would affect the system security in their organization. A data
breach, one of the threat exists allows the information and data to go out from the system, making it viewable to
others. A data breach is a very well known phenomenon where it involves highly sensitive and confidential data that
might have been viewed, stolen, and also have been used by any person or any organization without being
authorized to do so.
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For example in security data breach, a case where involves five Connecticut banks are resulting from security data
breach, affected from New Jersey company that processes credit card payments, according to the newspaper and
internet reports. The effect of the data breach takes a great number of losses for the financial institution, where their
credit card companies such as Visa and MasterCard contacted them about the breach, according to the internet
site BankinfoSecurity.com. The banks that affected with the breach are Litchfield Bancorp, Apple Valley Bank of
Cheshire, Dime bank of Norwich, Liberty Bank of Middletown, Chelsea Groton Bank and other 230 financial
institutions (Abdul, 2015).

Data breach happens when there are loopholes in the banking system, enables those unauthorized individual to
get access to the system itself. It is due to the lack of security assessment, and also resulting from poor security
system. Many banks have suffered loss when there exists data breach; losing information, losing capital, and in
above example, losing card credit information and thus might influence the customer’s trust towards the bank’s
service. Further analysis would result to several issues relating to the data breach, is a poor authorization
management and lack of authentication mechanism which will take to the confidentiality and integrity issue of the
system. Loss of authentication or stolen identification, result from identity theft is the ticket for the criminal or
unauthorized individual to simply get the authentication needed their own benefits. From the case example provided,
the lost of credit card information for the financial institution is mostly due to the lack of authentication and poor
authorization itself, that can lead to the data breaches.

Without proper authentication and authorization, an individual can act by entering the system illegally, and thus
taking any information they want. That is why the authentication and authorization being the utmost importance to
protect any information system, especially when running a financial institutions. Confidentiality and the integrity of
the data in the system would likely been violated whenever there are security data breaches, done by unauthorized
person. The data might loss its confidentiality when these unauthorized person view, alter or steal the personal
information of the customer or the information security of the organization uses. The integrity of the system can also
be affected, when these irresponsible people alter and changing the data information in the system, for example
exchange a sum of money to their own account.

2.3 Malware

Malware is software program that design to alter and modify the computer’s system without the authority of the user
or owner, and this malware move from computer to computer and network to network. Malware can be including
viruses, Trojan horses, worms, script attacks and also rogue internet code (Caleb, 2014). The malware attack can
influence the confidentiality, integrity and availability of the banking system. In confidentiality, malware attacks are
all including capturing keystroke, passwords and credit card numbers, uploading and downloading files, and also
observing what is going on the server’s screen. An attack against integrity however is also harming the banking
system, where it modifies the system, such as the infected file and also data.

Corruption of data files and also application files by unauthorized file writers, changing configurations of the banking
system and also overwriting data are all influence the integrity of the banking system. Availability of the banking
system can also be effected, where it includes the deletion of files and subdirectories, renaming of files, reboot or
disabling the security systems and also denial of service attacks (Franklyn, 2005). The damage resulting from
malware attacks could be severe. An example for a malware attack is ATM breaches in Russia and Ukraine.
Trustwave, a Chicago-based provider of information security and card industry have uncovered malware while
investigate ATMs in Russia and Ukraine, for over few month. During the attack, about 20 ATMs were infected by
the malware, allowing the attackers to steal data, PINs and also money.
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In the case, they were certain that the attackers was an inside work, because the attackers needs the physical
access to the ATM in order to install the malware, and execute it. Ti would also seem that the attackers could be
someone who gets a copy of the key to the ATM, opens the machine and loads the malware into the system
(Simpson, 2010) . Another example is The World Bank Group's computer network as one of the largest repositories
of sensitive data about the economies of every nation has been raided repeatedly by outsiders for more than a year
(Moore, 2012) . In this case, it is still not known how much information was stolen. Sources inside the bank confirm
that servers in the institution's highly-restricted treasury unit were deeply compromised with spy software.

The attackers also had full access to the rest of the bank's network for nearly a month in June and July 2009. In
total, at least six major intrusions occur, two of them using the same group of IP addresses originating from China
that have been detected at the World Bank since 2007, with the most recent breach occurring just a month before.
These two examples show the attacks done by malwares to the banking systems. In the attacks, the information in
the banking systems was compromise, the information are either stolen or altered, and the security system in the
banking system is violated. The result by the attacks may lead to a loss worth millions, and also it also influence
customer’s trust and customer’s loyalty to the financial industry. Malware such as spyware are the most commonly
used by attackers in order to maliciously steal the system’s information, and violate the system’s confidentiality and
the system’s integrity. The attackers as in the example are usually the worker or the insider of the organization,
installed the software program in order to gain illegal information and to steal, modify, and also delete the information
contained in the systems.

2.4 TCP/IP Spoofing

TCPI/IP spoofing is one of the common forms of on-line camouflage. In IP spoofing, an attacker gains unauthorized
access to a computer or a network by making it appear that a malicious message has come from a trusted machine
by “spoof” the IP address of the machine (Jethro, 2014). IP address spoofing is the technique that can make the
attacker to send packets on a network, without being intercepted and blocked by the firewall system. These firewall
systems usually filter any external IP address who tried to communicate with it. However, using IP spoofing, the
attacker can mask its identity by making their IP address to appear to come from the internal network, thus making
the firewall unable to intercept it, and so packets can easily transferred by the attackers. The objective and goal for
this attack is that to enable the attacker to gain root access to the victim server, in this case the banking system,
allowing the creation of a backdoor entry path into the targeted systems. Whenever the loophole for the past attack
being covered, there is always a backdoor for the attackers to sneak in back to the server at any time. With the
TCP/IP formats, it is very easy to mask a source address by manipulating an IP header.

This technique used for obvious reason, to access unauthorized system and sends packet which may contains
malwares, to gain information such as the customer’s bank accounts, PINs, identification numbers, credit card
numbers and so on (Mohammed, 204). IP address spoofing’s favorite target is the financial institutions, or the
banking system where they can gain profits. Recent survey shows that $2.4 billion in losses to banks is from the
internet-based scammers, derived from spoofing and phishing. The major victims of spoofed emails include Bank
of America, BankOne, First Union Bank, Barclays Bank and Lloyd’s Bank (Batholeme, 2011). Another possible
threat for spoofing is it can lead into confidential data breach. One possible example is Rocky Mountain Bank, which
have sent confidential and sensitive information to the wrong Gmail account (Caleb, 2004). The biggest loss in this
example is the customer’s trust towards the bank’s service. The confidentiality and the integrity of the information
have been violate, thus it also violates the customers trust to the bank. The lost of confidentiality is a very serious
matter, because it contain sensitive and important information about the client, and even about the institution and
organization, and so confidentiality of a system needs to be taken care well by the organization itself.
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Loss of integrity however can result of loss of customer relationship, where the privilege given to the customer is
being violated by any means, in this case by IP spoofing.

3. INTRUSIONS PREVENTION

Authentication mechanism is very important in ensuring the data in the system is protected from any unauthorized
access that could interfere with the integrity of the banking system. Authentication also would make sure that the
system is functioning well and trusted by any parties. To improve authentication, the banking system should
increase their security performance by having two levels of authentication. First level is the password, and the
second level is by providing with the user’s personal information such as passport number or identification number.
These can make the authentication security much safer and invulnerable. An authentication that involving password
usage should consider these things; the length and strength of the password, considering upper case sensitivity,
character set and lifespan of the password. Password lifespan is the duration of time that the password can be use
to access to the banking system. The shorter lifespan the password has, the lower risk of password compromising
it takes. It a particular user does not access to the system for certain duration of time, the password should be
terminated and the user needs to set a new password if he/she wishes to access to the system again (Jerry, 2015).
But, for some cases, even with two levels authentication can’t ensure the safeness of the information stored in a
banking system.

To eliminate these any other possible problem, three levels of authentication can be adapted. It is requires to use
the biometrics authentication. Biometric is a way of identifying a person by its unique physical feature. The idea
using biometrics authentication has already been developed, where the person’s for example the eye and thumb
being used as identification. Sending wrong email to a wrong person might look like a minor problem to a sender.
But if the content of data which is highly confidential such as customers account information and the receiver has
bad intention toward the email that he received, the organization could face major losses. According to Steve Jones;
a Chief Technology Officer at Signal Financial Federal Credit Union in Washington, data leakage is a major treat
thus such mistaken should be reduce and prevent with a technology hardware solution. “When Jones decided on
one data loss prevention solution, he saw it taking out this human element to a data breach. With three locations to
cover, Jones needed three boxes: one at the credit union’s primary location, a second one at the disaster recovery
site and the third at the credit union’s colocation site.

These boxes scanned outgoing content on all types of TCP/IP traffic, http, FTP, even https traffic and stopped any
traffic that had pre-defined information within them, including customer account numbers and other sensitive
information. These features help scans data in email body and attachments. Thus it could reduce the accidental
data breaches (Someto, 2011).” When installing and updating systems equipment, the security parameters and
setting should be review to make sure it is consistent with the intrusion risk assessment plan that the financial
institution has. Firewall is placed between a network and the internet. It is operates from a specific computer and
was separated from the network. Firewall function like a guard or a gatekeeper to a private network or computer
system and determine incoming requests from reaching the network resources. Firewall controls what kind of
network traffic that can access through the network. Usually unauthorized communication or any possibility of attack
from the internet to the network would be block. Well, of course the configuration setting of a firewall can be change
to suit preference. Firewall is different from routers. Routers transport the data between networks while firewall
screens the data that is going to be sent across a network.
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Firewall helps block uninvited guest or unauthorized personal from trying to connect or gain access to any file share
that a bank organization has set up. At the same time, the organization own activities are not block and interrupted.
There are two types of firewall which is the hardware firewall and the software firewall. The difference between
these two type is hardware firewall are built within devices such as routers where else software firewall are program
that is installed on computers. Since hardware firewall is placed in a router, it functions to protect the whole network
while the other kind protects individual computers. In banking system, firewall can be used to control access to a
certain system within the corporate network of the bank. It can restrict or limit the access to highly sensitive banking
system to particular employees. Traffic filtered is based on a set of security rules, depending on the need of security
of the bank organization. For example a packet of data coming into the network is flagged by the firewall filters as
having a breach on the defined rules, it will be denied entry to the network.

Methods through which a firewall can regulate traffic in and out of a network include packet filtering, a proxy service
or stateful inspection. A firewall can either be a hardware or software firewall. Ideally, a firewall should consist of
both (Abdul, 2013). For an issue related to information integrity, there are lots of ways to prevent it from happen.
Major threats for banking system is the employees as the insider, working in the bank itself, who have all the
authority to manage and view related data and information, including customer’s information. Especially those
terminated employee, they would likely used their knowledge and authority to put the bank into catastrophe by
deleting or violate important data. As administrator for the bank, it is strongly suggested to change or reset all
passwords or any means, as the access to the database or data storage that the terminated employee can sneak
into. Other than that, one time password can also be implemented, where the computers can only be accessed by
password being prepared by the main server, monitored by manager responsible for the server. This method is an
easy practice but yet it can protect millions of data, and thus protect the information integrity for the bank system.
Forinsiders that currently works at a bank, and have the intention violating banking system’s information, monitoring
privileged user activities is another strategy in protecting data integrity.

All users and activities are recorded to analysis, recovery and develop additional security measure and development
of legal action. Using this method, administrator can easily track down any irregular behavior. The method includes
monitoring the employee’s activity, on the basis who do the job, what task did they do, when they did the task and
where the employee do the job. By using such information, administrator can compare their job time by time, and
thus, if any irregular activity or behavior is being done, administrator can quickly prevent it. The employee’s privacy
might be violated, but the importance on securing the customer’s information is more important and must be taken
seriously. Not only meant for the staff monitoring, this method could detect any outsider intruder. Information about
system and file system, networks, and application is collected. The record must be keeping safely and located in a
physical location separate from the devices generating the records.

A good Intrusion Prevention System (IPS) is not only able to detect harmful intrusion but also essential to ensure
protection of confidential data and assets in a banking system. The IPS must able to identify any potential dangerous
intrusions accurately and minimize false positives alarm. With this feature, it actually could decrease the cost of
damage and potential impact from an attack or intrusion such as the Denial of Service (DoS), buffer overflows, and
malware. On example of IPS that has these outstanding features is the McAfee Network Security Platform. It's not
only protect the banking system network, servers and desktops but also offering other advantages. A centralized,
consolidated dashboard and robust reporting has saves IT administration time and money from monitoring the
network. The highly stable solution has also improved network performance and, by preventing attacks, reduces
network downtime and the risk of interruptions to online banking services. This IPS also is only IPS that could
prevent encryption attacks (Someto, 2012)
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4. SECURITY ISSUES IN NETWORKS

Nowadays with the spreading of the Internet and online procedures requesting a secure channel, it has become an
inevitable requirement to provide the network security. There are various threat sources including software bugs
mostly as the operating systems and software used becomes more functional and larger in size. Intruders who do
not have rights to access these data can steal valuable and private information belonging to network users. As
network become more common, several security issues are becoming more apparent. Some antivirus and security
network technology are not secure. A National Research Council report warned in 1991 that “emerging trend, point
to growth in both level and the sophistication of threats. There is reason to believe that we are at a discontinuity:
with respect to computer security, the past is not a significant predictor of the future”. Events since 1991 have
validated this belief (Marc, 2012).

2.5 Firewall

Firewalls were invented in early 1990s. They provide a fireproof barrier between parts of the buildings, making it
harder for a fire in one part of the building to spread to other parts. Similarly, a network firewall is built around a
network or subnetwork to protect it from the outside. Steven and William in (Felix, 2013) defines firewall as a
collection of components placed between an inner network and an outer network to achieve the following goals; all
traffic must pass through the firewall, only traffic that is authorized by the inner network’s security policy is allowed
to pass, the firewall cannot be penetrated (Siler, 2013). Figure-2.1 illustrates a firewall usually located between the
external world and the internal network.

Direct Internet connection: ----.
madern, DSL or cable : Internet
moderm i

Install firewall ------- 0
on this computer - w
‘_4;1 g Firswall
) E =S
S ! : !
Computer \J
_——
Laptop

Figure 1: Firewall Concept & Structure
5. CONCLUDING REMARKS

Implications of security challenges are always discussed nowadays. Since networks are carrying and holding
information of all types around the world, it is exceedingly attracting the targets to attack and take away important
data and other resources. Networks bring more resources within the reach of more potential attackers. Like threats
to computing systems, threats to networks can compromise confidentiality and integrity of devices and data stored.
There are different motivations why the attackers always attack and want to harm networks in a computing
environment. A clever attacker investigates and plans. before acting. Information is the attacker's greatest weapon.
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Insiders may collect the system information that they are authorized and provide to intruders. In order to obtain
passwords or other secrets, outside intruders use social engineering and other tricks to attack networks and steal
important information. Besides that, an easy way to gather network information is to use port scan, a program for a
particular IP address, that reports which port respond to messages and which of several known vulnerabilities seem
to be present. Since a port is a place where information goes into and out of a computer, port scanning identifies
open doors to a computer. Port scanning has legitimate use in managing networks, but it also can be malicious in
nature if someone is looking for a weakened access point to break into your computer. In this paper , we examined
the security of banking infrastructures viz-a-viz strategies put in place to mitigate cyber-attacks. We outlined and
elucidated the use of passwords, antivirus, firewalls, encryption, intrusion detection systems and intrusion
prevention systems as measures commonly used to mitigate attacks. Evidently, the deployment, adoption and
utilization of the integrated banking systems used by Nigerian banks provides a certain layer of security that aids
banking systems security thus mitigating attacks and ensuring that Nigerian banks rarely experience malicious
attacks of any form on their systems.
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