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ABSTRACT

Nigeria's cybercrime rate has risen to the point that there is a public outcry to the government for an urgent solution.
Government has implemented numerous security measures to protect her citizens’ lives and assets, but none of
those measures has actually yielded a successful outcome. On a daily basis cybercrimes are perpetrated even
more than kidnapping, armed robbery, and terrorism. It has become the order of the day in the country. This paper
is an effort to analyse the impact of cybercrimes in Nigeria it is intended to expose the issues surrounding
cybercrime in Nigeria, to examine if the current laws concerning offenders are efficient and to also show the
different ways and forms that crime can be committed while operating in cyberspace so that people can protect
themselves accordingly. The population sample used in the study consisted of individuals within Benin City, Edo
state. A total of 200 questionnaires were distributed and returned. Out of the 200 respondents who participated in
this study, 98% were computer literate and educated while the remaining 2% were not. The respondents were
randomly selected at different places in Benin City, Edo State. The result from the analysis shows that there are
significant effects of poor living standards, greed and cybercrime. Government should put in place measures that
will address these poor living standard and greed which will spontaneously address cybercrimes and related
security concerns.
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1. INTRODUCTION

Cybercrimes are crimes committed using electronic devices such as computers, cell phones, and portable
smartphones over a network link in which victims and perpetrators may or may not know themselves. It can be
recognized as a criminal activity carried out using an information technology infrastructure to gain illegal access,
intercept data, interfere with data, alter data, interfere with the operation of a computer system by inputting,
transmitting, damaging, deleting, deteriorating, altering or suppressing computer data, misuse of devices, forgery
(ID theft) and electronic fraud. Cybercrime or computer-related crime is a crime that involves the computer and the
network. University Undergraduates are lured into cybercrime as a result of economic melt-down or recession.

Those who go into cybercrime do so as a socio phenomenal which act as a tool for personal development, fun,
knowledge and the quest for money making (Igba et al, 2018). It is different from other types of crimes only in that
it is committed over a network otherwise it is as serious as them (Omodunbi, et al. 2016). Cyber-criminals, like
their non-virtual traditional criminal counterparts, seek opportunity and are attracted to loop holes in law
enforcement. Cybercrime activity also includes; denial of service attacks, defaced websites and attacks on viruses.
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There are, however, many other cyber-crimes that are not made public because of the unwillingness of the private
sector to publicize its insecurity and the security concerns of the government. Although cybercrime has been going
on for a long time, knowledge of it was not widespread until the beginning of the 21st century, when the Internet
became popular (Ewepu, 2016).

As aresult of intense Internet adoption worldwide, computer crimes not only include hacking and cracking, but now
also, to name a few, kidnapping, child pornography, money laundering, theft, piracy software, and corporate
espionage. Law enforcement officials have been frustrated by legislators' inability to keep cybercrime legislation
ahead of the rapidly moving technological curve and, at the same time, legislators face the need to balance
competing interests between individual rights, such as privacy and free speech, and the need to protect the integrity
of the public and private network around the world. Further complicating cyber-crime enforcement is the area of
legal jurisdiction. Like pollution control legislation, one country cannot by itself effectively enact laws that
comprehensively address the problem of Internet crimes without cooperation from other nations.

Olusi et al (2009), examined the perception of students toward committing cybercrime and the level of success
and the gender mostly prone to commit this crime in Edo State. The result of the study have shown that most
students perceived cybercrime as not being evil, and showed their desire to get involved in it if the opportunity
arose. Several countries may not share the urgency of countering cybercrime, like different principles of piracy and
hacking or the need to tackle more urgent social issues. Such countries provide the cyber-criminal with a safe
haven to work, unwittingly or not. It has never been so easy before now to commit a crime in one jurisdiction, when
hiding behind another's jurisdiction. This paper is designed to bring to the forefront issues concerning cybercrime
in Nigeria and what the Government is doing by way of law enacting and implementation to reduce cybercrime. It
will also attempt to take a cursory look at how this crime is committed and how people can protect themselves from
becoming victims.

1.1 Significance of Study

This work will bring awareness about cybercrime and its security implications, its effect, how most of the
cybercriminal activities are carried out and what the government is trying to do to reduce it. It will significantly act
as a kind of yardstick to examine whether the government has done enough by way of legislation to punish
cybercriminals and curb their activities.

Also, in a country like Nigeria where it is generally believed that cyber criminals are many, it is important that a
study like this be carried out periodically. The objectives are

i.  Toidentify some instrument used by cyber criminals for financial misconducts.

ii.  Toinvestigate the security measures put in place by government to avert cybercriminal attacks

To achieve these objectives, the some hypotheses were formulated as follows

H1: Poor living standard and greed among citizens do not increase cybercrime rate in Nigeria.
H.: Anti-cybercriminal agencies such as EFCC cannot help eradicate cybercrime

2. REVIEW OF RELEVANT LITERATURE

Cybercrimes or misconducts on the Internet refer to the misuse of the Intemnet. It is a crime committed over a
network with the use of a computer or related devices. Cybercrimes includes the use of goods or services that are
illegal or commonly considered a criminal offence. The computer is either a target or used as a tool in every crime
that is committed online, on the Internet. However, when the individual is the main target of the crime, the computer
can be considered the tool rather than the target (Hassan, et al., 2012). Cyber stalking and hacking involve both
attacking the computer and the victim, but a cyber-stalker's main target is the victim and not the computer.
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The area of legal jurisdiction is further complicating enforcement of cybercrime unlike pollution control regulations,
one country cannot effectively pass laws on its own that deal comprehensively with the Internet crime issue without
cooperation from other nations. Although major international organizations such as the OECD and the G-8 are
debating cooperative schemes seriously, for several reasons, several countries may not share the urgency of
countering cybercrime, like different principles of piracy and hacking or the need to tackle more urgent social
issues. Such countries provide the cyber-criminal with a safe haven to work, unwittingly or not. It has never been
S0 easy before to commit a crime in one jurisdiction, when hiding behind another's jurisdiction. (Emeakpore, 2019)
studied how the Nigerian Cybercrimes Act 2015 is relevant towards the protection of victims of these crimes.

2.1 Nigeria: Cybercrime and Security

According to Longe and Chiemeke (2008), cybercriminals try to remain elusive and seek to conceal itself in the
face of growth. Based on their purpose and scope, various nations have adopted various approaches to deal with
cybercrimes. Of course a nation with a high crime rate cannot grow or develop. This is so, because the exact
opposite of growth is violence. This brings social and economic negative implications. For Nigeria, efforts are now
being aimed at the outlets and networks by which cybercrimes are being perpetrated in the fight against
cybercrimes — the most common being Internet access points sponsored by insensitive ISPs. The study conducted
by Adomi and Igun (2008), investigated how to combat cybercrime in Nigeria. Most of the cyber-crimes perpetrated
in Nigeria are generally targeted at individuals and not necessarily computer systems, so these criminals require
less technical expertise. In the real world the harm done shows itself as human vulnerabilities such as greed and
gullibility are typically exploited.

The harm done is mainly financial and psychological. Such crimes are similar to robbery, and the likes that existed
offline for century, even before high-tech equipment was created. The same offenders or people of criminal intent
have actually been given a tool across the Internet that expands their possible pool of victims and makes them all
the more difficult to trace and arrest (Pereware, et al., 2008). Also, Omodunbi et al (2016), reported that the impact
of cybercrime can be felt on the lives, economy and international reputation of a nation. The paper focused on the
prominent cybercrimes carried out in the various sectors in Nigeria and presents a brief analysis of cybercrimes in
tertiary institutions in Ekiti-State. The study also highlighted detection and prevention techniques used to combat
cybercrimes in Nigeria.

Aside from his own attitude and the strength of his motives, cyber criminals need to see the obstacles ahead of
them. If each person were to put up security measures or preventives of their own, no matter how small, in the
eyes of even the most desperate criminal, the criminal path would seem much less lucrative. Progress in the battle
against Intemet pornography in Nigeria is not really noticeable except in a few cyber cafes, where web filters are
downloaded and enabled to block unwanted Internet content. On the other hand, some cybercafés have warning
signs about pornographic and spamming practices, but bulk tickets are still being sold for the purpose of sending
spam mails and browsing sex pages (Longe and Longe, 2005). In addition to the availability and use of Internet
facilities for porography and other cybercrimes in cyber cafes, the evolution of fixed wireless facilities in the
Nigerian network landscape has added a further dimension to the cybercrime problem.

ISPs are seriously benefiting from this information-seeking explosion. Interested consumers who can afford to pay
for Internet access through fixed wireless lines may now, inside the comfort of their homes, perpetrate their evil
acts (Okeshola and Adeta , 2013). A research was conducted in (Veracha, 2018) to target statistical data to allocate
the most effective preventive security measures against cybercrime that would contribute to the combat at the level
of potential (or real) cyber victims and cyber criminals. Today's challenge in combating cybercrimes is the fact that
not only do criminals benefit from cybercrime, service providers benefit equally. Cyber-crimes have always been
in existence for about as long as there is cyber space. With Nigerians at the forefront of sending fraudulent and
fake financial proposals around the world, various crimes of this kind are committed daily on the Internet.
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Accordingly, Nigeria has carved a niche for itself as the source of what is now commonly referred to as '419' mails
named after Section 419 of the Nigerian Criminal Code (Capp 777 of 1990) which prohibits fraud in advance.

2.2 The Nature of Cyber-crimes in Nigeria
The following categories of crime are the most common ones in the Nigerian cyber space.

a) Hucksters: The hucksters are characterized by a slow turnaround from harvest to First message
(typically at least 1 month), a large number of messages being sent to each harvested spam trapped
addresses, and typical product based Spam (i.e. Spam selling an actual product to be shipped or
downloaded even if the product itself is fraudulent).

b) Fraudsters: The fraudsters are characterized by an almost immediate turnaround from harvest to first
message (typically less than 12 hours), only a small number of messages are sent to each harvested
addresses (e.g. phishing, “advanced fee fraud™-419 from the Nigerian perspective). Fraudsters often
harvest addresses and send only a message to them all at a particular time. The major tool for getting
addresses is the mailing address extractor

c) Piracy: Piracy involves the illegal reproduction and distribution of software applications, games, movies
and audio CDs. This can be done in a number of ways. Usually pirates buy or copy from the Internet an
original version of a software, movie or game and illegally make copies of the software available online
for others to download and use without the notification of the original owner of the software. This is known
as Internet piracy or Warez. Modern day piracy may be less dramatic or exciting but is far subtler and
more extensive in terms of the monetary losses the victim faces. This particular form of Cybercrime may
be the hardest of all to curb as the common man also seems to be benefiting from it.

d) Hacking: Young Nigerians can be observed on daily basis engaging in brainstorming sessions at Cyber
Cafés trying to crack security codes for e-commerce ATM cards and e-marketing product sites. The
surprising thing is that even with their low level of education or understanding of the intricacies of
computing techniques, they get results. Phishing is also becoming popular as criminals simulate product
websites to deceive innocent Intemet users into ordering products that are actually non-existent. (Casmir
and Oliver, 2019).

2.3 Nigerian Cybercriminals, How They Operate.

The popular Nigerian cybercriminal is not usually a computer whiz kid or an experienced programmer who is well
vast in the use of computers. They usually have an average literacy level in the use of computers but are highly
intelligent. A typical Nigerian cyber-criminal needs a few things to carry out business.

They include

1. Internet Connection
2. E-mail addresses
3. E-mail extractor

4. E-mail account

1. Internet Connection: This should be relatively fast, as time means money. The best and most affordable
way to carry out this act is in internet cafés. Many states in Nigeria have shady internet cafés that cater
for cyber criminals and their access to the internet. Area such as Festac is well known for this. These
internet cafés have a way of doing it. They shut their doors at night time but still leave doors open to
criminals so that the criminals can work without fear of discovery. One would imagine that the owners of
such internet cafés receive their own share of the loot that these criminals amass.
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Other criminals who have made quite a hit would graduate to purchasing their own internet connection so
that they can work from home. This makes it harder for them to be traced by officials of the law because
these security officials do not have the necessary equipment to track such internet connections.

2. E-mail addresses: These are usually obtained from internet forums where contributors leave e-mail
addresses, business cards of big businesses etc. The most popular way of attacking e-mail addresses is
from chain letters that the cyber-criminal send to likely victims e-mail accounts. These letters are written
in such a way as to make victims believe that the writers are who they are not. This obviously is a
fraudulent document because the governor of the Central Bank of Nigeria would never address anybody
concerning such a manner. The criminal makes the victim to believe that he/she has US$20,000,000
which is supposedly unaccounted for. If the victim should go on and make contact with the criminals then
the criminals will find a way to get money from the victim by making lame excuses as to why the money
is taking long to get to the victim.

3. E-mail extractor: This is a piece of software, created with the purpose of extracting e-mail addresses
from a webpage. Once the e-mails are extracted they will all be sent messages containing false
information depending on what the criminal want. The e-mail extractor makes it easier for the criminals to
send the same mails like the chain letter above to thousands or even millions of e-mails (depending on
the strength of the e-mail extractor) of likely victims at once thereby increasing the chances of a person
replying them.

4. E-mail account: This is a very important tool for the cyber-criminal; the e-mail account is what the criminal
will use to forward a spam letter to the many e-mail addresses collected with the e-mail extractor.
Sometimes up to thirteen (13) to a thousand (1000) emails are used for the purpose. When this is done,
there is bound to be at least one person who will reply to the scam mails that are sent. There are different
genres of scam e-mails that can be sent. A few include Lottery Scam, Hit Man Scam and Charity Scam.

i. Lottery Scam: The lottery scam works by sending fake notices to a recipient stating that
they won a lottery. The winner is usually asked to send sensitive information to a free email
account (i.e. yahoo, hotmail, g-mail). The criminal will notify the victim that before the cash
prize is released a small fee such as insurance, registration, or shipping is required. Once
the fee has been sent, the criminal will invent another fee. The reason why this scam works
so well is because the criminal instills trust on the victim. Also, the victim sees the big cash
prize and blinds themselves to the small fees that they're paying.

ii.  HitMan Scam: An e-mail is sent to a victim stating that a hit man has been hired by a close
friend of the recipient to kill him/her but will call off the hit in exchange for a large sum of
money. The message will go further with a warning not to contact the local authorities, or
the hit man will be forced to go through with the plan.

iii.  Charity scam: A criminal will pose as a charitable organization, and request donations so
as to help less fortunate. Sometimes they link to online news articles to strengthen their
story and gain more funds. The aim is to persuade people that they are helping a worthy
cause. Once the money is sent the criminal often disappears, some may become persistent
and will ask for a series of payments.

2.4 Far Reaching Impacts

Nigeria is a country most people like to avoid business dealings with. This is because of the way most Nigerians
have broken the trust that was reposed on them by their business counter parts. So long as you are doing business
with someone from the West and you tell them that you are from Nigeria, they might think twice about the business
deal in mind. On websites on the internet, people display the warning stating that they don’t accept transactions
from Nigeria. (Maitanmi, et al., 2013). Around some time in 2007, popular American television talk show host Oprah
Winphrey, had a show in which the issue of online crime was discussed.

From that day it was clear how the rest of the world sees Nigeria. The country was unfairly disgraced in this one
hour talk show. It was a day that the nation will not forget. Victims of cybercrimes came on the show and talked
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about their experiences and interestingly, most of this victims blamed Nigerians for their woes. Firm action should
be taken on this issue because the nation is suffering from its effects. Another fallout of this is the difficulty that the
average Nigerian faces when attempting to receive visa in order to visit or study in countries such as the U.K.
Now Nigeria is amongst the most corrupt countries in the world and its full potential will not be attained any time
soon if this trend is not checked on time.

2.5 The Role of the Government

The Government of Nigeria has seen the threat posed to the development of the country by cyber criminals and
their illegal activities and has taken a number of measures to check the trend. Nigeria's commitment to counter
and win the war on cybercrimes and corruption led to the promulgation of the 2000 Corrupt Practices and Other
Associated Offenses Act. The Act was the first bill sent to the National Assembly by then-president Olusegun
Obasanjo for consideration at the beginning of the democratic administration in 1999. (Peter and grace, 2001)

The act was passed on 13 June 2000, and signed into law. The Act creates the Independent Corrupt Practices
and Other Related Offenses Commission (ICPC), the supreme body that is saddled with responsibility for
prosecuting corruption and other relevant offences. On 29 September 2000 the ICPC was inaugurated. Another of
those acts was the Act creating the EFCC in 2004 and mandating the EFCC to fight financial and economic crimes.

The Commission is empowered to prevent, investigate, prosecute and punish economic and financial crimes, and
is charged with the responsibility of enforcing the provisions of other economic and financial crime laws and
regulations, including:

i. Economic and Financial Crimes commission Establishment act (2004)

i The Money Laundering Act 1995

ii. The Money Laundering (Prohibition) act 2004

iv. The Advance Fee Fraud and Other Fraud Related Offences Act 1995

V. The Failed Banks (Recovery of Debts) and Financial Malpractices in Banks Act1994

Vi The Banks and other Financial Institutions Act 1991;

Vi, Miscellaneous Offences Act

The EFCC has an anti-cybercrime unit that is saddled with the responsibility to deal with and eradicate cybercrimes
within Nigeria. The EFCC and ICPC have been able to arrest and prosecute some cyber criminals but for
cybercrimes to be totally eradicated, it is beyond mere promulgation of acts as a lot still have to be done. The
government owes it as a social responsibility to create job and employment opportunity to its citizenry. It is well
known that most criminals will not resort to crime if they have a better option to choose from.

To dissuade people from taking to cybercrimes and other vices, the government must ensure that they provide
the enabling environment for people to excel in other aspects of life apart from crimes. This is because people will
most likely indulge in activities where they know that they will get remunerations that are equivalent to their inputs
than that which will not compensate for time spent on working. Cybercrime provides this balance for most cyber
criminals.
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3. RESEARCH METHODOLOGY

3.1 Research Design
The survey research methodology was employed in this study to examine the causes and nature of the increasing
rate of cybercrimes in developing countries especially Nigeria.

3.2 Population, sample size and sampling techniques

The population was culled from several organizations that render specialized/general services to general public
especially in education, Information and Communication technology and hospitality. A sample of 228 respondents
was randomly selected. Out of the 228 respondents who participated in the study, 87.72% (200 respondents) were
computer literate, educated and can surf the internet while the remaining 12.28% were not.

The focus group were workers of public and private organizations in Benin City, Edo State. For the public
organization, some randomly selected staff/workers from University of Benin and Ministry of Education, Urubi. The
private sector covered were staff of Vic biz cyber café, Benin City; Precious Palm Royal hotel, Benin City; City
Business School, Urubi, Benin City and Mr. Biggs eatery, new Lagos road, Benin City.

3.3 Data Collection

Data for this study consist of primary and secondary data collected via research literatures, textbooks and the
internet. Primary data were obtained by the use of structured questionnaires containing closed and open-ended
questions. Personal observations were used to supplement information which was collected by other methods.
Secondary data was collected from various documents such as books, newsletters, reports, magazines, journals,
daily newspapers and web resources from the internet.

3.4 Research Instruments and Techniques

Self-administered questionnaires were administered to the target individuals. Questionnaires were used because
they were cheaper than face-to-face interview and it can reach a large numbers of respondents by enabling them
to give information without biasness. The questionnaires contained close-ended and few open-ended questions to
permit respondents to include some additional information. Possible responses to core questions are represented
using five point Likert scale namely: strongly agree (SA); agree (AG); undecided (UD); disagree (DA) and strongly
disagree (SD). Some researchers used closed questionnaires of the Likert scale type to obtain perceptions with
considerable success (Creswell, 2003; Chalmers and Johnson, 2012).

The questionnaire was structured to capture relevant information respondent’'s Knowledge about computers,
awareness about the internet, awareness about cyber-crimes, Ways of reduction and government interventions in
combating cyber-crimes as it affects Nigeria, and Efficiency of the economic and financial crime commission
(EFCC) and related bodies.

3.5 Statistical Method used

Frequency distribution tables and charts were used to analysis the demographic data while Chi-Square (X?)
inferential statistics were the tools used justify the research questions and hypotheses stated. Microsoft Excel and
Statistical Package for social Science (SPSS) version 22 was used.
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4, DATA ANALYSIS AND DISCUSSION OF RESULT

4.1 Descriptive Statistics

TABLE 1: Demographic Representation of Respondents

Frequency (%)
Sex Male 128 64
Female 72 36
Age 15-24 73 36.5
25-34 51 255
35-44 46 23.0
45-54 21 10.5
55 and above 9 4.5
Educational level None 3 1.5
Secondary school 39 19.5
Undergraduate 107 53.5
Postgraduate 41 20.5
Where do you make use of the internet? At home 43 215
Internet café 79 39.5
Both 62 31
| don’t use the Internet 16 8
Are you aware of computers Yes 1% 95
No 1 0.5
Do you own a computer Yes 64 i
No 36 18
Are you aware of the Internet Yes 1% %
No 4 2
Yes 175 87.5
Do you make use of e-mails No 25 12.5
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Figure 2: Percentage distribution of age of respondents
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Figure 4: Percentage distribution of location where respondents use the internet
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Out of the 200 respondents that took the survey, 64% were males and 36% were females. In conclusion, majority
of the respondents were males. From the table above, 36.50% of respondents were between the ages of 15-24,
25.5% were between the ages of 25-34 years while 23% are between the ages of 35-44 years.

Respondents between 45-54 years made up 10.50 % of the total population while the remaining 4.5% were 55
years and above. It is therefore safe to assume that majority of the respondents were of the age between 15-24

years that is 85% of the total respondents.

4.2 Analysis of research Questions

Table 2: Chi Square values of core questions for validating research hypothesis

Questions Sex SA u SD Total | X2 | p-val
Q1: I believe that the Western world is to blame | M 113 1 128 45, | 0.00**
for cybercrime and the effect F 32 35 72 79

Total | 145(72. | 9(4.5) 46(23)

(%) |9
Q2: 1 believe that Africans are not to be blame for | M 36 85 128 6.6 | 0.04*
cybercrime and the effects F 10 60 72 2

Total | 46(23) | 9(4.5) 145(72.5)
Q3: I'think Cybercrime should be an issue of major | M 76 47 128 9.1 | 0.01*
concern in Nigeria F 27 39 72 9

Total | 103(51. | 11(5.5) 86(43)

5)

Q4: The government is doing enough to combat | M 44 82 128 26 |0.26
cybercrime in Nigeria F 19 53 72 8

Total | 63(51.5) | 2(1) 135(67.5)
Q5: | think that EFCC can solely help eradicate | M 56 18 54 128 1.1 | 0.56
cybercrime in Nigeria F 30 7 35 72

Total | 86(43) | 25(12.5) | 89(44.5)
Q6: | sympathize with victims of Cybercrimes M 76 52 128

F 32 40 72

Total | 108(54) 92(46)
Q7: | sympathize with cybercriminals that are | M 27 2 99 128 0.0 | 0.96
caught F 14 1 57 72 |°

Total | 41(20.5) | 3(1.5) 156(78)
Q8: I will indulge in cybercrime M 13 1 114 128 0.8 | 0.67

F 9 0 63 72 |1

Total | 22(11) | 1(0.5) 177(88.5)
QO: | think that youths are most times the culprits | M 121 1 6 128 45 | 0.10
in cybercrime cases in Nigeria F 63 0 9 72 6

Total | 184(92) | 1(0.5) 15(7.5)
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Questions Sex SA u SD Total | X2 | p-val
Q10: Government encourages cybercrime in | M 23 3 102 128 0.7 | 0.70
Nigeria F 16 1 55 72 |0

Total | 39(19.5) | 4(2) 157(78.5)
Q11: Greed encourages cybercrime in Nigeria M 67 2 59 128 6.7 | 0.03

F 24 2 46 72 8

Total | 91(45.5) | 4(2) 105(52.)
Questions Sex SA u SD Total | X2 | p-val
Q12: Unemployment encourages cybercrime in | M 43 82 128 0.3 | 0.86
Nigeria F 23 1 48 72 0

Total | 66(33) | 4(2) 130(65
Q13: Cybercrime in Nigeria can be eradicated if | M 24 104 12 |1 28 | 0.09
the youth are educated 8 |7

F 7 65 72

Total | 31(15.5) 169(84.5)
Q14: Cybercrime in Nigeria can be eradicated if | M 111 17 12 | 20. | 0.00*
better living conditions is ensured 8 65

F 42 30 72

Total | 153(76. 47(23.5)

5)

Q15: Cybercrime in Nigeria can be eradicated if | M 117 11 12
all cybercriminals are arrested 8

F 67 5 72

Total | 184(92) 16(8)

Source: Field work (2020) ** Significant at 0.05
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Figure 5: Percentage responses of cybercrime

4.3 Discussions and analysis of research questions.

As shown in table 2 and figure 5, 72.5 % (145) of the respondents strong agree that the Western world is to be
blame for cybercrime and the effect and its effects while 23% (46) respondents disagreed. 4.5% (9) respondents
did not indicate. It is evidence that most respondents are of the view that western world play a significant role in
cybercrime. 23% (42), 72.5(%) and 4.5% (9) of the respondents strongly agree, disagree and undecided respective
that Africans are to not to be blame for cybercrime and the effects. We conclude that most respondents do not
believed that African are responsible for cybercrime and its effects. This clam was supported by the validity of the
X2 and P-value (0.04) which statistically affirmed that it is not true that Africans are not to be blame. 51.5% (103)
and 43% (86) of the respondents strongly agreed and strongly disagreed respectively that Cybercrime was an
issue of major concern in Nigeria. 5.5% (11) were undecided. We conclude that cybercrime is an issue of major
concern in Nigeria.

67.5% (135) and 51.5% (63) of the respondents strongly disagreed and strongly agreed respectively that Nigeria
government is doing enough to combat cybercrime while 12.5% (25) respondent were undecided. We conclude
that Nigeria government are not doing enough to curtail issues of cybercrimes. 44.5% (89) and 43% (86) of the
respondents strongly disagree and strongly agreed respectively that EFCC can solely help eradicate cybercrime
in Nigeria. 12.5% (25) respondent were undecided. We conclude that EFCC cannot help to eradicate cybercrime
in Nigeria. 54% (108) of the respondents sympathize with victims of Cybercrimes while 46% (94) do not. We
conclude that victims of cybercrime are being sympathised with. 78% (156) and 20.5% (41) of the respondent don’t
and do respectively sympathize with cybercriminals that are caught. We conclude that cybercriminals are not
sympathised with when they are caught.

88.5% (177) and 11% (22) of the respondent indicate they will not and will respectively indulge in cybercrime. We
conclude that most respondent will not indulge in cybercrime. 92% (184) and 7.5% (15) of the respondents strongly
agreed and disagreed that youths are most times the culprits in cybercrime cases in Nigeria. 19.5(39) and 78.5%
(157) of the respondents strongly agree and strongly disagreed respectively that Government encourages
cybercrime in Nigeria.
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We conclude that most of the respondent do not agreed that government encourages cybercrime.52% (105) and
45.5% (91) of the respondents strongly disagree and agreed respectively that Greed encourages cybercrime in
Nigeria. We conclude that greed do not encourage cybercrimes. 65% (130) and 33% (66) of the respondents
strongly disagreed and strongly agreed that Unemployment encourages cybercrime in Nigeria.

We conclude that unemployment do not encourage cybercrime. 84.5% (169) and 15.5% (31) of the respondents
strongly disagreed and strongly agreed respectively that Cybercrime in Nigeria can be eradicated if the youth are
educated. 76.5% (153) and 23.5% (47) of the respondents strongly agree and strongly disagreed that Cybercrime
in Nigeria can be eradicated if better living conditions is ensured. We conclude that cybercrime can be eradicated
if better living conditions are ensured. 92% (184) and 8% (%12) of the respondents strongly agree and strongly
disagreed respectively that Cybercrime in Nigeria can be eradicated if all cybercriminals are arrested and
prosecuted. We conclude that cybercrime can be eradicated if cybercriminals are arrested and prosecuted.

4.4 Hypothesis Testing
In this study some research hypothesis were formulated and Chi-Square (X?) statistic was used to validate them.

Hypothesis 1:

H1o: Poor living standard and greed among citizens do not increase cybercrime rate in Nigeria.
H1A: Poor living standard and greed among citizens increases cybercrime rate in Nigeria.

To answer the above hypothesis, the X2 computation was done for questions on Cybercrime in Nigeria can be
eradicated if better living conditions is ensured (Q14) and Greed encourages cybercrime in Nigeria (Q11)

Decision: The Alternate hypothesis (H1A) is accepted when the p-val of the x? statistics is less than 0.05 significant
value.

Discussion:

Since the p-value for Q11 and Q14 were 0.03 and 0.0 respectively are lesser than the significant level of 0.05, we
therefore accept the alternate hypothesis (H1A) that Poor living standard and greed among citizens increases
cybercrime rate in Nigeria.

Hypothesis 2:
H2o: Anti-cybercriminal agencies such as EFCC cannot help eradicate cybercrime
H2A: Anti-cybercriminal agencies such as EFCC can help eradicate cybercrime

To answer the above hypothesis, the X2 computation was done for questions on Q5: I think that EFCC can solely
help eradicate cybercrime in Nigeria

Decision: The Alternate hypothesis (H1A) is accepted when the p-val of the x? statistics is less than 0.05 significant
value.

Discussion:

Since the p-value for Q5 was 0.56 and was greater than the significant level of 0.05, we therefore accept the null
hypothesis (H10) that Anti-cybercriminal agencies such as EFCC can help eradicate cybercrime
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5. CONCLUSION

Cybercrime has negative effects and also positive effects on the economy of a nation. It is however the negative
effects that is far outweighing its positives effects. Based on the research conducted, cybercrime started in the
western world but is also very popular in Nigeria. Most Nigerians believed that cybercrimes and its effects is a
great threat to the development of the country. They also believe that Nigerian law enforcement agencies are
basically technology illiterate and lack computer forensics training needed to combat cybercrimes. There are so
many reports on Nigeria cybercrime situations that well-meaning Nigerians are no longer comfortable with
anymore. These reports are damaging the dignity of our country as a sovereign nation. They are humiliating and
injuriously affecting our international image, our business, our mental psychology and even our children.

However, these reports points towards the fact that Nigeria is operating on a weakened technology platform and
digitally illiterate environment that is in urgent need of expert solution because in developed countries, it is possible
to track all outgoing messages that a particular Internet protocols (IP) is sending and as such, mails from that IP
can be traced back to it if it was used to commit crime.

Therefore there is need for a holistic approach to combat this crime in all ramifications. It is therefore recommended
that there is the need for cyber police who are to be trained specially to handle cybercrimes in Nigeria. In addition,
the police should have a Central Computer Crime Response Wing to act as an agency to advise the state and
other investigative agencies to guide and coordinate computer crime investigation. Also, the country should set up
National Computer Crime Resource Centre, a body, which will comprise experts and professionals to establish
rules, regulations and standards of Authentication of each citizen’s records and the staff of establishments and
recognized organization, firms, industries etc. Furthermore, Forensics commission should be established, which
will be responsible for the training of forensics personnel. Finally, Nigeria government should provide jobs and
employments for youths and better living standards for her citizens so as to eradicate the menace of cybercrime
in the country.
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