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ABSTRACT 
 

Due to the serious social and political threats posed by fake news, machine-learning detection 
techniques are being researched. Using the Long Short-Term Memory (LSTM) technique, which can 
capture long-term dependencies in text data, this study aims to detect bogus news in articles. The 
LSTM-based strategy was evaluated against techniques such as Support Vector Machines (SVM), 
Random Forest, and Naive Bayes using a labelled dataset of news articles. With accuracy, 
precision, recall, and F1 scores of 98%, 99%, 98%, and 98%, respectively, the LSTM model 
outperformed the other models in the competition. These findings show that LSTM models are a 
powerful tool against disinformation since they are very good at identifying bogus news. 
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1. INTRODUCTION 
 
As demonstrated by the COVID-19 epidemic and the 2016 US presidential election, fake news—
defined as purposefully false or misleading information—has a substantial impact on politics, 
society, and the economy (Celliers & Hattingh, 2020; Bovet & Makse, 2019; Caceres et al., 2022). 
Spreading such false information is facilitated by social media platforms, which are primarily 
motivated by engagement metrics (Silveira, 2020; Olan et al., 2022). This problem is made worse 
by the emergence of sophisticated disinformation strategies like deep fakes (Vaccari & Chadwick, 
2020). 
 
Widespread internet access facilitates the quick spread of false information, which ruins 
reputations and causes political unrest and confusion (Hills, 2020; De Beer & Matthee, 2020). 
Fact-checking, media literacy, and technical solutions are all important components of a 
multipronged strategy to combat fake news (Ognyanova et al., 2020). By examining article content, 
machine learning—more specifically, the Long Short-Term Memory (LSTM) algorithm—shows 
promise in the detection of false news (Ahmad et al., 2020). 
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Through the use of feature engineering approaches and the ISOT false News Dataset from Kaggle, 
this research trains an LSTM model to achieve high accuracy in differentiating between false and 
real news. Compared to other techniques like Support Vector Machines (SVM), Random Forest, and 
Naive Bayes, the LSTM model fared better. This demonstrates the ability of deep learning and 
machine learning to effectively counter disinformation, providing a useful tool for halting the spread 
of false information. 
 
2. METHODOLOGY 
 
This research study presents a multi-step method for predicting fake news using the Long Short-
Term Memory (LSTM) machine learning algorithm. First, news articles will be gathered and 
classified as authentic or fraudulent in order to create a dataset that will be used to train the LSTM 
algorithm. The news items will then have a variety of elements, such as text, metadata, and source 
information, retrieved from them to use as algorithm inputs. The algorithm will then be trained on 
the dataset to discover patterns and correlations between the characteristics and labels. Lastly, a 
different test dataset will be used to appraise the trained algorithm's performance in detecting false 
news. The efficacy of the LSTM will be determined by analysing the evaluation outcomes. 
 
Research Design 
We used an iterative user-centered design method to create the Fake News Prediction system. To 
make sure we understood the needs of potential consumers, we first developed a questionnaire to 
get their input. Throughout development, frequent user consultations made sure the system was 
beneficial and easy to use. This method directed our iterative design process and encouraged user 
adherence. 
 
The iterative design process can be broken down into the following steps: 
1. Create the initial user interface of the system for testing purposes. 
2. Demonstrate the system to a diverse group of potential users. 
3. Collect comments and record any issues or challenges users encounter with the system. 
4. Modify the system to address the issues identified in step 3. 
5. Repeat steps 2-4 until user complaints are minimized and an improved system is developed. 
 
Design Phase 
The Design Phase entails creating a workable mechanism to assess the veracity of news. When 
interacting with a website's front end, users submit news articles to anticipate their legitimacy. 
These inputs are processed by the back end using an LSTM model, and the analysis findings are 
managed on a Flask platform and kept in a MySQL database. Local data gathering takes place 
while developing. The system, shown in Figure 1, uses machine learning and statistical analysis to 
deliver prediction results through an online interface. 
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Figure 1: Prediction results through an Online Interface using Machine learning and Statistical 

analysis 
 
Dataset Information  
The aim of this study was to construct and assess a predictive model that would be useful for  
both professionals and consumers. The dataset encompasses the following features: 
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Data Collection  
The ISOT Fake News Dataset was utilized in this research, containing articles categorized as either 
fake or real news. The dataset was sourced from reputable websites such as Reuters.com for 
truthful articles, and from flagged websites by Politifact and Wikipedia for fake news articles. The 
dataset encompasses various article types on diverse topics, with a focus on political and world 
news. The dataset is composed of two CSV files: True.csv, which contains over 12,600 articles from 
Reuters.com, and Fake.csv, which contains over 12,600 articles from various fake news outlets. 
Each article includes information such as article title (News Headline), text (News Body), subject, 
and date. In total, the dataset comprises 44,898 records, with 21,417 classified as true news and 
23,481 as fake news.  
 
Data Preprocessing  
In this stage, we will begin by loading and examining both datasets, Fake.csv and True.csv, and  
then conduct data cleaning processes. Subsequently, we will merge the two datasets and shuffle  
the resulting combined dataset.  

 
Figure 2:   Dataset on display 

 
Since we only require the title and text, we will eliminate additional features such as subject  
and date. 
 

 
Figure 3: Dataset after feature selection 

 
Furthermore, we will be conducting data processing on the True dataset and subsequently  
combining it with the df_fake data frame to generate the final dataset.  
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Figure 4: Combining the dataset 

 
After merging the dataset, we noticed that the labels for True and Fake are arranged in a defined 
sequence. To introduce randomness in the dataset, we needed to shuffle the data. 
 

 
Figure 5: Reformed dataset 

 
Based on the dataset, it is evident that the True news text includes the source of the news. For  
instance, the third row of the True News text starts with "BERLIN (Reuters) –", while the fourth  row 
starts with "(Reuters) –". As this information is not essential for building a fake news  detection 
model, it is necessary to clean the True News text. To achieve this, a look-ahead  regular expression 
can be utilized to retain only the text that follows "(Reuters) –".  
 

 
Figure 6: Result of regular expression-based extraction 
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Based on the dataset shown above, it is evident that the text labeled as "True" has been 
successfully cleaned. Moving forward, we will utilize this merged dataset to construct the LSTM 
model.  
 
Data Preparation and Cleaning  
To begin with, we will transform the target variable label into a binary variable, where 0  
represents True news and 1 represents Fake news. 
 

 
Figure 7: Dataset after label binarization 

 
In order to thoroughly analyze the entire news article, we need to merge the "title" and 
"text_processed" features. Additionally, we should remove unnecessary features such as "title", 
"text", and "text_processed" from the dataset, as we will only be using the final combined news 
column for model building. 

 
Figure 8: Result of combined text processing 

 
The subsequent step involves converting the data to lowercase, which is often overlooked but can 
be a highly effective technique when working with small datasets. Although the words 'Good', 'good', 
and 'GOOD' may have the same meaning, a neural net model can assign different weights to them, 
resulting in inconsistent output that can adversely impact the overall model performance. 
Additionally, we will remove stopwords and all non-alphabetic characters from the dataset. The 
following code snippet illustrates the implementation of the aforementioned task: 
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Figure 9: Dataset after creating stopwords 

 
Building Word Embeddings (GLOVE) In this research, we will utilize Global Vectors for Word 
Representation (GloVe) word embeddings, which is an unsupervised learning algorithm used to 
obtain vector representations for words. The fundamental concept behind word embeddings is to 
establish contextual representations of words within a document, capturing semantic and syntactic 
similarities, as well as relationships between different words. Word embeddings have been shown 
to be effective when used in combination with Long Short-Term Memory (LSTM) models for text 
classification tasks, as they enhance the model's understanding of contextual knowledge 
compared to mere vectorization methods. The visual representation of word embeddings is 
depicted below: 
 

 
Figure 10: Visual representation of word embeddings 
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So, now we will set the file path of the Glove embeddings file and will do configuration settings  
as shown in the code snippet below: 
 

 
Figure 11: Code for GLOVE 

 
 As we can see from the above code, we have used a maximum sequence length of 100, a 
maximum vocab size of 20000 (we can experiment to increase it to 25000 or more for better 
accuracy but it will increase the training time), number of dimensions in this embedding is 50 i.e., 
each word has 50 dimensions in vector space again we can experiment with 100 dimensions 
So, now we will set the file path of the Glove embeddings file and will do configuration settings as 
shown in the code snippet below: 
 
Tokenize Text  
After transforming the sentences (texts) into numerical integers, as machine learning or deep 
learning models do not comprehend textual data directly. Then, it is necessary to convert it into 
numerical representation. 
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Figure 12: Tokenize text 

 
Tokenizing the text "final_news" requires utilising a tokenizer with a 20,000 word vocabulary. 
Word frequency is used by the tokenizer.fit_on_texts() function to generate a vocabulary index. 
For instance, "student" appears twice and "skill" once in the lines "My skill is different from other 
students" and "I am a good student," therefore their indices may be word_index["skill"] = 0 and 
word_index["student"] = 1. Based on this word index, the tokenizer.text_to_sequences() method 
subsequently turns each text into an integer sequence. Through this technique, the corresponding 
integer value for each word in the sentence is substituted. 
 
 
Sequence Padding  
In order to guarantee that the sequence length of our neural network was consistent, we used 
sequence padding and specified a maximum length of 100. The larger sequences were shortened 
and the shorter ones were padded with zeros to create a 44898 x 100 feature vector matrix, or \( 
X \). The variable df['label'] represents the target variable \(y \). The variable word2idx contained 
the word-to-integer mapping that came from the tokenizer. 
 

 
Figure 13: Sequence padding 

 



   
  
 
  
  
 
 

  

 
   
 

40 
 

Creative Research Publishers       
https://www.crossref.org/06members/50go-live.html 

     
Vol 9, No 3, Sept. 2023 Series  

 

Preparation of Embedding Matrix  
After printing the length we found a total of 29101 unique tokens. The next task is to create an 
embedding matrix. The code for preparing the embedding matrix is shared below. 
 

 
Figure 14: Code to prepare embedding matrix 

 
According to the code, "num_words" is calculated as the minimum value between 
"MAX_VOCAB_SIZE" and the length of "word2idx" plus one. Given that "MAX_VOCAB_SIZE" is set to 
20000 and the length of "word2idx" is 29101, the resulting value for "num_words" will be 20000. 
Subsequently, an embedding matrix is created with dimensions of 50 and 20000 words. Any words 
that are not found in the matrix will be assigned as zeroes.  
 
Creation of Embedding Layer  
Next, we will create an embedding layer that will be used as input in the LSTM model. 

 
Figure 15: Code to create embedding layer 

 
Model building 
In this step, we will build the deep learning model Long Term Short Memory (LSTM). For this 
research, we will be using bi-directional LSTM. 
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Figure 16: Code to build LSTM model 

 
As observed in the above code, a Bidirectional LSTM layer with 15 neurons in a single hidden layer 
was utilized. To obtain the hidden state output for each input time step, the parameter 
"return_sequences='True'" was set. This hyperparameter can be adjusted for experimentation. 
Additionally, alternative variants of LSTMs such as unidirectional LSTM and GRU can also be 
explored. Furthermore, increasing the number of neurons in the hidden layer may be tested to 
assess potential performance enhancements. The comprehensive model summary is presented 
below. 

 
Figure 17: Model summary 
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We have developed a predictive model, the next step is to define the model parameter and perform 
train-test split on the dataset.  
 
Model Parameters  
The key observation here is that the total number of model parameters is 1,007,951, while the 
training parameters are only 7,951. This sum includes the parameters of the bidirectional LSTM 
(7,920) and the dense layers (31). The reason for this discrepancy is that we have set the 
"trainable" attribute to "false" for the embedding layer, resulting in 1,000,000 non-trainable 
parameters in the embedding layer.  
 
Train test split  
Next, we split the feature and target variables into train and test sets with an 80:20 ratio, where 
80% of the data is allocated for training the model and 20% is reserved for testing purposes. 
 

 
Figure 18: Code to train and test model 

 
3. RESULT AND DISCUSSION 
 
Developed Fake News Detection System  
The prediction model is employed for identifying false information and differentiating it from 
genuine news. As discussed in the previous section, we have trained a model, and now we need to 
optimize it in order to obtain the desired outcomes. We can only achieve a good result by applying 
fitting to our model.  
 
Fitting model  
During this phase, the model is fitted on the training dataset with a batch size of 32 and a 20% 
validation split. 

 
Figure 19 Result after fitting the model 
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The validation accuracy attained by the model in only 10 epochs is 98.58%, as evident from the 
aforementioned outcome. Additionally, the plots depicting the progress of model training, including 
training and validation loss and accuracy, are presented below. 

 
Figure 20: Model accuracy and loss plot 

 
Performance Analysis  
The study uses a variety of methods, concentrating on performance analysis, to evaluate the 
models' efficacy. This system uses a confusion matrix, F1 score, accuracy, precision, and recall as 
performance indicators. The latter is a two-dimensional table with the actual values forming the 
rows and the predicted values forming the columns that provides a succinct overview of the 
classification problem's prediction outcomes.  
Below is the presented confusion matrix for the model. 
 

 
Figure 21: Confusion matrix of the model 
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From the depicted confusion matrix, it is evident that the model has exhibited remarkable 
performance. Moving forward, let's analyze the classification report to gain a holistic understanding 
of the model's statistical performance. 

 
 

Figure 22: Classification report of the model 
 
When it came to bogus news, our model performed better (recall and F1 score: 99% and 98%, 
respectively), while its precision was higher for true news. One important performance metric is the 
F1 score, which is the harmonic mean of precision and recall. An F1 score of 98% is regarded as 
strong. By changing the hyper-parameters, we can increase performance even further. In binary 
classification, the ROC curve—which is shown below—is another crucial statistic. 
 

 
Figure 23: ROC plot of the model 

 
The ROC plot indicates that the model performs quite well, as evidenced by its high Area Under 
Curve (AUC) value of 0.998. A perfect model would have an AUC of 1. 
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Using the Long Short-Term Memory (LSTM) algorithm, our study successfully identified bogus news 
with high performance metrics including 98% accuracy, 99% precision, 98% recall, and 98% F1 
score. The efficacy of LSTM in detecting false news was demonstrated by its capacity to handle 
sequential data and detect long-term dependencies. The model can be expanded to use web 
scraping techniques for data extraction to validate the legitimacy of online news sources. We 
implemented the model using Streamlit, which allows users to enter URLs of news articles to 
estimate their legitimacy. This strategy demonstrates how machine learning may help journalists, 
news outlets, and social media platforms by battling false information. 
 
4. CONCLUSION  
 
Since many people find it difficult to discern between true and fake news, the extensive 
dissemination of misleading information online has detrimental effects on society. Using machine 
learning techniques presents one possible way to address this issue. Our study achieved 98% 
accuracy in identifying fake news by using an LSTM classification model with Building Word 
Embeddings (GLOVE). A user interface for evaluating news in real time included the trained model. 
Subsequent research endeavours will centre around augmenting the dataset and investigating 
supplementary algorithms to optimise precision and efficiency. This is a big step forward in the fight 
against false information and in favour of accurate information. 
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