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ABSTRACT 
 
This study aims to investigate the integration of cyber security into business continuity planning 
(BCP) in Small and Medium-sized Enterprises (SMEs). The research will employ a mixed-methods 
approach, using both quantitative and qualitative data collection methods. The study will 
emphasize on identifying the contemporary state of cyber security integration into BCP, 
analyzing the factors that influence the integration, and proposing a framework for effective 
integration. The theoretical framework will be based on the Theory of Planned Behavior and 
Resilience Theory. The data will be collected through a survey of organizations and interviews 
with experts in the field. Descriptive and inferential statistics, content analysis, and thematic 
analysis will be used to analyze the data. The results of this research will contribute to the body 
of knowledge on cyber security integration into BCP and inform organizational practice and 
policy. The findings of this study will be useful for organizations seeking to improve their cyber 
security and business continuity capabilities, and for policymakers developing regulations and 
standards in this area. The study's significance lies in its contribution to knowledge, practice, 
and policy by improving organizational resilience through the integration of cyber security into 
BCP. The findings of this research will inform practitioners and policymakers of the challenges 
and benefits of cyber security integration into BCP and provide practical recommendations to 
enhance organizational resilience against cyber threats.  
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1.  INTRODUCTION 
 
Companies struggle to gain and maintain a sustainable competitive advantage in today's global 
business environment, which necessitates objecting to business changes that must be made 
(Fiol, 2001). Most business organizations turn to some sort of information technology to 
accomplish this goal.  
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As a result, "as applications of information systems technology become wider and more 
sophisticated, firms need more formal planning processes," it is necessary to analyze many 
significant organizational elements before integrating information systems and information 
technology (IT) (McFarlan et all., 1983). Undoubtedly, one of those crucial organizational 
components corresponds to the cyber security industry.  
 
Business organizations, according to Dhillon and Backhouse (2000), are no longer only valued 
by their physical assets but also by networks formed with other businesses, where Cyber Security 
has been significantly increasing in importance and existence. Although there are no manuals 
for organizing and putting into practice cyber security organizational measures, many 
businesses worldwide use various tools or policies to deal with cyberspace security to thwart 
external and internal cyber-attacks into their information systems (Atoum et al., 2014). The way 
individuals communicate knowledge, do electronic business, and generate value was changed 
by the internet, which is becoming increasingly vital for conducting business (Askitas & 
Zimmermann, 2015). Small business owners compete in the technologically advanced 
international e-commerce markets in the twenty-first century by using computer systems and 
the Internet (United States Small Business Administration, 2016).  
 
Businesses gain greatly from advances in worldwide wired and wireless technologies, but they 
are also exposed to potential threats (Weber & Horn, 2017). Small- and medium-sized business 
(SME) owners frequently lack the IT resources and skills necessary to put new cyber security 
advice into practice (Harris & Patten, 2014). Particularly, SME owners frequently lack the 
appropriate procedures to manage the changing cybersecurity risks and information systems 
security threats that characterize the use of these technologies (Njenga & Jordaan, 2016). 
 
However, for SME owners, negative losses brought on by cyberattacks may not be recoupable 
(Piggin, 2016). Theft or loss of sensitive information may be an expensive catastrophe for any 
organization (SBA, 2015). The Federal Communications Commission (FCC), 2014; Layton & 
Watters, 2014), list among the potential negative consequences on SME owners the loss of 
clients, money, and in certain cases the forfeiture of business due to high legal costs. 
 
Kindervag et al. (2011) claim that even businesses with very mature and sophisticated cyber 
security systems cannot completely prevent every assault on their system, particularly if the 
attackers have access to both time and money. Despite this, it is crucial for all firms, whether 
they are large or little, to create some cyber security measures to reduce the likelihood of these 
kinds of assaults. According to recent studies (Watters et al., 2012), there are more cyberattacks 
occurring worldwide every year, and this trend is expected to continue. Additionally, as the actual 
assaulting techniques become less effective, cybercriminals are becoming more and more 
skilled in employing new techniques and tools for cyberattacks in economic activity sectors by 
targeting enterprises (Gostev, 2012). Despite being aware of the global trend toward 
increasingly sophisticated cyberattacks, organizations' unwillingness to report them prevents 
official statistics from determining the precise number of cyber incidents (Byres et al., 2004). 
 
It is assumed that Ghana's circumstance is comparable to other countries. To create adequate 
cyber security measures, Ghana has seen a large growth in foreign direct investments from 
numerous foreign investors, which could increase the likelihood of cyber-attacks from outside 
the country. The number of SMEs in Ghana keeps growing each year, indicating the importance 
of SMEs to the national economy. Due to Ghana's significant concentration of SMEs, there needs 
to be more research done on the topic of cyber security measures for SMEs there. A further 
factor that makes SMEs a desirable target for cyberattacks is the frequency with which they 
participate in supply chains or other types of alliances with big businesses. 
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Organizations must establish multi-tiered security strategies that prioritize people, processes, 
and systems while focusing on prevention, mitigation, and reaction to manage cyber risks 
(National Institute of Standards and Technology [NIST], 2015). The study will examine the 
advantages and difficulties of including cyber security into BCP for SMEs through a combination 
of case studies and survey data. The results of this study will give small and medium-sized 
businesses (SMEs) useful advice on how to successfully include cyber security in their Business 
Continuity Planning (BCP) and so increase their overall resilience to cyber-attacks. 
 
1.1Research Background and Justification 
Due to the SMEs' increasing reliance on technology, it is more crucial than ever for SMEs to 
incorporate cyber security into their business continuity planning (BCP). As technology is used 
more frequently, SMEs are increasingly being targeted by cyberattacks, but many lack the 
resources and knowledge necessary to fully manage this danger. As a result, the demand for 
efficient cyber security measures and the incorporation of cyber security into BCP for SMEs has 
increased. An organization's road map is comparable to a framework or manual of best practices 
for information security. How can they be sure that their tactical configurations will have the 
desired effect if they have nothing to guide their strategic security decisions? Without a 
"roadmap," they will quickly become disoriented and take a disorganized path forward, which 
might leave certain parts of an organization's security dangerously undermanaged.  
 
Without standards, it is challenging to establish the procedures for where and why security 
devices ought to be put in a consistent manner. As a result, many decisions about the use and 
implementation of security technologies are made only based on budget or in response to an 
event. From a "standard-of-care" standpoint, it is essentially impossible to defend against a 
negligent security tort because of this reactionary approach. (Protus3, 2019). Over the last two 
decades, information technology (IT) has advanced to the point where it is now present in 
practically every part of our lives. SMEs are more digitized than others around the world because 
they produce and market technology-based solutions, exposing them to cybersecurity threats, 
particularly when no controls are implemented. Organizational hazards, guidance, and 
technology are all affected by cyber-risk issues. According to the State of Cybercrime Report 
published by CyberVentures (2019), the cost of cybercrime is expected to reach $6 trillion by 
end of 2022. 
 
According to Bada et al. (2019), Africa has one of the highest rates of cybercrime, which has an 
impact on the region's strategic, economic, and social development. According to the Africa 
cybersecurity report 2017 (Serianu, 2017), the cost of cybercrime in 2017 was predicted to be 
$3.5 billion. With a cost of $649 million, Nigeria was the country with the highest cost of 
cybercrime. Many small and medium-sized businesses are unconcerned about effectively 
implementing security requirements. As per Bada et al. (2019), fostering good security behavior 
among employees should be a top priority for SMEs, and building a strong security culture could 
solve many of the behavioral aspects that contribute to data breaches. 
 
However, in the field of cybersecurity, several sorts of research and development have indeed 
been noticed, such as governments adopting a national cybersecurity policy so that all citizens 
are informed of cyber-attacks. However, many firms, particularly SMEs, still have substantial 
information security weaknesses. According to a study conducted by the European Union Agency 
for Network and Information Security, SMEs in France are becoming increasingly reliant on their 
information technology systems to provide services to customers and meet their business 
objectives. The use of new technologies opens new opportunities for improved business 
performance and operations, but it also introduces a number of security and privacy risks. These 
hazards have the capacity to interrupt company continuity and result in monetary, reputational, 
and other losses for SMEs (Manso et al., (2015)). 
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According to Manso et al. (2015), new information security and privacy standards should be 
established and suggested to assist firms in incorporating best practices into their operations 
and mitigating risks, which will aid SMEs in growing, competing, and innovating. According to 
Marsh (2015), the UK government announced the launch of the Cyber Essentials scheme, which 
was developed in partnership with the insurance sector. It accomplishes two goals: providing a 
clear statement of basic technical control system that all organizations, which include SMEs, 
should implement to minimize the effects of internet-based threats; and improving security that 
allows businesses to demonstrate to customers and others that they have taken critical 
precautions against cyber risk. (Marsh, 2015).  Recent studies have shown that SMEs are 
becoming increasingly vulnerable to cyber-attacks, due to the growing reliance on technology 
and the limited resources and expertise available to SMEs to address cyber security threats 
(NIST, 2018; Cybersecurity Ventures, 2018). Research has also shown that SMEs often lack the 
resources and expertise to effectively address cyber security threats and that many SMEs do 
not have a BCP in place (National Cyber Security Centre, 2018; Small Business Administration, 
2017). Furthermore, research suggests that the integration of cyber security into BCP can help 
SMEs better protect their vital information and systems (CERT-UK, 2016; National Cyber Security 
Centre, 2018). However, there is limited research on the benefits and challenges of integrating 
cyber security into BCP specifically for SMEs, and there is a lack of practical guidance for SMEs 
on how to effectively integrate cyber security into their BCP (National Cyber Security Centre, 
2018). Additionally, there is limited research on how SMEs can develop a robust and cost-
effective cyber security strategy (Small Business Administration, 2017). 
 
1.1.1 Understanding Cyber Security Standards 
The purpose of cyber security standards is to increase the security of vital infrastructures, 
networks, and information technology (IT) systems. An information technology environment's 
assurance and functional obligations are defined by a cyber security standard. Regularity among 
product developers is made possible by well-developed cyber security standards, which also act 
as a trustworthy yardstick for acquiring security goods (Karen Scarfone et al., 2018). 
Cybersecurity standards are often implementation independent and encompass a wide range 
of precision, from the mathematical explanation of a cryptographic method to the specifications 
of encryption techniques in a web browser. 
A standard must take user wants into account, but it must also be realistic given that producing 
products that adhere to the standard requires taking cost and technological constraints into 
account. A standard must also have provable standards; or else, users cannot evaluate security, 
even when products or devices are examined in contrast to the standard. 
 
One way to describe security standards is as a set of guidelines that ensures efficiency, 
accountability, and consistency for products or procedures. Standards are made to give a 
repeatable method of accomplishing things, just like policies govern people's behavior. Based 
on best practices and compliance, written standards may be used. Because of this, businesses 
can decide on the use of security measures in an objective manner.  Standards are frequently 
created using "the way we've always done it" as the de facto standard. To make sure that 
installations and products are in line with the organization's goals, standards based on the 
product's use are helpful. Additionally, standards support the interoperability and performance 
of products. 
 
A standard is described as "a document, established by consensus and approved by a 
recognized body, that provides, for common and repeated use, rules, guidelines, or 
characteristics for activities or their results, aimed at the achievement of the maximum degree 
of order in a given context" by the International Organization for Standardization (ISO) (ISO, 
2004). To assist enterprises in effectively managing security risk, implementing security controls 
that adhere to legal and regulatory requirements, and achieving performance and cost benefits, 
numerous standards for cyber security have been produced.  
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1.1.2 Cyber Security Explained 
For the information technology sector, cybersecurity is essential. Information security is one of 
the biggest problems in contemporary society. When we think of cyber security, the first thing 
that comes to mind is cybercrimes, which are on the rise every day. To stop these cybercrimes, 
various governments and companies are taking numerous steps. Many people are still quite 
concerned about cyber security despite countless safeguards. The main subject of this study is 
the challenges that contemporary technology-based cyber security must overcome. Additionally, 
it places a focus on the most recent data regarding the ethics, trends, and practices in cyber 
security that are influencing the industry. 
 
1.1.4 Cyber Security Techniques 

1. Access control and password security. Usernames and passwords have always been a 
key component of information security. This can be one of the initial cyber security 
measures. 

2. Authentication of data. The documents we get must always be validated before 
downloading, which entails checking to make sure they are authentic and haven't been 
altered. Usually, these documents are verified using antivirus software that is installed 
on the machines. To protect the devices from infections, a dependable anti-virus 
program is required. 

3. Malware scanners. Typically, this software scans every file and document on the 
computer for dangerous viruses or malicious code. Examples of malicious software 
include Trojan horses, worms, and viruses. Malware is the term used to describe this 
kind of software. 

4. Firewalls. A firewall is a piece of hardware or software that helps prevent viruses, worms, 
and hackers from trying to access your computer via the Internet. Every message that 
enters or leaves the internet is examined by the installed firewall, and those that do not 
follow the set security standards are blocked. Firewalls are therefore essential for the 
identification of malware. 

5. Anti-Virus Software. A computer application known as antivirus software works to 
identify, stop, and act against dangerous software programs like viruses and worms. 
Most antivirus products have an auto-update capability that enables the program to 
download profiles of fresh infections so that it can scan for them as soon as they are 
found. Every system must have anti-virus software as a minimum requirement. 

 
Nevertheless, since our culture depends so much on technology, we do as well. A growing 
number of risks are also posed by technology because of the opportunities it produces. As a 
result, industrial espionage, cybercrime, and cyberattacks have made it a target. Therefore, it 
must be protected at all costs. Therefore, keeping cybersecurity is crucial. As more and more 
products and services in our society move online and depend on us, protecting this technical 
infrastructure has grown to be an essential part of information systems all over the world. It 
must be compatible with all available technologies, hardware, software, and storage locations. 
 
1.1.5 Business Continuity Planning  
The process of developing preventative and recovery measures to handle possible hazards to a 
business is known as business continuity. A comprehensive plan for how an organization will be 
able to deal with calamities without hindering its operations or suffering excessive loss is created 
using business continuity planning. An organization can prepare for future incidents that could 
have a detrimental impact on its operations by creating a business continuity plan.  Tragedies 
do happen. We shouldn't underrate the power of nature. Disaster is inevitable and will happen. 
Losses could come from this. Planning enables us to be prepared to handle such events. Even 
while developing a plan may appear challenging, stressful situations place a lot of pressure on 
people to make decisions and act under duress. Always be prepared for the unexpected. We 
now have insurance, which is necessary for enduring a catastrophe. But it's always important to 
have a plan.   
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The process of developing preventative and recovery measures to address possible hazards to 
an organization is known as business continuity planning (also known as business continuity 
and resiliency planning). The strategy considers any scenario that could have a negative impact 
on operations, such as a disruption in the supply chain or the loss or damage of vital 
infrastructure (such as large pieces of equipment, computer, or network resources). The 
advantages of a business continuity plan are numerous. When a calamity strikes, the firms will 
continue to run because of the business continuity plan that is already in place. The cost of 
disruptions can be decreased with a business continuity plan. The ability to ensure risks that 
would otherwise be unacceptable is made possible by having a business continuity plan. 
Business continuity could save a life. Effective business continuity plans have been proven to 
both save lives and stop significant income loss. 
 
The process of developing a framework for preventing and recovering from potential risks to a 
corporation is known as business continuity planning (BCP). In the event of a disaster, the 
strategy ensures that workers and assets are protected and that operations can resume swiftly. 
Business Continuity Planning is usually done in advance and requires input from key 
stakeholders and employees. A list of goods and equipment, data backups, and backup site 
locations is frequently included in a Business Continuity Plan. In addition, the BCP will identify 
plan managers and include contact information for disaster responders, critical personnel, and 
support site suppliers. Plans may explain how corporate services can be maintained in the event 
of both short-term and long-term outages. 
 
Business Continuity Planning necessitates the identification of all risks that may have an impact 
on the company's processes, making it an essential component of the risk management 
strategy. Natural catastrophes, fire, flood, or weather-related occurrences, as well as cyber-
attacks, are all potential threats. Business Continuity Planning is an important part of any 
business. Threats and interruptions suggest a revenue deficit and increased operating costs, 
which leads to a decrease in productivity. Insurance cannot be relied upon by any firm because 
it does not cover all expenses or the loss of customers to the competition. Businesses face a 
variety of obstacles. 
 
There are also potential risk issues that could cause significant hindrance, if not outright 
disaster, if they occur. It's enough to keep any entrepreneur awake at night, worrying about the 
future. Effective planning is the key to reducing risks, avoiding catastrophe when feasible, and 
planning for how to manage and recover when setbacks occur. Having a Business Continuity 
Plan in place is critical, whether you're dealing with computer security or natural calamities. Most 
Small and Medium Enterprises in Ghana rely heavily on the internet, and any disruption to it will 
result in the cessation of their most critical operations and operating regions. As a result, SMEs 
must be prepared for any technology disruptions that may arise because of unplanned incidents. 
A well-structured business continuity strategy can assist a company in dealing with any 
unexpected situations. 
 
1.1.6 Key Elements of Business Continuity Planning 
 An Organized Team: In an emergency, people shouldn't be unsure who is in charge. Form a 

team for company continuity with representatives from all departments and locations. These 
individuals will oversee managing the organization's response to both small-scale and larger-
scale emergencies as well as the local response to local events. Employees should continue 
to be involved in planning and testing throughout the year to keep the plan current and build 
the familiarity they will need to perform under pressure during an actual emergency. 

 A comprehensive plan: At every site where you conduct business, consider the potential 
sorts of disruptions. Determine what you would need to do to preserve your most important 
processes after considering the worst-case scenario. Ranking recovery priorities based on 
factors such as revenue, legal implications, brand difficulties, consumer protection, etc. 
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should be done before mapping this priority to applications, people, facilities, and 
equipment. 

 Effective testing: Review and update your strategy at least once every year, and preferably 
more often, to account for changes to your operational structure, business priorities, and 
other factors. 

 Communication of Emergency: Make a toolkit that includes all available methods of 
communication, such as telephone, email, public address, intranet, instant messaging, 
texting, and the company website. Make sure you're ready to provide a consistent message 
to the public through press releases, social media updates, and spokesperson interviews. 
Draft sample emergency messages in advance so they can be changed quickly during an 
actual disaster. 

 Safety of Employees: The safety of all the employees must never be underestimated.  
 Uninterrupted Use of Company Resources: It's crucial to retain workers employed to 

preserve data, ensure customer satisfaction, and maintain efficiency. People can now work 
wherever it is secure and practical to do so, including at home, at a hotel conference room, 
at a friend's house, or anywhere. In this situation, organizations that already support remote 
work styles are far ahead of the curve. People just continue to utilize the same remote 
access tools they typically do, just in a different physical setting, rather than having to adjust 
to disaster mode as an altogether new way of working. 

 Continuous Operations: Operations of the organization should not be interrupted. 
 

1.2 Research Field and Subject of Study 
This thesis's potential research focus is information technology and cyber security, more 
specifically the planning and management of business continuity. The integration of cyber 
security into business continuity planning for small and medium-sized enterprises (SMEs) is the 
topic of this study. The study's objectives include understanding the BCP methods currently used 
by SMEs, identifying the benefits of incorporating cyber security into BCP, and offering helpful 
advice for SMEs to strengthen their resistance to cyber-attacks. The development of a cost-
effective cyber security strategy for SMEs is another goal of this research. 
 
1.2.1 Objectives of the Study 
The main goal of this thesis is to study how Small and Medium-sized Enterprises (SMEs) may 
effectively incorporate cyber security into their business continuity planning (BCP) and increase 
their overall resilience to cyber threats. It also offers practical advice for SMEs on how to do this. 
This goal is probably going to be divided into more focused goals that are connected to the 
research problem, such as figuring out how to effectively incorporate cyber security into BCP for 
SMEs, examining the advantages and difficulties of doing so, and creating a cost-effective cyber 
security strategy for SMEs. 
 
Specific Objectives 
In accomplishing the overall goal, the study will address the following objectives: 

1. To examine current BCP practices in SMEs and identify areas where cyber security can 
be effectively incorporated. 

2. To explore the benefits and challenges of integrating cyber security into BCP for SMEs 
through case studies and survey research. 

3. To provide practical guidance for SMEs on how to effectively integrate cyber security into 
their BCP and improve their overall resilience to cyber threats. 

4. To Identify and fill the research gaps in the current literature on integrating cyber security 
into BCP for SMEs. 

5. To develop a methodology that can be used to assist SMEs in creating a cost-effective 
cyber security strategy. 

 



 

146 
 

1.3 The Research Problem Statement 
Businesses are compelled to rely on technology more and more to complete daily tasks in an 
era of quickly advancing knowledge and technology. Although these modern technological 
advancements help organizations operate more productively, they also expose them to several 
hazards. Unfortunately, SMEs are frequently the target of cyberattacks because they are 
unaware of how serious these attacks are and lack the necessary security precautions (Safa et 
al. 2016). SMEs are more exposed to cyber danger as they adopt new technology. Businesses 
need to learn what cyber risk is and how much they have recently been exposed to it as it relates 
to their industry.Due to their small size or the belief that they have nothing worth taking, SME 
owners frequently do not see themselves as potential targets for cyber assaults (SBA, 2015). 
About 80% of SME owners don't employ proper measures to protect against cyberattacks, which 
is a common concern for business (Shackelford, Fort, & Prenkert, 2015). 
 
Even though most SMEs worldwide have implemented some sort of cyber security measures, 
these safeguards are frequently insufficient (Byres and Lowe, 2004). However, because cyber 
threats evolve and change quickly, modest cyber security measures are frequently insufficient 
and must be periodically reevaluated and upgraded (Kindervag et al., 2011). Additionally, a lot 
of SMEs consistently spend money on cyber security measures, yet their Information Systems 
are still insufficient and dangerous for cyberattacks (Julisch, 2013). Cyberattacks are on the 
rise, and governments, corporations, and people will continue to be victimized on a regular basis 
(Desai, 2013Walker-Osborn & McLeod, 2015). 
 
The exposure of SMEs to basic cyber security procedures, which are frequently insufficient and 
hence necessitate re-evaluation, places these businesses in a difficult position and prompts a 
desire to comprehend the guiding principles that SMEs use to develop their cyber security 
measures within their business continuity planning. Ghana was one of the first countries to be 
connected to the internet, with a high rate of adoption. The country's information and 
communication technology (ICT) sector has grown quickly, and it is progressively turning into an 
advanced technology hub. Many small and medium-sized Enterprises (SMEs) in Ghana have 
taken advantage of this trend and use it for their day-to-day operations and transactions. 
Although information technology provides many benefits to SMEs, it has also impacted the cyber 
security landscape, resulting in cyber risks such as hacking, data leakages, social engineering 
schemes, cyber fraud, SIM Box fraud, and so on. 
 
The entire SME sector must tackle the lack of sufficient cybersecurity measures in their business 
continuity plans. Cybercrime dangers have increased because of digitization, specifically if 
limited or no safeguards are in place. To increase their organization's cybersecurity readiness, 
SMEs in Ghana require an effective strategy to handle cyber-risks as part of their business risks. 
As a result, significant elements affecting cyber-risk management in Ghanaian SMEs must be 
identified, and a plan must be developed to integrate them into their Business Continuity Plans. 
The research problem statement for this thesis on the integration of cyber security into business 
continuity planning (BCP) for small and medium-sized enterprises (SMEs) is. 
 
Notwithstanding the increasing importance of cyber security in today's business environment, 
many small and medium-sized enterprises (SMEs) struggle to efficiently integrate cyber security 
into their business continuity planning (BCP). The lack of resources and expertise in cyber 
security among SMEs can lead to unsatisfactory protection against cyber threats and a lack of 
resilience in the event of a cyber-attack. The goal of this study is to comprehend the extent to 
which SMEs have integrated cyber security into their business continuity plans (BCP), the 
advantages and difficulties of doing so, and to pinpoint best practices and lessons discovered 
from SMEs that have effectively done so." 
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1.4.Research Questions 
1. This study will be guided by questions to identify current practices, gaps, and to offer 

useful advice for SMEs. They will also aid in determining the advantages and difficulties 
of including cyber security into BCP for SMEs and in the development of a financially 
viable plan for SMEs to strengthen their resilience against cyber-attacks. 

2. What are the current BCP practices in SMEs and how can they be improved through the 
integration of cyber security? 

3. What are the benefits and challenges of integrating cyber security into BCP for SMEs? 
4. How can SMEs effectively integrate cyber security into their BCP to improve their overall 

resilience to cyber threats? 
5. What are the research gaps in the current literature on integrating cyber security into 

BCP for SMEs? 
6. How can a cost-effective cyber security strategy be developed for small and medium-

sized enterprises? 
 
2. PRIOR RESEARCH EFFORTS 
 
Since cyber security is developing rapidly, there has been some prior research in the field. The 
researcher explored the effects of cyber-attacks on industries. On cyber security implications, 
Yeboah-Boateng (2010) analyzed the security aspects of Internet service delivery to SMEs, and 
the policy and regulatory implications of cyber-security in the “fragmented” structural 
environment in a developing economy. The writers argued that non-regulation of cyberspace 
could have grave cyber-security concerns and that is likely to inhibit the current growth and 
development gains. This research analyzed the various policies and frameworks in respect of 
secured interconnectivity, adherence to governance, risk, and compliance issues in a best-
practice fashion.  The study’s inferential analysis revealed that there are some cyber-security 
implications on SMEs in a fragmented policy and regulatory environment.  A structured 
questionnaire was used, and data were analyzed. The findings were discussed and interpreted 
to provide highlights of these policy and regulatory challenges.  
 
Batola (2016) conducted research to evaluate cloud computing in Ghana; Benefits and 
contribution to organizational performance in the Techiman Municipality. In all, sixty (60) 
questionnaires were distributed to Fiagya Rural Bank and Aspet ‘A’ Company limited. The study 
used systematic random sampling and probability sampling techniques to ensure that 
participants were accessible throughout the period of study. Within this research work, the 
descriptive research type was used. Descriptive analysis factors like frequency tables, mean 
scores and percentages were generated, and their interpretations thoroughly explained and 
interpreted. The study found out that, the major benefits of cloud computing were improved 
collaboration between employers and customers, cost savings, extensive technical support from 
cloud providers, business continuity through disaster recovery, unlimited storage, and safety in 
data storage. They argued that the lack of capital and inadequate technical expertise was among 
the factors that prevented SMEs from reaching their potential. The study also revealed that the 
awareness level of SMEs on the availability and accessibility of cloud services is low. 
 
Kofi Koranteng Adu (2018) investigated the cyber security awareness and policies within 
corporate organizations in Ghana. Design/methodology/approach Using both quantitative and 
qualitative approaches underpinned by questionnaire and document analysis, data was 
collected from 100 participants centered on cyber security awareness and information policies. 
Their study underscored that although corporate organizations had a good knowledge of IT, their 
awareness of cyber security remains limited. It observed that most organizations in Ghana are 
not integrating legal aspects into their information security policies. It proposed the need to 
increase the security awareness of corporate organization particularly because of the 
vulnerabilities they are exposed to.  
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They settled on the use of legal policies at the expense of the technicalities involved in setting 
up a robust cyber secured network that will fend off attackers and save the corporate 
organizations from losses.  
 
Abdulrahim Nabihah Rishad (2019) conducted a case study focused on in-depth understanding 
of the cybersecurity risk management practices within the selected SME. Both quantitative and 
qualitative research was done. The quantitative data obtained was classified numerically for it 
to be analyzed. The qualitative data collected from primary sources was systematically organized 
to facilitate analysis. The research findings revealed that cybersecurity investment, 
cybersecurity management, training and awareness, cybersecurity policy programs, 
cybersecurity vulnerability management programs, real time network monitoring and incident 
management play a big role in the management of cyber-risk within SMEs. The implementation 
strategy developed provides a roadmap with proposed timelines to assist in the management 
of cyber-risk. The study demonstrated that cybersecurity framework is suitable for the SME 
environment but didn’t relate it to how it could be effectively fused into business continuity for 
the benefit of the SMEs. 
 
2.1 Research Gap 
The three pillars of security are people, processes, and technology Bada et al. (2019). There 
may be a reduction in exposure to an organization when these three elements operate together. 
Additionally, there are more solutions than ever before to address security-related challenges.  
A collection of guidelines for goods or procedures that promote efficiency, accountability, and 
uniformity are known as security standards. Standards are intended to give a repeatable method 
of accomplishing things, just how policies govern people's behavior. Utilizing established 
standards may be based on best practices and compliance. This makes it possible for 
businesses to implement security equipment with objectivity (Marsh 2015).  
 
According to a review of the literature on cybersecurity management in small and medium-sized 
businesses, SMEs must understand the relevance of setting up their information technology 
infrastructure according to standard frameworks and consider the integration cyber security into 
their business continuity plans. After detecting risks and vulnerabilities and implementing 
administrative steps and comprehensive remedies, a cybersecurity risk management 
framework is required to ensure that a company is appropriately secured (Barlette et al. 2017). 
By implementing a cyber-risk management strategy, companies can mitigate cyber risks and 
avoid assaults by understanding their information systems' hazards and vulnerabilities. 
 
There is not much empirical research on the successful strategies SMEs utilize to defend their 
companies from cyber-attacks. Although it may not necessarily be a new topic, most SMEs do 
not give much credence to the building of their information technology security to best practice 
standards (Heschl, 2007). Cyber security integration into business continuity planning is rarely 
implemented in SMEs' IT infrastructure. Small and Medium-sized Enterprises (SMEs) tend to be 
more concerned with gaining internet access in their various locations than they are with security 
flaws and the potential consequences of a breach. 
 
There is a lack of readiness in Organizations thus they can no longer afford to be unprepared 
given the frequency and complexity of cyber crises both locally and globally. Before a breach 
happens, organizations must test their defenses and be prepared to act when necessary. 
Organizations will pay a significant price for failing to anticipate and react to breaches as they 
fight to get back to business. When disasters do occur, organizations must make sure they can 
handle crises well (Ridley et al., 2004). A thorough crisis response plan should be in place and 
often exercised during "calm periods" to ensure that everyone is aware of their roles and 
responsibilities. Incidents that are poorly handled can have a large financial impact as well as 
reputational damage that may be challenging to repair (Hu and Scott, 2014). 
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Any organization's ability to operate depends on its data. Despite the high costs of the 
equipment, internet connectivity, and apps, the data that resides in a data center is more 
valuable, and its loss can have long-lasting impacts on a business. A greater percentage of SMEs 
don’t seem to be having secure IT architectures built to standard frameworks and integrated 
with Cryptography, Server redundancy and Network redundancy. They end up losing most of 
their data due to attacks and other incidents. Most SMEs in Ghana have very little knowledge 
on information technology system continuity and resilience. IT resilience is also growing, 
complementing redundancy. Resilience allows workloads that fail or stop responding to be 
restarted on other virtual machines on other servers (ISF, 2016).   
 
In brief, we can take into consideration the following as the gaps identified in this study: 

1. Lack of understanding of current BCP practices in SMEs and how they can be improved 
with the integration of cyber security. 

2. Limited research on the advantages and challenges of integrating cyber security into 
BCP specifically for SMEs. 

3. Scant guidance on how SMEs can effectively integrate cyber security into their BCP to 
improve their resilience to cyber threats. 

4. The lack of research on the specific methodologies to be used for case studies and 
survey research. 

5. Limited research on how small and medium-sized enterprises can develop a robust and 
cost-effective cyber security strategy. 

 
Despite the significance of SMEs for the overall economy, neither the government nor academia 
have considered how frequently they are the target of cyberattacks. As a result, very little 
attention has been paid to the risks and hazards that cyberspace poses to SMEs in Ghana. The 
scarcity of focus on SMEs suggests that their cyber security management is an unexplored area 
that calls for and justifies more research.  
 
2.2 Why fill the Gaps 
This research is driven by several factors. Corporate network protection and information security 
are challenging. When attempting to create or enhance a business security program, it can be 
challenging to know where to begin in a field that is continuously evolving and progressing. 
Standards and benchmarks may not be the most interesting subject, but they might be just what 
a business needs when they need a place to start when figuring out how to traverse the current 
information technology landscape. A good security program bases its strategic decisions on a 
combination of best practice recommendations, understanding of an organization's risk profile, 
and professional assistance. However, there is a lot of constructive debate about which set of 
security requirements is superior or more user-friendly for SMEs.  
 
Cyber security differs from information security in several ways, the first being that in addition 
to protecting information, it also covers protecting people from being targets of cyberattacks 
without their knowledge. Cybersecurity covers ICT infrastructure and equipment that may be 
accessible across computer networks, which has an extra impact on cyberattacks for the entire 
society in addition to information and people (Hathaway et al., 2012). Because of this, IT 
personnel must consider the most recent developments in cyber technology when deciding 
which cyber security measures to implement to safeguard information systems (Kumar et al., 
2008). 
 
Anupam Mazumdar (2018) aimed to increase SME adoption of cloud computing security 
expertise. Although his exploration met its goals and objectives, there are still some regions that 
require more research. He believes that his study barely scratches the surface of the wealth of 
information that is now accessible on cloud computing uptake and successful utilization. The 
study was unable to pinpoint every problem, thus some areas require additional research. 
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According to Adam Motiwala's (2017) recommendation, a central organization charged with 
doing research, formulating, and coordinating cyber security policy, must be established. The 
new organization should create a framework for putting into practice globally accepted cyber 
security standards, regularly benchmark the development of cyber security measures, and take 
into consideration creating an accreditation process for confirming the readiness of public and 
private organizations. Additionally, greater work should be done to coordinate and share cyber 
security resources among government entities. 
 
The aforesaid considerations demonstrate that SMEs, which are the backbone of most 
economies globally, are in danger and up against a serious problem that requires attention on 
both an intellectual and practical level. Thus, the reason why these Gaps must be filled include:  

1. Cybersecurity threats are increasing, and SMEs are becoming a prime target for cyber-
attacks, therefore it is crucial for SMEs to have effective cyber security measures in 
place. 

2. Business continuity planning is important for any organization, especially for SMEs, 
which often do not have the same resources as larger organizations to respond to 
disruptions. Integrating cyber security into BCP will help SMEs better protect their vital 
information and systems. 

3. Limited research on the benefits and challenges of integrating cyber security into BCP 
specifically for SMEs, means that there is a lack of practical guidance for SMEs on how 
to effectively integrate cyber security into their BCP. 

4. Filling the gaps in current literature on integrating cyber security into BCP for SMEs will 
provide valuable insights for researchers, practitioners, and policymakers in the field of 
cyber security and business continuity management. 

5. Developing a cost-effective cyber security strategy for SMEs is important as they often 
have limited resources and budget to allocate to cyber security, therefore it is important 
to have a strategy that is tailored to their specific needs. 

6. Overall, filling the gaps in this study will help enhance the cyber security posture of SMEs, 
which in turn will help to protect them from cyber-attacks and improve their overall 
resilience. The outcome of this study will impact enormously to the empirical literature 
as well as add up to the development of theories that relate to cyber security integration 
into business continuity planning.  

 
3. SIGNIFICANCE OF THE STUDY 
 
The significance of this thesis is that it will provide valuable insights and guidance for small and 
medium-sized enterprises (SMEs) on how to effectively integrate cyber security into their 
business continuity planning (BCP) and improve their overall resilience to cyber threats.  
The significance of this study can have implications for theory/knowledge, practice, and policy 
in several ways: 
 
Theory/Knowledge: The integration of cyber security into business continuity planning can help 
to advance and refine existing theoretical frameworks related to cyber security and business 
continuity. The findings of this thesis can contribute to a better understanding of how 
organizations can effectively integrate cyber security into their business continuity plans, and 
what factors may influence the success of such efforts. This can help to improve the overall 
knowledge and understanding of cyber security and business continuity among academics, 
researchers, and practitioners. 
 
Practice: The findings of this thesis can also have practical implications for organizations that 
are seeking to improve their cyber security and business continuity preparedness. By providing 
insights into the best practices and strategies for integrating cyber security into business 
continuity planning, this thesis can help organizations to develop more effective and robust 
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plans that are better equipped to withstand cyber threats. This can lead to improved operational 
resilience, reduced downtime, and better protection of critical assets. 
 
Policy: The integration of cyber security into business continuity planning is becoming an 
increasingly important issue for policymakers, as cyber threats continue to pose a significant 
risk to organizations and critical infrastructure. The findings of this thesis can help to inform 
policy decisions related to cyber security and business continuity, such as the development of 
guidelines, regulations, and standards for organizations to follow. This can help to promote a 
more consistent and effective approach to cyber security and business continuity across 
different sectors and industries. Additionally, by developing a cost-effective cyber security 
strategy for SMEs, this study will also help SMEs with limited resources and budget to allocate 
to cyber security. The significance also includes: 

1. Filling the research gaps in the current literature on integrating cyber security into BCP 
for SMEs, which will provide valuable insights for researchers, practitioners, and 
policymakers in the field of cyber security and business continuity management. 

2. Helping SMEs to better protect their vital information and systems will help to reduce 
the risk of cyber-attacks and minimize the impact of disruptions. 

3. Improving the overall cyber security posture of SMEs, which will help to protect them 
from cyber-attacks and improve their overall resilience. 

4. Providing practical guidance for SMEs on how to effectively integrate cyber security into 
their BCP, which will help them to better protect their vital information and systems. 

5. Contributing to the knowledge and understanding of how SMEs can develop a robust 
and cost-effective cyber security strategy. 

 
3.1 Impact on Business Value 
Consumers, other SME owners, third-party software providers, programmers, academics, local, 
state, and government agencies, as well as other SME owners, may find this research on SME 
owners' efficient cyber security strategies useful. Case study research on cyber security issues 
may offer useful knowledge that helps SME owners avoid falling victim to breaches in cyber 
security. In addition to potentially having a negative financial impact on SME owners, cyber 
security breaches also cause other management issues like employees becoming frustrated 
with potential negative customer feedback, system outages, and lost productivity (Hayes & 
Bodhani, 2013; Hua & Bapna, 2013). 
 
Alternately, according to Gordon, Loeb, and Zhou (2016), investments in cyber security could 
give firms a competitive advantage by producing supplementary advantages like greater profits. 
Using different security protection techniques will prevent the installation of viruses, malware, 
and spyware on host computers and mobile devices, hence preventing most harmful computer 
security attacks (Egele et al., 2012; Tchakounté, 2014). Regardless of the size of their 
businesses, business owners should invest in data security since they could become victims of 
cybercrime (FCC, 2014). To establish efficient security measures to protect against cyber 
threats, business owners must be informed, pro-active, and aware of their surroundings (Gupta 
& Raj, 2013). 
 
There are computer users whose only goal is to make money or enjoy themselves by taking 
advantage of a system's flaw. Both ethical and criminal computer hackers are persistent and 
patient in looking for openings and flaws in infrastructure; the difference between them is solely 
in their motivation (Chowdappa et al., 2014). Users of computers should use caution when 
utilizing network devices (FCC, 2014). One of the key goals for countries is to secure their 
internet. To put up a first line of defense against online hackers, businesses must invest in 
preventative solutions. To defend the world's wired environments, businesses, consumers, and 
governmental organizations should invest in cutting-edge solutions that are years ahead of any 
illegal hacking concept (Livshits et al., 2013).  
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3.2 Consequences for Social Change 
Having the ability to protect themselves from prospective cyberattacks is one of the main 
problems facing SME owners (Fielder et al., 2016). SME owners now have few options for 
addressing cyber security flaws and putting in place efficient preventative measures. The 
possibility for SME owners to apply cyber security best practices to lessen or minimize future 
cyberattacks is one aspect of the study's potential for bringing about positive social change. The 
study's conclusions may give SME owners practical cyber assault defense tactics, which could 
boost consumer confidence and boost economic development. The implications for positive 
social change include providing new entrepreneurs and other SME owners with the tools and 
resources they need to make improvements in their local communities.  
 
The results of this study may alter how SME owners think about cyber security measures and 
assist SME owners who survive cyberattacks in promoting economic growth by hiring locals and 
therefore enhancing the socioeconomic lifecycle. As a result of the ongoing and rapid 
advancements in technology, cybercrimes are becoming more prevalent and difficult to stop. 
The prosecution of those responsible for these cybercrimes is becoming more challenging. 
Sending data across a network is more and more common as a result of technological 
advancements, making that data more susceptible to assaults. Every day, data breaches and 
interceptions expose billions of sensitive pieces of information. Nowadays, a lot of firms handle 
and keep their confidential data in the cloud, making them open to intrusion by unauthorized 
parties. The requirement for enterprises to include cyber security with cryptography in their 
security planning is increased by this exposure.  Overall, this study will have valuable 
implications for SMEs and the wider cyber security community and will contribute to the 
understanding of how SMEs can improve their cyber security posture and resilience against 
cyber-attacks. 
 
4. CONCLUDING REMARKS  
 
This study will examine the integration of cyber security into business continuity planning (BCP) 
for small and medium-sized enterprises (SMEs). Through a combination of case studies and 
survey research, the study ais to identify areas where cyber security can be effectively 
incorporated into BCP for SMEs, explore the benefits and challenges of integrating cyber security 
into BCP, and provide practical guidance for SMEs on how to improve their overall resilience to 
cyber threats. Additionally, the study aims to develop a cost-effective cyber security strategy for 
SMEs. Research has found that SMEs often lack the resources and expertise to effectively 
address cyber security threats, and that integrating cyber security into BCP can help SMEs better 
protect their vital information and systems. The study will highlight the need for practical 
guidance for SMEs on how to effectively integrate cyber security into their BCP and the 
importance of developing a cost-effective cyber security strategy for SMEs. The study will 
contribute to the understanding of how SMEs can improve their cyber security posture and 
resilience against cyber-attacks, and provides valuable insights for researchers, practitioners 
and policymakers in the field of cyber security and business continuity management. 
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