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ABSTRACT 
 
Rapid digitalisation and society's interconnection have provided both opportunities and 
problems for sustainable development, as such, this paper aims to understand how 
cybersecurity measures might help achieve Sustainable Development Goals (SDGs). As more 
critical infrastructure, key services, and personal data are kept and sent via digital networks, 
the significance of cybersecurity in accomplishing the SDGs becomes clear. Through a 
comprehensive literature review, the paper analyses the role of cybersecurity in enhancing 
economic growth, promoting social inclusivity, and safeguarding environmental sustainability. 
The paper thoroughly analyses the seventeen (17) SDGs listed by the United Nations (UN) and 
their underlying goals. The paper looks at how cybersecurity relates to the SDGs, emphasising 
potential synergies and interdependencies. Finally, this paper emphasises the critical 
importance of recognising the interdependence between cybersecurity and sustainable 
development. By mapping cybersecurity with the SDGs, societies can harness the transformative 
power of digital technologies to build a secure, inclusive, and sustainable future for all. 
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1. INTRODUCTION 
 
The seventeen (17) interconnected global goals that make up the Sustainable Development 
Goals were accepted by all United Nations Member States in 2015 and are aimed at resolving 
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some of the world's most pressing issues, including eradicating poverty, promoting health and 
well-being, providing high-quality education, achieving gender equality, and combating climate 
change.  Although the nature and scope of these objectives vary, they all aim to build a more 
just, sustainable, and prosperous world for all people. This paper aims to examine the 
connection between cybersecurity and achieving Sustainable Development Goals. The 
vulnerability of critical infrastructure, personal data, and national security to cyber threats has 
expanded tremendously as digital technologies penetrate every part of our lives. The possible 
effects of cyberattacks, which can range from human rights violations to economic disruptions, 
highlight how urgent it is to create effective cybersecurity measures to protect sustainable 
development goals. 
 
2. MAPPING CYBERSECURITY TO SUSTAINABLE DEVELOPMENT GOALS (SDGS) 
 
Goal 1: No Poverty (End poverty in all its forms everywhere): 
To achieve this goal (UN SDGs, 2015), governments, organisations, communities, and 
individuals must work together to address the underlying causes of poverty and implement 
strategies for its eradication, as well as establish and strengthen social protection systems that 
can serve as a safety net for the most vulnerable populations.  
 
How cybersecurity contributes to the goal: 
Protecting the security and integrity of digital financial services, which can help to reduce poverty 
by giving people access to financial services (Sultana, 2009), protecting the security and 
integrity of e-commerce platforms, which can help to increase economic growth (Odumesi & 
Longe, 2016) and reduce poverty by making it easier for people to buy and sell goods and 
services online, and protecting the security and integrity of digital educational resources, which 
can help to improve education (Altamimi et. al., 2022).  
 
Goal 2: Zero Hunger (End hunger, achieve food security and improved nutrition and promote 
sustainable agriculture) 
To achieve this goal (UN SDGs, 2015), everyone should always have access to secure, 
nourishing, and sufficient food. It entails tackling the underlying factors that contribute to 
hunger, such as poverty, poor access to resources, and a lack of infrastructure as well as the 
need for sustainable agricultural practices that minimise environmental degradation, preserve 
natural resources, and promote rural employment opportunities. 
 
How cybersecurity contributes to the goal: 
Agriculture can benefit from using digital technologies to increase productivity, efficiency, and 
sustainability (Ibrahim & Truby, 2023). By ensuring that these technologies are used properly 
and securely, cybersecurity measures can help stop them from being used to disrupt or destroy 
agricultural systems. By safeguarding food security, encouraging the use of digital technology in 
agriculture, empowering smallholder farmers (Simelton & McCampbell, 2021), and fostering 
trust and confidence in digital agriculture (Simone et al., 2021). 
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Goal 3: Good Health and Well-Being (ensuring healthy lives and promoting well-being for all at 
all ages)  
To achieve this goal (UN SDGs, 2015), we must guarantee healthy lifestyles and foster well-
being for all. The improvement of early disease detection and treatment, support for early 
childhood development, immunization, and nutrition programs, and achieving universal health 
coverage by ensuring that everyone has access to necessary healthcare services without 
financial hardship are some strategies and actions that can help achieve this goal. 
 
How cybersecurity contributes to the goal: 
Cybersecurity can help to improve the health and well-being of people all over the world by 
protecting health data from unauthorized access, disclosure, disruption, modification, or 
destruction (Javaid et al., 2023), ensuring the availability of crucial health infrastructure 
(Wasserman & Wasserman, 2022), encouraging the use of telemedicine to provide healthcare 
services remotely (Bitar & Alismail, 2021), and supporting research and development of new 
healthcare technologies (Driouchi, 2015) that may result in the development of new treatments 
and cures for diseases. 
 
Goal 4: Quality Education (ensuring inclusive and equitable quality education and promoting 
lifelong learning opportunities for all) 
To achieve this goal (UN SDGs, 2015), all children, regardless of background or circumstances, 
should have access to high-quality pre-primary education and ensure equal access to quality 
education at all levels. To overcome problems like poor infrastructure, a teacher shortage, 
gender-based discrimination, and socioeconomic hurdles to education, governments, 
educational institutions, civil society organisations, and individuals must work together.  
 
How cybersecurity contributes to the goal: 
Cybersecurity education will be even more crucial as the world becomes more digital to 
guarantee all students access to high-quality education (Venter et al., 2019). By defending 
students against online threats towards their academic progress and personal safety (Shersad, 
& Salam, 2020), maintaining the data and network security of educational institutions 
(Yaokumah & Ansah, 2019), and encouraging the responsible and safe use of technology 
(Veckalne & Tambovceva, 2022) without compromising their security.  
 
Goal 5: Gender Equality (Achieve gender equality and empower all women and girls 
To achieve this goal (UN SDGs, 2015), we must build a world in which women and girls have 
equal rights, opportunities, and representation in all aspects of life, resulting in a more inclusive 
and sustainable society. It acknowledges that gender equality is a fundamental human right and 
a prerequisite for a peaceful, successful, and sustainable world. 
 
How cybersecurity contributes to the goal: 
Women and girls are immensely affected by cybercrime because they are more likely to be the 
targets of online harassment and abuse (Choudhary & Deva, 2023), thus it is crucial to ensure 
that they have access to safe and secure online environments. Women and girls can use 
technology as a potent instrument to fight for their rights, get access to education and career 
opportunities (Kiani et al., 2023), and take part in decision-making processes.  
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Gender-sensitive cybersecurity rules and procedures are necessary to prevent discrimination 
against women and girls (Rosser, 2005). 
 
Goal 6: Clean Water and Sanitation: Ensure availability and sustainable management of water 
and sanitation for all 
To achieve this goal (UN SDGs, 2015), it is necessary to enhance access to clean water and 
suitable sanitation facilities, particularly in developing countries, and to address the global water 
issue. The main goals are to guarantee everyone has access to clean water and adequate 
sanitation, to ensure sustainable water management practices, to improve water quality, and to 
increase resilience to water-related problems around the world.  
 
How cybersecurity contributes to the goal: 
Cybersecurity will be more crucial as the world becomes more dependent on digital technology 
to ensure the availability and sustainable management of water resources (Limba et al., 2017), 
safeguard water infrastructure from cyberattacks (Clark et al., 2018), monitor water quality, 
maximize water use, manage water resources, and ensure the security of water data (Moy de 
Vitry et al., 2019). 
 
Goal 7: Affordable and Clean Energy: Ensure access to affordable, reliable, sustainable and 
modern energy for all 
To achieve this goal (UN SDGs, 2015), we must make sure that everyone has access to 
affordable, dependable, and sustainable energy sources. This aids in addressing climate change 
and alleviating poverty, in addition to promoting economic growth and well-being.  
 
How cybersecurity contributes to the goal: 
As the energy sector becomes more reliant on digital technology, cybersecurity will become 
increasingly important in maintaining the safe and secure operation of renewable energy 
systems (Krause et al., 2021) and promoting the use of smart grid technologies (Kim, et al., 
2019). It is critical to guarantee that energy infrastructure and systems operate reliably and 
securely. 
 
Goal 8: Decent Work and Economic Growth: Promote, inclusive and sustainable economic 
growth, full and productive employment and decent work for all 
To achieve this goal (UN SDGs, 2015), an environment must be created that promotes inclusive 
economic growth, effective employment, and opportunities for decent work for all, which will 
ultimately help alleviate poverty and promote sustainable development.  
 
How cybersecurity contributes to the goal: 
The demand for cybersecurity expertise will rise as the digital economy expands (Afonasova, 
2019), which implies that those who are interested in a career in cybersecurity have numerous 
opportunities (Sussman, 2020). Although the digital economy is a significant contributor to 
economic expansion, it is also open to cyberattacks (Venkatachary, 2017).  
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Goal 9: Industry, Innovation, and Infrastructure: Build resilient infrastructure, promote inclusive 
and sustainable industrialization, and foster innovation 
To achieve this goal (UN SDGs, 2015), the collaboration between international organizations, 
industry, civic society, and governments is necessary. Infrastructure, technology, and innovation 
investments are needed, along with enabling legislative and regulatory frameworks.  
 
How cybersecurity contributes to the goal: 
These critical systems can be protected from attack with the aid of cybersecurity, which also 
ensures that they will continue to operate even in the event of a cyberattack (Mtukushe, 2023), 
that they will continue to be reliable and available, that they will be safe and secure for 
innovation to take place (Jang-Jaccard & Nepal, 2014), and that it will help to foster the trust 
that will support economic growth and development (Mohanty & Mishra, 2023).  
 
Goal 10: Reduced Inequalities: Reduce inequality within and among countries   
To achieve this goal (UN SDGs, 2015), governments, civil society organizations, the private 
sector, and international organizations must collaborate. It entails putting in place focused 
policies, advancing social fairness, ensuring accessibility to necessities, and tackling the 
underlying causes of inequality.  
 
How cybersecurity contributes to the goal: 
By fostering a more secure and stable environment for economic growth and development and 
by levelling the playing field for businesses of all sizes and locations, cybersecurity will become 
more crucial as the digital economy expands for promoting social inclusion (Teoh & Mahmood, 
2017; Ozili, 2018) and reducing inequality.  
 
Goal 11: Sustainable Cities and Communities: Make cities and human settlements inclusive, 
safe, resilient and sustainable 
To achieve this goal (UN SDGs, 2015), inclusive, secure, resilient, and sustainable cities and 
human settlements must be built. This will improve the quality of life for urban dwellers while 
preserving the environment for future generations.  
 
How cybersecurity contributes to the goal: 
Smart cities are increasingly connected to the internet (Khatoun & Zeadally, 2017) and rely on 
a variety of critical infrastructure, including power grids, water systems, and transportation 
networks, making them vulnerable to cyberattacks (Hammi et al., 2022). Additionally, a lot of 
essential city services, like healthcare, education, and banking, are now provided online (Saini 
et al., 2023) while protecting personal data.  
 
Goal 12: Sustainable Consumption and Production: Ensure sustainable consumption and 
production patterns  
To achieve this goal (UN SDGs, 2015) is necessary to encourage more responsible and efficient 
resource usage, limit waste generation, and stimulate long-term economic growth. It 
acknowledges that present consumption and production practices put a great deal of pressure 
on the environment, deplete natural resources, and fuel climate change and other 
environmental problems. 
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How cybersecurity contributes to the goal: 
Investments in cybersecurity can contribute to environmental protection, economic 
development, and bettering the lives of people all around the world (Fedele & Roner, 2021). 
Critical infrastructure must be safeguarded, data privacy must be maintained, supply chains 
must be secure, cybercrime must be avoided, innovation must be encouraged, and resilience 
must be built (Pursiainen, 2017; Roege et al., 2017). 
  
Goal 13: Climate Action (Take urgent action to combat climate change and its impacts) 
To achieve this goal (UN SDGs, 2015), it is necessary to recognise that everyone has a 
responsibility to play their part in creating a more resilient and sustainable future for future 
generations by taking practical steps, adopting sustainable behaviours, and supporting climate-
friendly policies.  
 
How cybersecurity contributes to the goal: 
The development of a more resilient and sustainable society that is better able to respond to 
the problems posed by climate change by enhancing cybersecurity (Cassotta & Maria, 2019) 
through the protection of critical infrastructure, securing personal data, and promoting the use 
of digital technology (Cassotta & Sidortsov, 2019). 
 
Goal 14: Life Below Water (Conserve and sustainably use the oceans, seas and marine 
resources for sustainable development) 
To achieve this goal (UN SDGs, 2015), governments, international organizations, the 
commercial sector, and civil society must work together to address the many complex issues 
that maritime habitats face. The ocean is vital to maintaining life on Earth, regulating the 
temperature, and supplying millions of people with a means of subsistence.  
 
How cybersecurity contributes to the goal: 
By protecting critical infrastructure, preventing illegal fishing, ensuring the safety of marine 
scientists, and promoting the responsible use of marine resources (Berawi, 2019; Menzel & 
Otto, 2020). 
 
Goal 15: Life on Land (Protect, restore and promote sustainable use of terrestrial ecosystems, 
sustainably manage forests, combat desertification, and halt and reverse land degradation and 
halt biodiversity) 
To achieve this goal (UN SDGs, 2015), governments, corporations, civil society organisations, 
and individuals must work together if we are to make any real strides toward a more sustainable 
and peaceful coexistence with nature. By fostering sustainable development that benefits both 
the environment and humanity, maintaining biodiversity, preserving terrestrial ecosystems, and 
tackling climate change.  
 
How cybersecurity contributes to the goal: 
By safeguarding sensitive information, ensuring the secure operation of technology-driven 
conservation efforts, supporting wildlife protection, facilitating international collaboration, and 
improving the overall resilience of initiatives aimed at safeguarding terrestrial ecosystems and 
biodiversity (Hoffmann, 2022).  
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Goal 16: Peace, Justice and Strong Institutions (Promote peaceful and inclusive societies for 
sustainable development, provide access to justice for all and build effective, accountable and 
inclusive institutions at all levels. 
To achieve this goal (UN SDGs, 2015), everyone must be guaranteed access to justice and 
develop efficient, responsible, and inclusive institutions at all levels of governance, all pertinent 
parties must construct societies that are peaceful, inclusive, and sustainable. 
 
How cybersecurity contributes to the goal: 
Building and maintaining peaceful, just, and powerful institutions in the digital age requires a 
strong cybersecurity framework (Mishra et al., 2022). Encouraging trust, inclusivity, 
accountability, and the protection of fundamental rights in the digital sphere, helps societies 
flourish sustainably (Fife & Pereira, 2016). Cybersecurity measures help in the prevention of 
cyberattacks and cyberwarfare between states or other actors (Li & Liu, 2021). Cybersecurity 
promotes a more stable international environment and supports peaceful relations between 
nations by preventing such attacks (Al-Hawamleh, 2023). Cybersecurity is a crucial component 
of diplomatic relations on a global scale (Attatfa et al., 2020).  
 
Goal 17: Partnerships For The Goals: Strengthen the means of implementation and revitalise 
the global partnership for sustainable development. 
To achieve this goal (UN SDGs, 2015), new partnerships that cut through conventional borders 
must be formed for a better, more sustainable future for all. It acknowledges that to achieve 
sustainable development, numerous stakeholders including governments, the private sector, 
civil society, and international organizations must work together.  
 
How cybersecurity contributes to the goal: 
A solid cybersecurity foundation is essential for fostering international collaboration, 
encouraging teamwork (Dalal, 2022), and establishing a secure online environment that 
supports the achievement of Partnerships for the Goals and, by extension, all other Sustainable 
Development Goals. 
 
3. CONCLUSION 
 
Cybersecurity is an important issue that affects all aspects of sustainable development. It is 
critical to ensure the security of technology and online services to achieve the SDGs and create 
a better, more sustainable future for everybody. Governments, the private sector, civil society, 
and relevant stakeholders must collaborate to solve cyber security and ensure that technology 
is used to enhance, rather than undermine, sustainable development. Secure Infrastructure for 
critical services, protecting environmental data and critical infrastructure connected to 
biodiversity conservation and natural resource management are some means of how 
cybersecurity may promote the SDGs. Putting in place strong cybersecurity safeguards, 
maintaining data integrity, safeguarding emergency response networks, enhancing 
cybersecurity collaboration between public and private sectors, and improving cybersecurity in 
the healthcare Sector. By funding cybersecurity research and development, new technologies 
and solutions that can improve cybersecurity defences are developed. Combating cyber threats 
to financial inclusion, promoting the ethical use of Artificial Intelligence (AI), increasing citizen 
awareness of cybersecurity, preserving personal data and privacy, encouraging global 
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cooperation and information sharing, and developing cybersecurity capacity are just a few of the 
recommendations that need to be addressed. 
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